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1 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

1. Microolap EtherSensor

AHHOTauuA

Microolap EtherSensor, v. 6.1.

MporpammHoe obecneveHune Microolap EtherSensor 3apeructpuposaHo B "EguHom peecTpe
POCCUMNCKMX NPOrPaMM AN SNEKTPOHHbIX BbIYMCANTENbHbBIX MALIWH M 6a3 AaHHbIX" MUHKOMCBA3MK
Poccuiickoint ®epepauymnm 3a Ne 5034,

PykoBoactBo AgMUHMUCTPaTopa.
2001 - 2020, O6wecTBO C OrpaHUYEHHOMN OTBETCTBEHHOCTbIO MuKpoonan TekHonoaKnc

B AOKyMeHTe onMcaHo Ha3HavyeHue n npumeHeHue Microolap EtherSensor, cpopmynmnpoBaHbl ero
obLme XxapaKTepMUCTUKN KaK 0bbeKTa aAMMHUCTPUPOBAHMA, Onpeae/ieHbl OCHOBHbIE TEXHUYECKME
onepauum 1 MeponpusaT1s No NOArOTOBKe O6EKTOB a4MUHUCTPUPOBAHUA KO BBOAY B AelCTBME,
onpeaeneH nopasok obHosneHua MO, onpeseneH pernameHT paboTbl 06beKTa
aAMUHUCTPUPOBAHMA B aBapPUNHbIX CUTyaLUAX.

CBefgeHusA, NnpuBeAeHHbIE B 3TOM AOKYMEHTE, MOTryT ObiTb M3MEHEHbI B Nt060 MOMEHT 6e3
npeaBapuTenbHoOro ysegomaeHus. B uenax obecneveHna npas OO0 MuKpoonan TEKHONOANKNC
HMKaKaA 4aCTb HACTOALLEro AOKYMEHTA HMU B KaKMX LLeNAX, 32 UCKNOYEHNEeM NYHbIX
HEKOMMEPYECKMX Lesiel, He MOXKeT ObiTb BOCNpoOM3BeAeHa UAK NepedaHa B Kakoi 6bl To HU 6blno
dopme 1 Kakmmu 6bl TO HM BbINO CpeaCTBAMM, €CAN HA TO HET NpesBapUTeNIbHOIrO0 MMCbMEHHOTO
paspeweHna OO0 MuKpoonan TeKHONOAXKMUC.

O Microolap EtherSensor

EtherSensor — nHbpacTpyKTypHasa naatpopma ANa aBTOMaTU3aLMKN aHaIM3a ceTeBoro Tpadmka
(Network Traffic Analysis, NTA). EtherSensor nssnekaet 13 TpaduKka u aHanusnpyeTt o6 bEKTbI OT
KaHa/IbHOrO YPOBHA 10 YPOBHA NPUIOKEHWUA BKAKOYUTENLHO: NAKeTbl, ceccun, dpainbl, coobLieHus,
cobbITUA N UX MeTadaHHble. o 3aBepweHnn aHanu3a EtherSensor goctasaaet pesynbTaTbl O4HOM
WU HECKOJIbKMM CUCTeMaM-NoTpebutenam.

EtherSensor npumeHAeTCA KaK NOCTaBLWMK AaHHbIX U MeTagaHHbIX U3BIEYEHHbIX U3 TpaduKa
o6bekToB ans NDR, DLP, eDiscovery, Enterprise Archiving cuctem, a Takxe Ans pas/IMYHbIX
noacuctem SOC (SIEM-cuctembl, U(E)BA, BbicOKOHarpyeHHble DLP-cuctembl, cuctembl Network
Detection and Response, Threat Intelligence/Management, Asset Management, Application
Management u np.).

OTanymtenbHbiMn ocobeHHocTaAMKM Microolap EtherSensor asnatoTca:

= BbICOKasA NPOU3BOANTENILHOCTb 06PaboTKM ceTeBOro Tpaduka ANA AaHHOro Kaacca peweHuin
(20Gbps "n3 KopobkM" Ha cepuitHom obopyaoBaHnK, macliTabupyetca Ao 50Gbps)

= OTCYTCTBME OTPAaHUYEHUIA Ha KONMYECTBO NnoaaepKmnsaemblix MHTepHeT/UHTpaHeT-cepBmncoB
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6naroaapsa OTKPbITOCTM CUCTEMbI AETEKTUPOBAHMA M 3axBaTa 0O bEKTOB ceTeBOro Tpaduka.

Microolap EtherSensor noctasnsietcs ¢ 2008 r. MpuMmeHAeTcA B OCHOBHOM B CMCTEMAX
nHpopmaLMoOHHON 6e30NacHOCTU.

Kak paboraer EtherSensor:
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Puc.1. Cxema pabotbl EtherSensor.

ConpoBoxaeHue pabouero aksemnasapa EtherSensor

[na conpoBoXAeHUA U NoanepKKu pabouero aksemnaapa EtherSensor ncnonssyiite EtherSensor

PCAP Edition

EtherSensor PCAP Edition He TpebyeT TpyA0EMKUX NOATrOTOBUTE/IbHbIX MEPOoNPUATUI No
pa3BEPTbIBAHMIO B CETEBON MHDPACTPYKTYPE OpraHM3aumnm n MMeeT NOAHOCTbIO MAEHTUYHYIO C
nosiHol Bepcuei EtherSensor ¢pyHKUMOHAAbHOCTb B YACTU aHa/in3a CETEBOro TPaduKa 1 A0CTaBKU
pe3ynbTaToB CMCTEMaM-NOTpebuTensam.

C aTOM peaakumein Bbl CMOXKeETe OTN1aXKMBaTb U TECTUPOBATb GUIbTPDI, AETEKTOPbI U NPodUAM
[OCTaBKM Ha 3apaHee 3arotossieHHbIx PCAP-daiinax. MNocne otnagkm n TeCTUPOBAHUA Bbl CMOXKETE
nepeHecTn ux Ha pabouunin sksemnnap EtherSensor.

Ecnn B Cet He yaaétca Hantn PCAP-dain ana Hy»kHoro Bam cnydan (Google: "pcap files
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collection"), Bocnonb3yitecb TCPDUMP naun WireShark gns 3anmMcu csoero cobctBeHHoro Tpaduka.
EtherSensor PCAP Edition nogaep»uBaeT popmaTbl pcap u pcapng.

Cosert: ansa 3anucu PCAP-¢paiinos B cpeae Windows ncnonssyiite TCPDUMP for Windows.

1.1. KpaTKoe onucaHue BO3MOXXHOCTEMN

Microolap EtherSensor — BbicokonponssoauTeibHan naatpopma N3Bae4YeHUs cobbITUN U
Co0bLWEeHMIM U3 ceTeBOro TpadurKka B peaslbHOM BPEMEHM CO CAeAyOWMMN CBOMCTBAMM:

= [3B/IeyeHUne U3 ceTeBoro TpaduKka cobbiTnii N coobLeHUN Ha ypoBHAX oT L2 ao L7
cornacHo moaenu OSI

= 3HAaUYMTENbHOE KONNYECTBO (HECKO/IbKO ThiCAY) pacno3HaBaemblX NPOrpammHbIM
obecneyeHnem EtherSensor UHTepHeT-cepBmcoB

= BbicOoKasa nponssoamnTenbHocTb: 20Gbps "3 Kopobku" Ha cepminHom obopyaoBaHMY,
macwTabupyetca ao 50Gbps

= [locTaBKa cOBbITUIM, COOBLLEHUI N MeTaZaHHbIX B N06ble cucTeMbl-nNoTpebuTenmn (apxmsbl,
noacuctembl SOC,DLP, SIEM, eDiscovery u T1.n.)

* BbICOKME NOKa3aTeNn HenpepbiBHON paboTbl 6e3 06cnyKMBaHUA

= PaboTta Ha cepuitHom 060pyA0BaHNM C HU3KMM NoTpebaeHnem pecypcos.

EtherSensor coctonT 13 Heckonbkux cnyx6 OC Windows, B COBOKYMHOCTM peLuatoLmnx 3agaydy
nepexeaTta M aHanM3a COObLLEHWNI YPOBHA NPUIOKEHUA U UX METAaAaHHbIX (KaK NpaBuio, 3To —
coobueHmnAa nonb3oBaTtenen cetn). 3atem coobLLEHNA, UX MeTafaHHbIe NN U3B/IEYEHHbIE U3
coobuweHun gaHHble EtherSensor goctaBnseTt cuctemam-notTpedbutenam 2

OTAnYnTEeNbHOW 0COHBEHHOCTLIO M FNaBHbIM NpuHUKMNOM pabotbl EtherSensor sasnsetca ero
Hey4yacTve B npoLecce nepenayn ceTeBoro TpadpuKka KOHTPOANPYEMOMN CETU U, KaK cneacTBue 3Toro —
HE3aBMCMMOCTb HaAEeXHOCTU ceTu oT ero pabotbl. Mpu aTom EtherSensor rapaHTMpoBaHHO
obecneymnBaeT NOMHbINA KOHTPONb TpaduKa B ceTax ¢ Harpyskon 20Gbps 1 Bblle, AeTEKTUPYS
COOBLEHMA HECKObKUX TbicAY MHTEepHET-CepBUCOB.

MeToabl GUAbTPaLUM CeTeBOro TpadpuKa Ha BCEX YPOBHAX, — KaK Ha ypoBHe IP nakeToBs, TaK U Ha
YPOBHE YyXe PEeKOHCTPYMPOBAHHbIX 06 bEKTOB YPOBHA NPUAOXKEHUA, — NO3BONAIOT A06UTLCA
MWHUMA/IbHOrO Pacxofa PecypcoB AN KOHTPOA CETEBbIX KOMMYHUKALNA.

PacwupaemocTb EtherSensor no3sonseT Kak NPUMHUMaTb AaHHbIE OT BHELWHUX MCTOYHUKOB
(SPAN/TAP Tpaduk, ICAP-knneHTbI, nor TpaH3aKumii Lotus Notes, PCAP-dalinbl), Tak U NocTaBasaTb
PEKOHCTPYMpPOBaHHbIe CO0bLLEeHMA N0HOMY KONMYECTBY BHELHUX CUCTEM-NOTpebuTenen.

Huke npuBeneHo onncaHmne dyHKUuin EtherSensor, crpynnupoBaHHbIX N0 GYHKLMOHANbHbIM
MOAYNAM.
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Be6-nouta (WM)

N3BneyeHune n3 Tpadpuka ncxoasmx coobuieHmin cepsmcos Beb noutbl: Mail.RU, Yandex.RU,
Pochta.RU, GMail n 1.n. (6onee 40 nomeHOB), a TaKKe BCe cepBUCHI Ha Ba3e ABMKKA
"SquirrelMail". Ana nonyyeHua coobuieHmi, oTnpaBasemMblx NO 3aWMPPOBAHHOMY KaHaNy,
cneayet ucnosb3osaTtb SSLSplitter, niMbo ctopoHHUe pelweHna ana paclundposkn SSL, inbo
EtherSensor ICAP.

CoumanbHbie cetu (SN)

N3BnevyeHmne n3 Tpacbm(a Pa3INYHbIX TUNOB NOZ1Ib30BAaTE/NIbCKNX AaHHbIX (a\/TeHTVId)MKaLI,IAOHHbIe
AadHHblIE, TEKCTOBbIE COO6U.I,EHMFI, KOMMEHTapun 1 T.I'I.) cneayrowmnx Be6-CepBVICOBi

= CoumanbHbix ceten Vk.com, Facebook, Linkedln, Mamba.ru n gp.
= Popymos, dpyHKUMOHUpPYOLWMX Ha Base aBuxkKoB phpbb, ipb, vbulletin, mybb
= CepBucoB oTnpaBku SMS/MMS coobLieHuniA.

[na n3snevyeHnsa cooblueHni, oTNpaBaAemMblx No 3aWMPpPOBaHHOMY KaHaNy, UCMONb3yNTe
SSLSplitter, nn6o cTopoHHMe pelweHna ana pacwmdposku SSL, nnbo EtherSensor ICAP.

Email (EM)

N3BneveHune n3 Tpadpuka coobLeHMN 3NEKTPOHHON NOYThI, NEpegaBaeMbiX NO NPOTOKOAAM
SMTP, POP3, IMAP n Lotus Notes.

[na nssnevyeHmns coobLueHn, oTNpaBaAeMbIX Mo 3aWMdPpPOBaHHOMY KaHany, cneayet
ncnonb3oBatb SSLSplitter, nmb6o cTopoHHUeE peweHuns gna pacwndposku SSL, cinbo EtherSensor
ICAP.

ICAP-cepsep (IS)

Mo3BonAET NCNONb30BaTh B KAYeCTBE UCTOUYHMKA TpaduKa ana nssnedeHuna coobweHmin HTTP- un
FTP-Tpaduk, nepesaBaembiii B EtherSensor no npotokony ICAP BHEWWHUMN CUCTEMAMM, TAKUMMU
Kak: SQUID, Blue Coat Proxy SG, Cisco WSA, Webwasher, Websense, McAfee Web Gateway,
FortiGate, Entensys UserGate u T.n.

MrHoBeHHble coobweHus (IM)

M3BneyeHme 13 TpapuKa coobLieHWNI, OTNPABAAEMbIX U NOYYaEMbIX Yepes CePBUCHI
MIHOBEHHbIX coobuieHni, pabotatowwme no npotokonam Skype, XMPP/Jabber, IRC, MSN, YAHOO
n OSCAR.

[na n3snevyeHuna coobLieHMn, oTNpaBasemblix No 3aWwMPpPOBAHHOMY KaHany, cnepyet
ncnonb3oBatb SSLSplitter, nMbo cTopoHHMe pewieHus ana pacwndposkn SSL, nnbo EtherSensor
ICAP.

Lotus Notes (LN)

N3BneveHune n3 tpadpuka cobbiTnii cuctemol Lotus Notes, Takux Kak coobLieHuna, cobbiTms
KaneHgapa v apyrue. Ecam tpadumk Lotus Notes 3awmndposaH, EtherSensor nssnekaet
coobueHunna n3 Lotus Notes Transaction Log. O6a meToga HMKAK He BAUAIOT Ha paboTy Lotus
Notes.
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Nepepaua ¢ainos (FT)
N3BneveHune n3 tpadpuka pannos, nepeaasaembix no npotokosam SMB, HTTP, FTP n WebDAV.

[ns n3BnevyeHma coobLLeHM, OTNPaBASeMbIX NO 3alWnPpPOBAHHOMY KaHany, cneayet
ncnonb3oBatb SSLSplitter, nMb60o cTopoHHMeE peweHuns gna pacwndposkn SSL, cimbo EtherSensor
ICAP.

Nowuck pab6oTbl (CV)

M3BneyeHme 13 TpaduKa cobbiTnii (pernctpaums, ayTeHTUPUKaLma, OTKIMK Ha BakaHCUM,
aKTyannsaums pestomMe), pa3smMeLaembiX Ha CEpBUCAX BaKaHCUI U NOUCKa paboTbl, TaKUX KakK
HH.ru, SuperJob.ru, Job.ru u 1.n. (6onee 150 gomeHoB).

[na n3snevyeHmns cooblueHn, oTnpasBasemblx No 3awmdpoBaHHOMY KaHany, cneayet
ncnosnb3oBatb SSLSplitter, nMbo cTopoHHMe peweHns ana pacwndposkm SSL, nnbo EtherSensor
ICAP.

EtherSensor Agent (AG)

EtherSensor Agent ycTaHaBAMBaeTCcAa Ha paboumx CTaHUMAX B CAy4ae, eCin YCTaHOBKaA
nosiHoueHHoro end-point DLP peweHna no Kakum-nmMbo npuunmHam HEBO3IMOXKHA UK
He)XenatenbHa.

EtherSensor Agent npegHa3sHayeH 414 NPUBA3KN CETEBbIX COEAUHEHWNI, CO34aBaeMbIX
NIOKaNbHbIMK NpoLLeccamm Ha paboumx CTaHUMAX, K MMeHaM Noab3oBaTeslen U UMeHam paboumx
CTaHLWM NPU UCNOAb30BaHUK B ceT opraHusaumnm NAT, TEpMUHANbHbIX CEPBEPOB U T.N.

Kpome Toro, EtherSensor Agent peliaeT 3aga4yun oTcaAeKMBaHUA U3MeHeHuin (obopyaoBaHue,
npoLecchl 1 T.M.) Ha paboyen CTaHUUM U Nepeaadm AaHHbIX O TaKMX CODbITUAX Ha cepBepbl
EtherSensor u EtherStat.

1.2. O6nactb npumeHeHun EtherSensor

EtherSensor ucnonb3yetcs ans aHanmsa TpaduKa oT ypoBHA L2 Ao yposHsa L7 cornacHo moaenn OSI.
Pe3synbTaToM aHanu3a ABAAKOTCA KOHTEHT U MeTaAaHHble COODBLEHNI U COOTBETCTBYIOLWMX UM
CcobbITUN.

Mpwu paspaboTtke EtherSensor 6b1nn noctaBneHbl Tpeb6oBaHUA:

A[anTUBHOCTb K cUCTeme-noTpeburtenio:

EtherSensor gonxeH ymeTb nepegaBatb 060N cUCTEMe-NOTPeOUTENI0 KaK AaHHble, TaK U
MeTagaHHble nepexsayeHHoro obbekTta B Ntobom Tpebyemom dopmate 1 Ntobbim
TPaHCMOPTHbIM MPOTOKO/IOM. TUN U Ha3Ha4vyeHue notTpedbutena moryt 6biTb N06bIMK: SIEM, DLP,
eDiscovery, UEBA, Enterprise Search, paitnosas cucrtema, obnako, CY6 n 1.n.

OAHOBpeMEHHaﬂ pa60Ta C MHOTMMUN UCTOYHUKaMM U HOTpGGMTeﬂﬂMM:

Konnuectso cuctem-notpebutenei, c KOTopbiMM 0OAHOBPEeMeEHHO paboTaeT EtherSensor, He
[ONMNKHO BbITb OrpaHMYEHo.
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KoanyectBo MCTOYHMKOB AaHHbIX, C KOTOpbIMKN OAHOBPEMEHHO pa60TaeT EtherSensor, TaKXe He
OO/TXKHO 6bITb orpaHnM4yeHo.

NonHoTa KOHTpPOAA:

EtherSensor gonkeH obHapyXKMBaTb N060M OOBEKT YPOBHA MPUIOKEHUA, NEpeaaHHbIN Mo ceTn
BHE 3aBMCUMOCTM OT ero Tuna. CneumanmsanpoBaHHas cucTema-noTpebuTenb AOMKHA NONYYUTb
pe3ynbTaT 06paboTKM Takoro obbekTa.

PeanbHoe Bpemsa:

EtherSensor gonxeH pabotaTtb B peasibHOM BpeMeHM Ha CaMblX CKOPOCTHbIX KaHaax nepesayn
AaHHbIX, AOCTYMHbIX OpraHu3aumam. B Tekywen sepcum EtherSensor ysepeHHo obpabaTbiBaeT
NOTOKM AaHHbIX 20Gbps "n3 Kopobkn" Ha cepmnitHom obopyaoBaHnM, MmaclwTabupyeTca 40
50Gbps.

Pa6oTta "u3 KopobKku":

EtherSensor gonKeH pa3BepTbiBaTbCA "3 KOPOOKKU" N He AoNKeH TpeboBaTb NOCTOAHHOIO
BHMMaHUA HM pa3paboTymKa, HM 3aKa3umKa. B naeane — NOAHOCTbIO HEOHCNYKMBAEMbIN
aneMeHT MHGOPMALMOHHOM MHPPACTPYKTYPBI.

Hanb6onee yacto Microolap EtherSensor HaxoauUT npumeHeHUe Npu pelweHnm
cneaylowmnx rpynn 3agad:

ApxusuposaHue coobueHunii (eDiscovery u Compliance Archiving):

M3BneueHue n3 TpadnKa LOKYMEHTOB U APYrMX OO BEKTOB 3/IEKTPOHHOM NOYTbI, MECCEHAKEPOB,
coumanbHbIX cetelt, 6aoros, GopyMoB U1 ApPYrux CpescTs KOMMYHUKALLUMN.

Mpumepbl cuctem-noTpebutenen:

= Bloomberg Vault

Global Relay

Google Vault (help)

IBM Content Collector

Mailarchiva

Smarsh

= Somansa Mail-i

Veritas eDiscovery Platform (paHee Clearwell)

= Veritas Enterprise Vault.

SIEM-cucrembl, U(E)BA, aHanu3aTopbl 10roB:

N3BneveHune 13 TpaduKa meTagaHHbIX NepexBavyeHHbIX 0O HEKTOB YPOBHA NPUAOKEHUA U
CBA3AHHbIX C HUMMK COBbITUI (B TOM YMC/ie U B pea/ibHOM BPEMEHU U3 KOHTEHTA 0bbekTa) ana
pernctpauunmn B SIEM-cncrtemax.
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Mpumepbl cuctem-notpebuTenei:

AlienVault

ArcSight Enterprise Security Manager (ESM) (paHee HP ArcSight)

Elastic Stack (paHee ELK Stack: Elasticsearch, Logstash, Kibana)

EventTracker

FortiSIEM (paHee AccelOps)

Graylog
IBM QRadar
LogRhythm

ManageEngine EventLog Analyzer

McAfee Enterprise Security Manager (ESM)

Micro Focus Sentinel (paHee NetlQ)

RUSIEM

SolarWinds Log & Event Management (LEM)

Splunk
SQLstream
Trustwave SIEM

= Jlio6oe nporpammHoe obecneyeHune, npuHmMmatoulee aaHHble no SYSLOG, NETFLOW uaun
Apyromy TCP/UDP-npotokony.

MpepgoTBpaweHmne yreuek KOHPuaeHUnanbHbIX gaHHbIX (DLP-cuctembi)

N3BneyeHMe KOHTEHTa co0bLWeHMN U3 TpaduKa ypoBHA NpunoxkeHua (L7 cornacHo moaenu OSI)
BHELWHWUX U BHYTPEHHUX KOMMYHUKALMOHHbIX CEPBUCOB C NOCAEAYIOLWEN OTNPABKON MX
cucteme-notpebuTtento: DLP-cucteme, cucteme apxmBMpoBaHMA NOYTOBbLIX COOOLLEHUN, cucTeMe
OO0KYMeHTO060pOoTa, /IOKaNIbHOM NOMCKOBOM cucTeMe M Ntoboi Apyron cucteme, UMetoLen
bYHKLMIO apXMBMPOBAHUA AOKYMEHTOB.

Mpumepbl cuctem-notpebuTenei:

DeviceLock DLP
Forcepoint DLP
Proofpoint Email DLP
Symantec DLP

McAfee DLP

Trustwave DLP
Falcongaze SecureTower

InfoWatch Traffic Monitor
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= llo6oe gpyroe DLP-peweHue.

1.3. CuctemHble TpeboBaHUA

MWHUManbHble cUcTeEMHble TpeboBaHUsA K cepBepy Ans GyHKuMoHMpoBaHua Microolap EtherSensor:

Data flow 50 Mbps 150 Mbps 250 Mbps 500 Mbps 750 Mbps 1.5 Gbps 2.5 Gbps 5 Gbps 10 Gbps 15 Gbps 20 Gbps

Users 100 300 500 1000 1500 3000 5000 10000 20000 30000 40000

CPU 1CPU*2 1CPU*4 1CPU*4 1CPU*4 1CPU*4 1CPU*6 1CPU*8 2CPU*6 2CPU*10 4CPU*10 4CPU*12

Cores Cores Cores Cores Cores Cores Cores Cores Cores Cores Cores

RAM 1GB 4GB 4GB 8GB 8 GB 32GB 64 GB 128 GB 128 GB 128 GB 256 GB

HDD 75 GB SATA | 2x75 GB 2x75 GB 2x150 GB 2x150 GB 2x146 GB 4x300 GB 4x500 GB 6x500 GB 8x500 GB 8x900 GB
SATARAID1 | SATARAID1 | SATARAID1 | SATARAID1 | SASRAID1 SSD RAID10 | SSD RAID10 | SSD RAID10 | SSD RAID10 | SSD RAID10

NIC 1 x1Gbps 1 x 1Gbps 2 x 1Gbps 4 x 1Gbps 4 x 1Gpbs 1x10Gbps | 2x10Gbps | 4 x10Gbps | 4 x 10Gbps | 6 x 10Gbps | 6 x 10Gbps

Ana ncknovyeHna npobaem c 3axeatom TpaduKa Ucnonb3ynTe ceTeBble aganTepbl, HE UMeloLWwme
npobnem c noaaepkon RSS (Receive Side Scaling) B apaiBepax.

lapaHTMpPOBaHHO NOAXOAAT CeTEBbIE KapTbl Ha YnnceTax Intel cepnin X520, X710, XL710 n XXV710.

JnckoBaa noacucrema MCNONb3YETCA TOJIbKO B HaCTHbIX CNny4aAaX AnAa K3aWnMpoBaHUA nNepexsavyeHHbIX
ceTeBbIX O6'beKTOB, d TaKXKe A4 XpaHeHUA pe3ynbTaTtoB aHa/1M3a B C/iy4ae BpeMEHHO[;I
HeOOoCTYyNnHOCTU CMCTeMbI-I'IOTpe6MTeJ'I‘i|. |-|03TOMy ob6bem ,CIMCKOBOIZ noacncTemsl cnegyet paccymnTaTb
CaMOCTOATE/IbHO, NCXO4A U3 BO3MOXKHOIO BpemeHU NpoCToA CVICTEMbI-I'IOTpE6VITe}'IFI.

EtherSensor pabotaeT B cpeae onepaunoHHon cuctembl Windows Server 2012, Windows Server 2016
x64 nnn Windows Server 2019 x64, ¢paiinoasa cuctema — 1o/1bKo NTFS. Ins makcMmanbHOro
6bicTpoaencTBnA pekomeHayem mcnonbsosaTtb Windows Server 2016 nnam Windows Server 2019 Ha
nnatpopme x64.

Bbl moxeTe yctaHoBUTb EtherSensor n Ha gecktonHble x64 Bepcun Windows: Windows 8,
Windows 8.1 n Windows 10. OaHako, ans EtherSensor Full Edition cneayeTt yunTbiBaTh BO3MOXKHOE
CHU)KEeHWe NPOU3BOAMUTENBHOCTU, 06YCNOBAEHHOE OFPaHUYEHUAMMN apXUTEKTYpbI Taknx OC.

[na KoppeKTHOW paboTbl EtherSensor HeobxogmMmo Hannume nocnegHnx obHosaeHMn OC Windows.
Mpun oTKNOYEHHOM cnyXbe ob6HOBAEHUA NoAHOUWeHHana paboTa EtherSensor He rapaHTUpyeTca.
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1.4. OnucaHne pyHKLUOHUPOBAHUA

Microolap EtherSensor coctomnT 13 Habopa cny»x6, paboTatoLmx Ha OTAE/IbHOM annapaTHOM MAn
BUpPTyanbHOM cepsepe ("ceHcope").

CeHcop nogkntoveH K Ethernet-nopty akTMBHOro ceTeBOro yCcTpoicTBa, Ha KOTOPOM HACTPOEHO
aybnnposaHue ceteBoro Tpadumka (mirroring, RX n TX nakeTbl) ¢ 3agaHHbIX NOPTOB, M0 K ceTeBOMY
otBeTBuTeNtO (network tap). AnA 3axBaTta TpadurKa C HyNEBbIMWU NOTEPAMM NAKETOB NPU HarpyskKe B
50Gbps u Bblle NCNONb3yeTCA TEXHONOTMA 3axBaTa TpaduKa, pa3paboTaHHas B O6wecTBo €
OrpaHWYEHHOWN OTBETCTBEHHOCTbIO MMKpoonan TeKHONOAMKMC.

CeHcop — 37O cepBep C HECKONbKMMU CeTEBbIMU MHTEpdENnCcamm, OANH U3 KOTOPbIX ABNAETCA
aAMUHUCTPATUBHbBIM, @ APYrMe UCNONb3YIOTCA ANA NPUEeMa KonmMmu ceTeBoro Tpadumka. CeTeBoi CTeK
OC Ha ceHcope CKOHOUTYPUPOBAH TONbKO HA aAMUHUCTPATUBHOM CETEBOM MHTepdelice, KOTOpPbIN
CNYKUT TaKKe ANA nepefavyn nepexsavyeHHbIX COOOLEHNI BHEWHUM cucTeMam-noTpebutenam no
MPOTOKONAM, YCTAHOB/IEHHbIM B MPOPUAAX AOCTAaBKN pPe3y/bTaToB.

MonnTMKa CeHcopa XPaHUTCA B ero KoOHPUrypaunoHHsbIx dainax n asnserca Habopom npasu,
onpeaenaroWwmMx 3axeat IP nakeToB, aHaM3 KOHTEHTa NepexBaYeHHbIX CO0bLLEHNI YPOBHA
NPUNOXKEHUA, U, B 3aBUCMMOCTU OT pe3yabTaTta, opmaT, cnocob A0CTaBKM M HanpasaeHue
TPaHCNOPTUPOBKKN pe3ynbTaTa NnepexsaTa.

Ha ceHcope paboTatoT cnegyoume cay»Kobi:

CﬂV)KGbI, paGOTaI'OI.IJ,VIe C UCTOYHUKaMU AaHHDbIX.

Cny»x6a nssneueHna coobweHnit yposHsa npunoxkeHus ns PCAP-daiinos (EtherSensor PCAP,
sensor_pcap.exe)

MpeaHasHayeHa gna aHanusa PCAP-daiinos B popmaTax tcpdump/libpcap/pcapng. Cnyxba
EtherSensor EtherCAP nssnekaet us obpabaTtbiBaembix $paiiioB 06 bEKTbl YPOBHA NPUIOKEHNA
(L7 cornacHo mogenn OSl), n nepenaét aTm o6beKTbl ANa AanbHelwen ob6paboTkM B CayKOy
EtherSensor Analyser.

Cny»x6a nssneueHna coobuieHnii yposHa npunoxxeHua us Ethernet-tpagpuka (EtherSensor
EtherCAP, sensor_ethercap.exe)

MpepHa3HavyeHa ANA NAaCCMBHOrO NepexsaTta TpadumKa Ha OA4HOM UM HecKonbkux Ethernet-
apantepax. Cnykba EtherSensor EtherCAP n3snekaet ns obpabatbiBaemoro Tpadmka
coobuweHunaA, cobbiTA 1 gpyrme o6 beKTbl YPOBHA MPUNOKEHMUA, U 3aTEM NepesaéT 3T 06 BEKTbI
AnA ganbHenwen obpaboTkn B cnyKby aHanmnsa coobweHun EtherSensor Analyser.

Cny:x6a nsBneuyeHna coobuieHnii ypoBHA NPUNOKEHUA U3 AaHHbIX, NpeaocTaBasembix ICAP
knmeHTamu (EtherSensor ICAP, sensor_icap.exe)

MNpeaHasHauyeHa ana nonydyeHus Tpadumka no npotokosny ICAP B pexkxume REQMOD+RESPMOD ot
nto6bix ICAP-knmneHTOB (Squid, Blue Coat Proxy SG, Cisco WSA u T1.n.). NMony4yeHHble oT ICAP-
KnneHToB 06 beKTbl EtherSensor ICAP nepegaét cnyxbe EtherSensor Analyser gnsa ganbHenwero
aHanusa.
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Cnyx6a nssneueHmns coobweHunii s Lotus Notes Transaction Log (EtherSensor LotusTXN,
sensor_lotustxn.exe)

MpepHa3Ha4yeHa ANA MOHUTOPUHTA U PEKOHCTPYKLUMM cooblueHnit cuctembl Lotus Notes
MeToAOM M3BaevyeHna ux u3 Lotus Notes Transaction Log (*KypHana TpaH3akumui Lotus Notes).
EtherSensor LotusTXN u3BnekaeT coobuieHnsa us ¢pannos Lotus Notes Transaction Log, n 3atem
nepenaért sTn coobleHna gna ganbHenwer obpaboTku B cnyKby EtherSensor Analyser.

Cnyx6a HakonneHUA MeTaaaHHbIX ana oboraweHua ceteBbix cobbiTnii (EtherSensor Identity,
sensor_identity.exe)

MpeaHa3HavyeHa ANA HakonneHUA n 06paboTkM meTafaHHbIX, KOTOPblEe NCNONb3YIOTCA B
EtherSensor gns pewenuna 3agaum 6e3areHTHON NPUBA3KN NepexBavYeHHOro 06 beKTa CeTEBOro
TpadnKa K KOHKPETHOMY XOCTY M/ NONb30BATENIO.

Cny»x6a aHanu3a coobuieHnit, nssneveHHbix us Ethernet-tpagpuka (EtherSensor
Analyser, sensor_analyser.exe )

MpeAHa3sHayeHa ANA AeTEeKTMPOBaHMUA, aHann3a n GUAbTPaLMM NepexBavyeHHbIX COobLWeHnn 1
ceTeBbIx cobbITM. EtherSensor Analyser aHanM3npyeT 06bEKTbI NPOTOKON0B YPOBHA
NPUNOXKEHUA, nonydeHHble oT cayXb EtherSensor PCAP, EtherSensor EtherCAP, EtherSensor ICAP
n EtherSensor LotusTXN c uenbto AeTEKTUPOBAHUA CETEBbLIX COOLITUI U COODLLEHNA,
nepegaBaemblx Mo CETH.

3aTem Ha OCHOBE HACTPaMBaAEMbIX NOAb30BATENEM NPABUA GUNLTPYIOLLMIN MEXAHU3M CNYKObI
EtherSensor Analyser npuHumaeTt peweHue:

1. O npeKpaleHnm obpaboTkn coobLeHumn

2. O pocTtaBKe coobueHun cucteme-notpebutento (DLP, U(E)BA, apxus, eDiscovery-
cucrtema, Enterprise Search u T1.n.)

3. O dopmMpoOBaHMM CTPOKK C 3apaHee 3a4aHHOM CTPYKTYPOM Ha OCHOBE AAHHbIX,
N3BNIEYEHHDBIX N3 COOBLLEHUA N ero meTagaHHbIX. Ana SIEM-cuctem 370, Kak Npasuo,
syslog-cTpoka B ¢popmaTte CEF.

Takke cnyxkba EtherSensor Analyser otBevaeT 3a B3aumogencTame c aksemnaapamu EtherSensor
Agent, MapKMpyHOLWMMM CECCUM ANA NPUBA3KM K KOHKPETHOM paboyeli CTaHLMK B Cayyae
ncnonb3osaHua NAT, TepMUHANbHbBIX CEPBUCOB U T.N.

Cnyx6a AoCTaBKMU pe3ynbTaToB aHanu3a Tpadpuka (EtherSensor Transfer,
sensor_transfer.exe)

EtherSensor Transfer asnsetca noacucrtemoii EtherSensor, npeaHasHa4YeHHOW ANs A0CTaBKM
pe3ynbTaToB aHaM3a nepexsayeHHbIX 06beKToB (camo coobuieHune, (Mbo 3apaHee
CKOHOUTypMpoBaHHanA syslog-CTPoOKa) pasIMyHbIM CUCTEMaM-NOTPEBUTENAM MO Pa3UYHbIM
NPOTOKONAM B COOTBETCTBUU C 3apaHee onpeaeneHHbIMU NPOPUNAMU AOCTABKU Pe3ybTaToBs.
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Cny»6a xypHanuposaHua EtherSensor (EtherSensor Watcher,
sensor_watcher.exe)

EtherSensor Watcher asnaetca noacucrtemoir EtherSensor, npegHasHayeHHOW 41A NOTMPOBaHMUS
TEKYLLEro coCToAHMA 1 cobbiTuit camoro EtherSensor.

Cny»6a o6HoBneHus EtherSensor (EtherSensor Updater, sensor_updater.exe)
MNpenHasHauyeHa AN 3arpy3kn U yCTaHOBKU painioB 06HOBAEHUI 1 AanueH3nii Microolap

EtherSensor npu BbIxoae HOBbIX BEPCUM U/MAN UCNPaBAEHUA.

[na npocmoTpa cTaTUCTUKKM paboTbl ceHcopa ncnonblynte KoHconb ynpasneHua EtherSensor
(sensor_console.exe) 3 anpexktopmun yctaHoBku EtherSensor.

[na ynpaBneHMa NOANMTUKON CeHCopa TaKKe ncnonb3ynte KoHconb ynpasneHusa EtherSensor, nnbo
pefaKkTUpyinTe KOHOUrypaumoHHble dalinbl cnykb ceHcopa B aupekTopuun [INSTALLDIR]\config.

1.5. YpoBeHb NOAroTOBKM aAMMUHUCTPATOPaA

CuctemHbIn agmuHuctpatop Microolap EtherSensor gonrkeH:

* iImeTb 6a30Bble 3HaHUA O CTeKe NpoTokonos TCP/IP, B 4aCTHOCTM NO NPUKNAAHbIM
npoTtokonam SMTP, HTTP

* UmeTb 6a30Bble 3HAHMA N0 AAMUHUCTPUPOBAHUIO CETEBbIX MHTEPDENCOB U CUCTEMHbIX CNYXKO
OC cemeicTBa Windows Server

* imeTb 6@30Bble 3HaHMA No ncnonb3oBaHuto tcpdump n WireShark

» O6na4aTb 3HAHMAMM M HaBblKaMM N0 aAMUHUCTPUPOBaHUIO cykb Microolap EtherSensor u
YMETb C MX MOMOLLbIO PeasiM30BbiBaTb KOPNOPATUBHYIO MOAUTMKY 6e30NacHOCTM B YacTy,
OTHOCALLENCA K UCNONb30BAHMNIO BHELIHUX KOMMYHUKALLMOHHbIX CEPBMCOB.

1.6. NMepeyeHb 3KCNNYaTaLUOHHbIX AOKYMEHTOB

[ns skcnayataunm n agMmmHuctpmposaHma Microolap EtherSensor, a Takke 4na noHMMaHKUA
OCHOBHbIX onepaumuii no Beoay cay*b EtherSensor B akcnayatauuto, agMmMHUCTpaTopy Heobxogmmo
03HAKOMMUTLCA CO CeAYIOWNMN AOKYMEHTAMMU:

= HacTtosawee PykoBoacTeBo

= [IoKyMeHTaumMA Ha BHELHWE CUCTEMbI-NOTPEebUTENN COOBLLEHUI U/UAK CBA3AHHbIX C
coobweHnAMM cobbITM (B 3aBUCMMOCTU OT Lienielt ncnonbsoBaHua Microolap
EtherSensor).

1.7. 06 EtherSensor PCAP Edition

EtherSensor PCAP Edition — npoaykT-komnaHboH Microolap EtherSensor, npeaHasHavyeHHbIN AnA:

= ConpoBoXAeHNA NonHou paboueit Bepcum EtherSensor: pa3paboTkun 1 TecTMpoBaHUA
dUNbTPOB, NPaBUA U AETEKTOPOB, a TakKe aHannsa PCAP n HAR-dalinoB 6e3 pucKoBaHHbIX
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IKCNEPUMEHTOB Ha €ro pa6oqu aK3emnnaape.

® /3yyeHuns PyHKUMOHAIbHbIX BO3MOXKHOCTel EtherSensor 6e3 TpyaoémKoro cosgaHus gns
3TOro cneuymasbHbIX YCOBUIA.

EtherSensor PCAP Edition He cogepuT Koga ana 06 paboTKM B peabHOM BPEMEHU CETEBOro
TpaduKa, NONYYEHHOro C CeTeBbIX aAanTepoB, KPOMe TOro, NMPOM3BOANTENbHOCTb 3TOM peaaKLunm
orpaHuyeHa 30 Mbps U1 npumepHo 75 nonb3osaTtenen.

EtherSensor PCAP Edition avueH3upyeTca no npuHumMny "oanH cneumuannct — ogHa anueHsuma”,
KO/IMYECTBO MHCTANNALMNIA HE OrpaHUYEHo.

1.8. [locTtaBKa pe3y/abTaToB aHann3a Tpadpumka

Cpa3sy noc/sie MHCTaNNALMN METOAOM AOCTABKM Pe3ynbTaTOB aHanM3a TpaduMKa No yMOAYaHUIO

198 o
asnaetca npoounb FILEDROP . OH coxpaHAaeT pe3ynbTaTbl Ha /IOKabHYIO GalNoBYIO CUCTEMY.
KaTanor, B KOTOpbIN COXPaHAKTCA pe3ynbTaTbl, HA3Ha4YaeTca B cBoMcTBaxX npodunsa (none Myme).

Bbl TaKXKe MOXKeTe Cpasy e HaCTPOUTb M Apyrne TPaHCNopTHbIe NPodUan, A0CTaBAAOWME COObITUA
B CUCTEMbI-NOTPEBUTENN NO BalLEMY ¥KeNaHUio B Tpebyemom ans Hux popmare.

HuKakux orpaHmMyeHmnin Ha paboty npodunen AOCTaBKN HW B NonHon Bepcumn EtherSensor, Hu B PCAP

Edition HeT. Ho mbl pekomeHAyem Npyu camom nepBom 3HakomcTee ¢ EtherSensor HaunHaTb ¢ camoro

npoctoro — pabotbl ¢ npodpunem FILEDROP 199

MoppobHee 0 HacTpoKax Npodunelt AOCTaBKM pe3ynbTaToB aHann3a TpadrKa MOXKHO y3HaTb B
194
pasgene [loctaBKka pe3ynbTaToB

2. YcTaHOBKa M HacTpouka Microolap EtherSensor

Ona yctaHoBKM Microolap EtherSensor 3anyctnute nHctannatop
ethersensor_pcap_setup_x64_v6.1_ru-ru.exe, BXogAawui B AuctpnbyTtne. B npouecce paboTbl
nHcTannaTopa b6yaeT yctaHOBAEHO NporpammHoe obecneveHune, HeobxoamMmoe ANA ero KOPPEKTHOM
paboTbl, @ UMEHHO:

= Microsoft .Net Framework 4.0

= Microsoft Visual C++ 2019 redistributable runtime.

[na koppeKTHOM ycTaHOBKM EtherSensor HeobxoaMmbl NpaBa agMUHUCTPATOpPa B TOM BUAE, B
KaKOM OHW YCTAHOB/EHbI MO YMOAYaHMIO Npu nHctannaunm OC Windows.

[lononHUTeNbHbIE OrPAaHMYEHUA NPAB AZ4MUHUCTPATOPA MOTYT MPUBECTU K HEKOPPEKTHOM paboTe.

B npouecce nHctannauum Microolap EtherSensor ycTaHaBAnBatoTca cienyroLime cayKobi:
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EtherSensor PCAP (npouecc sensor_pcap.exe)

MpeaHa3HayeHa ana aHanmsa PCAP-¢aiinos B dpopmatax tcpdump/libpcap/pcapng.

EtherSensor EtherCAP (npouecc sensor_ethercap.exe):

MNpepHa3HayvyeHa ANA NAaCCMBHOrO rnepexsaTa Tpad)m(a Ha CceTeBblX agantepax

EtherSensor ICAP (npouecc sensor_icap.exe):

MNpeagHasHauyeHa AnAa nony4eHus n obpabotkn cetesoro Tpadpuka no npotokony ICAP ot ICAP-
KIMEHTOB U U3BNEYEHUNA COODLLEHWNI

EtherSensor LotusTXN (npouecc sensor_lotustxn.exe):

MpepHa3HayeHa ana nonyvyeHmns cooblieHni Lotus Notes 13 KypHana TpaH3akumi (Lotus Notes
Transaction Log)

EtherSensor Analyser (npouecc sensor_analyser.exe):

MpegHa3HayeHa ANA AEeTeKTMPOBaHUA, aHaAMn3a U GUAbTPaLMMN NepexBaveHHbIX COOBLLEHUN

EtherSensor Transfer (npouecc sensor_transfer.exe):

MpepHa3HavyeHa ANA AOCTaBKM pe3y/bTaTOB aHaN3a U3BAEYEHHDIX U3 TpadMKa 06 BEKTOB
cucTemam-notpebutenam

EtherSensor Watcher (npouecc sensor_watcher.exe):

MpeaHasHavyeHa ana normposaHuA EtherSensor. 3anyckaeTca nepsBoi M OT Hee 3aBUCAT
ocTa/ibHble cnyxb6bl EtherSensor.

Cnyx6a o6HoBneHusa EtherSensor (npouecc sensor_updater.exe):

MpeaHa3HayeHa Ana aBTomatTuyeckoro obHoBieHun EtherSensor.

MoMMMO CNyK6 YyCTaHaBAMBAOTCA NPUNOKEHUA:

KoHconb ynpasneHus EtherSensor (npouecc sensor_console.exe):

KoHconb ynpaBneHus EtherSensor, KoHdurypupoBaHus, HabaoaeHUA 3a
NPoM3BOANTENbHOCTLIO, 3 TaKKe cbopa nHbopmaLmm o paborte EtherSensor gna cozgaHua
ANArHOCTUYECKUX OTYETOB.

Mocne 3aBeplieHNa HacTpolikm EtherSensor cnegyeT NPoBECTM HACTPOMKY YCTaHOBIEHHbIX CNYKO.

2.1. CocTaB 1 cogepkaHue guctpmbytusa N0

[na nogrotoskn Microolap EtherSensor kK paboTe npegBapuTeNbHO HEOHXOANMO UMETb caeaylolme
ANCTPUOYTUBDI:

= Inctpnbytns Microolap EtherSensor.
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= OC Windows Server 2012, Windows Server 2012 x64, Windows Server 2016 nnn Windows Server
2019. PekomeHayemasn onepaumoHHas cuctema — Windows Server 2019.

Bbl morkeTe ycTaHOBUTL EtherSensor 1 Ha geckTonHble x64 Bepcum Windows: Windows 8,
Windows 8.1 u Windows 10. OaHako, ans EtherSensor Full Edition cneayeTt yumuTbiBaTh BO3MOXKHOE
CHUXEHMEe NPon3BoAMUTENbHOCTU, 0BYCNIOBNEHHOE OrPaHMYEHUAMMN apXUTEKTYpbI Taknx OC.

B coctaB auctpnbytnuea EtherSensor BxogaT:

® UHcTannaTop EtherSensor ana nnatdopmbl Windows x64

* UHcTannatopsl EtherSensor Updater (EtherSensor Updater) ans nnatdopmbl Windows x64

= [lokymeHTaumA.
NHcTannatop EtherSensor cogepnt B cebe Bce 3aBUCMMOCTM U MHCTANNATOPbI HEOHBXOANMbIX ANA
ero pabotbl nnatpopm. Ero cnepyet ncnonb3oBaTb ANA NEPBOHAYANbHOW YCTAHOBKM NPOAYKTa Ha

HOBbIM cepsep. o370 rapaHTUpPyeT OTCYyTCTBUNE npo6neN\, CBA3aHHbIX C 3aBUCUMOCTAMU OT OpPYyroro
nporpaMmmHOro obecneyeHunsa nam npepeKsn3nTOB.

Cny»k6a 06HOBNEHMA He BbINONHAET OBHOBNEHME A0 aKTyaNbHOM BEPCUM, ECIN HE YCTAaHOBNEHA
nepsoHayanbHana 6a3oBas Bepcusa. EE ycTaHoBKa TpebyeTtcs B to6om ciyyae, TONAbKO Nocae 3Toro
Cny»k6a 06HOBNEHMA YCTAHOBUT aKTyasIbHYO BEPCUIO.

2.2. NogknioueHue Microolap EtherSensor K Ethernet

[na NogKNtoUYEeHMA ceHCopa K CETM OpraHM3aumnn HeobxoaMmo BbINONHUTL Ceayowme AeCTBUA:
v v 14
1. NoaKkNYNTL ceTeBon MHTepdeNc ynpaBaeHns
o 15
2. MoaknoumnTb ceTeBble MHTepdEenchl NpocaywmnBaHmnA Tpadpuka
15
3. HacTponTb KOMMYyTaTOpPbI

16
4. ObecneynTb COBMECTMMOCTb CO CTOPOHHMMM CpeaCcTBamMM 3aLWUTbl MHPOPMaLLUK.

2.2.1. UHTepdeiic ynpaBneHmsa

EtherSensor ana pabotbl TpebyeTca NoAKNOUYEHME K CETU OAHOrO CEeTEBOro MHTEpdelica ynpaBaeHus
M He MeHee OZHOro ceTeBOro MHTepdenca, Ha KOTopbIit HanpaBaeHa Konus ceTeBoro Tpaduka.

NHTepdelic ynpasneHna npeactaBasaet cobor cTaHAapTHbIN ceTeBon HTepdelic,
CKOHUTyprpoBaHHbIN ¢ aapecom TCP/IP, mackoi noacetu v, npn HeobXxoAMMOCTU, aAPECOM
MapLLpYTM3aTOpa MO YMOIYAHUIO.

[na pabotbl EtherSensor »kenatenbHO, YTOObI NPK €ro HacTporke 6blAn yKasaHbl cepsepbl DNS, Ha
KOTOpbIX paboTaeT obpaTHOe pacno3HaBaHue agpecos (oT IP K hostname) XocToB IOKaNbHOW CETU:
3TO NO3BOMIUT ONpPeSeNATb MMEHA XOCTOB, KOTOPble y4aCcTBOBAIM B COeAMHEHUN, OCODEHHO B Cayyae
nPUMeHeHua ANnA HacTpolku aapecos TCP/IP Ha xocTax NoKanbHON ceTn npoTtokona DHCP.
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[aHHble, nonyyaemble oT DNS-cepBepa, KILWMPYIOTCA, YTO NO3BONSET COKPATUTb AONONHUTENbHYIO
Harpysky Ha DNS-cepBepsbl. [MapameTpbl K3WMPOBaHUA HACTPaMBalOTCA YTUANTON KOHCO/b
ynpasneHuna EtherSensor (sensor_console.exe).

CKOpOCTb NOAKNOYEHUA UHTepdelica ynpaBaeHMsa AOMKHA BbiTb AOCTaTOYHOM, YTOObI NPONYCKaTb
yepes ceba Becb 06bEM nepexBaveHHbIX COOBLEHNI, HE MPUBOAA K UX HAKOMNEHUIO Ha CEHCOpeE.
[lonyckaeTtcsa ncnonb3oBaHue ceteBblx MHTepdercos 100/1000/10000 Mbit/s.

Mpu KoHdUrypaLunm ceTeBoro nHTepdenca ynpasneHMa HeobxoanMmo y4ecTb ocobble HaCTPOMKK
EtherSensor, npu KoTopbix 6yAeT NPOM3BOAUTLCA GUALTPALLMA PACNO3HAHHbBIX AAHHbIX,
oTnpaB/fAembix Yepes ceTeBoi MHTepdelic ynpaBneHusa. MoapobHO Npo gaHHbIe HACTPOMKM YKa3aHO
B pasaene Cnyxba EtherSensor EtherCAP.

2.2.2. UnTepdeic npocnywimBaHums

UHTepdelic npocaylwmnBaHma ceTeBoro Tpaduka He TpebyeT HACTPOWMKKN cTeka npoTokonos TCP/IP, a
TaKXKe Apyrux npotokonos. C 3TOro ceteBoro MHTepderica NPOMCXOANT 3aXBaT NAKETOB ANA
AaNbHENLWero aHaAM3a U PeKOHCTPYKLUUM NepexBayYeHHbIx 06beKToB. TpaduK Ha 3TOT MHTepdelic
MOXeT nogasatbca ¢ Mirror-nopta KOMmyTaTopa, ¢ otBeTBMTeNs (network tap), ambo c
KoHUeHTpaTopa (hub).

Ons HopmanbHOU paboTbl TpebyeTcs, YTOObI TPaPUK Ha MHTepdece NPOCAYLIMBAHMA coAepKan Bce
ceTeBble NakKeTbl: Kak oT cepBepa (RX), Tak n ot KnmeHTa (TX).

MomHwuTe:

Hannumne nnum otrcytcteune Teros VLAN B Tpaduke ana pabotbl EtherSensor 3HaueHna He umeer,
TaK KaK OHW yA4anatoTCca ApaiBepOM CETEBOro agantepa.

MponycKkHaa cnocobHOCTb MHTepdelica NPOCAYWMBaHNA A0MKHA 6biTb HAa 20% H6onblie
NOCTYNatoLLLEero NoToKa AaHHbIX. TONbKO B 3TOM C/ly4ae MOXKHO MMETb YBEPEHHOCTb, YTO MaKeTbl He
6yayT TEPATLCA NPU 3axBaTe Ha ceTeBOM 060pyA0BaHUM U Ka4yecTBO NepexsaTta TpaduKka byaet
BbICOKMM.

CeHcop MoXKeT paboTaTb C HECKONbKUMM UHTepdecamm NPoCayLIMBaHNA OA4HOBPEMEHHO.
MaKcumanbHOe UX KOMYecTBO Ha cepBepe EtherSensor HMKaK He orpaHMYeHo, HO 3aBUCUT OT
NPON3BOANTENIbHOCTU CETEBLIX MHTEPPENCOB, a TaKXkKe OT NPOM3BOAMTENbHOCTM cepBepa EtherSensor
B L,eNoM (Konnyectsa onepaTMBHOW NaMATU, NPON3BOANTENbHOCTN NPOLLECCOPOB M T.M.).

2.2.3. HacTtpoiika KomMmyTaTopoB

Huxe npmuseaeH npumep Hactpoek Mirror-nopta (SPAN) ans kommytaTopos Cisco Catalyst (Takue
KOMMYTaTOpPbl NO3BOIAKT HACTPOUTL ABE aKTUBHble SPAN-ceccum):

monitor session 1 source interface gigabitEthernet 1/0/24 both
monitor session 1 destination interface gigabitEthernet 1/0/23
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3aecb "1/0/24" — nopT KOMMyTaTOpa, KONWIO TPadUKa C KOTOPOro HeobxoAMMO HaNPaBAATL Ha
aHanus B EtherSensor, a "1/0/23" — nopT KOMMYyTaTopa, K KOTOPOMY MOAKNOYEH CEHCOP.

Huxe npueeneHa TMNoOBaAa CXema BKAKOYEHUNA CEHCOpPA B JIOKaNbHOM ceTu:

CropoHHue cucremel MB CropoHHAA cucTema

Description ApXMEMPOBAHWA M aHanNKu2a

MNoyToesld Tpaduk (NpoToK AL
SMTPR, POP3, IMAP4, Lotus)
e .
-y »
WHTepHeT-Tpaduk (HTTR/S,
HTTRZ, FTP, MRA, IRC, M3N,
SKYPE, XM PP, ICQ, YAHOO,

SOCKS, TORRENT, ICAP)

>
[oCTaBka pesynsTaTos FW/NAT/ o
NacCHBHOMD MEPEXBaTE NpoKcH-cepeep " .- y
MpoCMoTp pESYNLTETOR 7 Microolap
NaCcCHEHOTD MEpEXEaTa 4 [ — A EtherStat

— — — — . ) I
» Microolap
Je pKEIMPOEEHUE NOYTOBOM 1 ssLsplitter A

Web-Tpaduka (rxun t nakeTe)

OTtnpaeka eeb-Tpaduka no [

npotokoay ICAP .
_ AV/AS mail

CTETHCTHRE - server
Microolap EtherSensor

EtherSensor

AreHtel Microolap

Etherstat, AreHThl
U || cTopoHHER choTemel

BRXHEHPOBIHKUA W Switch/Network TAP

aHanusa

Puc.2. TunoBas cxema BKatoueHus Microolap EtherSensor B n0KanbHoM ceTn.
2.3. Pabota co ctopoHHumu C3U

Onsa obecneyeHnsa ctabunbHol pabotbl Microolap EtherSensor cneayeT yunTbiBaTb COBMECTUMOCTb
CO CTOPOHHMMU cUcTeMamu/cpeacTBamm 3aWmnTbl MHPOPMALLUU U APYTUMU KOMMNOHEHTaMMU
MHbOPMaLMOHHOMN MHPACTPYKTYPbI OpraHM3aunm:

» B gupekTopumn, rae yctaHosneH EtherSensor, pacnonoxeHbl paboune anpektopuun. Cnegyet
MCKNOYaTb JaHHbIN NyTb M BCE €ro NoAAUPEKTOPUN U3 KOHTPONA CPeACTB, aHaNorMUYHbIX
aHTUBMPYCaM, MONCKOBbIM MHAEKCAaTOPaM, a TaKkKe CpeAcTBam KOHTPONA LEeoCTHOCTH.
HuKakoe nporpammHoe obecneyeHne He AOMKHO 610KMpPoBaTb palifibl B AaHHbIX
ANPEKTOPUAX OT CO34aHUA, YaaneHUs, NnepemeLleHma U U3MEHeHUs.

= EtherSensor BkntouaeT B cebs cnegyouwme cny»x6bl Windows: EtherSensor EtherCAP,
EtherSensor ICAP, EtherSensor LotusTXN, EtherSensor Analyser, EtherSensor Transfer,
EtherSensor Watcher, a Takxke cnyxby obHoBneHus EtherSensor Updater. 3T cnyk6bl A0NKHbI
3aMyCcKaTbCA C NpPaBaMM JIOKabHOM CUCTEMBI, TaK KaK UM TpebyeTca AocTyn K GyHKUMAM sapa.

= EtherSensor TpebyeT gns HOpManbHOM PaboTbl OTNPABKY coobLweHM No npotokony SMTP, FTP,
SMB, SYSLOG nan IMAP Ha yaaneHHbii cepBep. Cpeactsa 3auUTbl MHPOPMALUM HE A0J/IXKHbI
npoBepAaTb, MOANOULMPOBATb, MU OrPaHMUYNBATbL COEANHEHUA Ha cepBep, Kyaa EtherSensor
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OTNPaBAAET AAHHble. AHAZIOTMYHO, CPeACTBA 3aLWMTbl MHGOPMALMKN HE SOMKHbI
npenaTcTBoBaTb cnyxb6e EtherSensor Transfer oTKpbIBaTb coeAMHEHMA Ha NOPTbI,
ncnonb3yemble A8 OTNPaBKM COODLLEHM.

= EtherSensor TpebyeT ana ceoeit paboTbl NoAKAOYEHUA K cucTeMHOMY moaynto NDIS.
CTOpOHHMe cpeacTBa 3alWmTbl MHGOPMALMKN He AOKHbI NPenATCTBOBaTbL cnyxbe EtherSensor
EtherCAP nmeTb foCTYN K GYHKLMUAM STOFO MogYAA.

* Mpu ycTaHOBKE N PYHKLMOHNPOBAHMM NpoLEcChl NporpaMmmHoro obecneyerHuns EtherSensor
MCNONb3YIOT BbI30BbI, TPEDYIOLLME BbICOKUX NpuBMaernin. Monntmka 6esonacHoct OC fomkHa
Nno3BO/ATL ONepaLmn Haj ApalBepamu, ynpaBaeHMe NpoLLeccamm M AOCTyn K CETEBbIM
nutepdencam gns EtherSensor.

= B npouecce nepexsaTa EtherSensor cnocobeH onepupoBatb 6oabWwWMMKM 06bemamun daiinos B
pabounx gupektopuax. Panosan cuctema EtherSensor gonxkHa pacnosaratb A40CTaTOYHbIM
cBO6OAHBIM 06BEMOM A1A 3aNUCKU U XPaHEHWUA AAHHbIX.

* Mpu paboTe ¢ 6ONbWMMU CETEBLIMU NOTOKAMWN PEKOMEHAYETCA MOHTUPOBATb AUPEKTOPUIO
[INSTALLDIR]\data Kak oTaenbHy0 NapTMLUMIO Ha peia-KOHTpoAepe C ONTMMMU3aLumen no
CKOpOCTU AocTyna u 3anucu (raid10).

2.4. HacTpoiKu ceHcopa

Mepea HavyaOM 3KCNIyaTaLLMKM CEHCOPA CeayeT NPOU3BECTU CAeaytolme HaCTPONKM:

1. O6ecneuntb Hannume ¢aina MUEH3UN B gUPEKTOPUU ycTaHOBKU Microolap
EtherSensor *** (ans PCAP Edition He Hy»KeH)

17
. HacTpouTb UCTOUYHUKN AaHHDIX

52
. HaCTpOMTb UCTOYHUKN MeTadaHHbIX

194
. Hactpoutb gocTaBKy pe3ynbTaToB nepexsata

w | 86
. HactpouTtb cayk6y aHanusa coobuieHunin

58

2
3
4
5. Hactpoutb cnykby normpoBaHus <7
6
7. Hactpoutb punbtp HTTP-06bekToB"
8

248
. Hactpoutb cnyxby ob6HOBNEeHNA = .

3. UCTOYHUKM AaHHbIX U MeTagaHHbIX

B Tekywwen Bepcun Microolap EtherSensor (6.1) Ha ceHcope PpYHKLNMOHUPYIOT CAeaytome CayXKobl,
npeaHasHavyeHHble Ana paboTbl C UCTOMHUKaMK AaHHbIX: EtherSensor PCAP L , EtherSensor
EtherCAP *° , EtherSensor ICAP **' 1 EtherSensor LotusTXN ™.

. 52
Kpome Toro, EtherSensor Bkntoyaet B ceba cnyby EtherSensor Identity ~, KoTopas oTBeuaeT 3a
nony4yeHMe MeTaAaHHbIX, NO3BONAIOLWMX NPUBA3aTb NepexBavyeHHble 06BbEKTbI K NOAb30BaTENO UK
XOCTYy.

Obuwan cxema paboTbl cnyK6 BbIrNAANT caeayowmm obpasom:
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EtherSensor
ETHERNET EtherCAP
=
ey
I
7]
x
EtherSensor E
ey
PCAP %
PCAP-daiinsi = EtherSensor Analyser

Katanoru CAPDROP %
Q

o | AHann3 obbeKToB,

2‘ PEKOHCTPYKLUMA U

ICAP-KAMEHTbI EtherSensor E dunbTpauma cooblle HUIA
Q
ICAP a
(=]
Q
g
i
o
]
EtherSensor (&
LotusTXN -
Katanorm

Lotus Notes Transaction Log

Puc.3. Cxema pabotbi cnyk6 EtherSensor PCAP, EtherSensor EtherCAP, EtherSensor ICAP, EtherSensor LotusTXN.

Cnyba EtherSensor PCAP 9 otBeuaer 3a 06paboTky Tpadumka us PCAP-dbainnos B popmaTtax
tcpdump/libpcap/pcapng.

29 o
Cnyx6a EtherSensor EtherCAP = oTBeyaeT 3a NacCUBHbIN 3axBaT TPadPMKa HA ceTeBbIX afanTepax u
PEKOHCTPYKLMIO CECCUIM NMPOTOKO/IOB YPOBHSA NPUJIONKEHUA.

Cnyba EtherSensor ICAP * orBeuaer 3a nonyyeHue tpadpuka no nportokosny ICAP ot nobbix ICAP-
KMEHTOB M AaNbHENLYIO Nepeaady noaydyeHHbIXx 06beKToB B cnykby EtherSensor Analyser %

49 o v
Cnyxba EtherSensor LotusTXN — oTBeyaet 3a usBnedeHue coobuieHunit ns ¢damnos Lotus Notes
Transaction Log, ncnonb3yeTca TONbKO B C/ly4ae OTCYTCTBUA A0CTYNa K HelwndpoBaHHOMY TpaduKy
Lotus Notes.

Pe3ynbTaToM paboTbl 3TUX CNYKO ABNAIOTCA PEKOHCTPYMPOBAHHbIE O6BEKTLI, NepefaHHble B CAYKOy
aHanu3a pesynbtaToB EtherSensor Analyser

[lnsa 3anycka M OCTaHOBKM CNY»K6 MOXKHO MCNOAb30BaThb KAk WTATHYO ocHAcTKy Cayx6bl OC
Windows, Tak u KoHconb ynpasneHus EtherSensor (ytnanta sensor_console.exe) ns gupexropmu
ycTtaHoBKK EtherSensor:
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

MpOHIE0AHTENEHOCTE ;i} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

-, Cyorbiel Cencopa -~ ]
-5 VICTOUHAIKM AEHHBIX 3 c“Y-’Kﬁbl CEHCODEI
: PCAP-thalinei B /’"‘\' | ¥npaenewe cnysbamm ceHcopa, OctanoerTe cnyxOy Sensor Watcher, ecnu Bam Hy#HO OCTaHOBWTE BoE
; L0 L cnyxbBbl
i) ObpaboTra Tpadwka gl e
: ||
% Lua-napcepsl -
B Lua-cxpune CryGel JeficTena
g8 E_a””‘:b Tpaguka Cnymba Coctosny,  CryxGa
[ Lua-aepunl #0 Sensor EtherCaP PafioTaeT Crapt
S P OMAETPEI NEKETOE =
L Sensor ICAP FafioTaeT oc
BE‘ Cerestie ananmeps Sensor PCAP PaboTaeT Ten
CfpaboTka Tpaduka
% Lua-napcepkl .% Sensor Identity PaboTasT 00 May=a
g Lua-acpunTe J_}_:ZSensor LotusT¥N Paforzet| [ Mepesanyck
= = 3ancs TpatduKa 15}, Sensor Analyser PaboTaet| — o
E & LuacxpunTe ElrE] Sensar Transfer Faboraer| = -THIHOUWTD
AT OunbTpEI MakeTos % Sensor RAPT PafioTaeT BrnwouuTs
----- L/ 1CAP-cepeep = Sensor Watcher PaboTaeT
I Lotus Motes Transaction Log @ Sensor Updater PaboTasT
i, MICTOYHMKM METAAEHHBIX
----- 2 KOHTPOnnEps! AoMEHOE
----- fd DNS-cepeepol
----- &4 DMNSBL-cepeepbl < >
B Norn ayTermiducain Sensor Watcher
=
e AresTel Sensor Cny#ba mypHanuposaHia Sensor, OcTadosuTe Sensor Watcher, ecnv 8aM HyHO
=5 AHEMM3 ASHHBIX OCTEHOBMTE BCE CRyHDRI,
¥ MNpenBapUTEnbHAR SUNETRALMA
; ﬂ NeTeKTHpoBaH1e cobbIm1iA
% 3apeplatollan dMnETPauHa v

Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.4. 3anycK U OCTaHOBKA CNY*K6-UCTOYHMKOB AaHHbIX.

Mexay cnyxboin noacuctemol normposaHuna EtherSensor Watcher n apyrummn cny>k6amu
EtherSensor yctaHoBAeHbl 3aBUCMMOCTU. [TOCKONBbKY HU O0AHO cobbiTve paboTbl EtherSensor He
OOMKHO OCTaTbCA HE3aMeYeHHbIM MNOACUCTEMON NOTMPOBaHMA, HX ogHa cayxba EtherSensor He
MOKeT ObITb 3anyLeHa A0 3anycKka cay»Kbbl normposaHua EtherSensor Watcher.

N HaobopoT: 4Tobbl 0cTaHOBUTL BCe cnybbl EtherSensor, focTaTo4HO OCTaHOBUTL TONBKO CAYKOY
nornposaHua EtherSensor Watcher.

3.1. Cayx6a EtherSensor PCAP

Cnyxba EtherSensor PCAP otBeuaeT 3a 06paboTky Tpaduka ns PCAP-dpainos B popmaTtax
tcpdump/libpcap/pcapng.

EtherSensor PCAP n3BneKkaeTt u3 obpabaTtbiBaeMblx painnoB 06beKTbl YpOBHA NpuaoxkeHus (L7
cornacHo moaesnu OSl), n nepenaét 3T ob6beKTbl ANa AanbHelwen 06paboTkn B cnyxkby

86
EtherSensor Analyser
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OSl, yto 1 cnyxb6a EtherSensor EtherCAP.

Obuian cxema pabotbl cny»kbbl EtherSensor PCAP:

EtherSensor PCAP

BbiABAEHMWE
NOMMUYECKHX CYLLHOCTER
NPoOTOKCACE TRAHCNORTHOMS
YPOBHA

EtherSensor PCAP moxeT 06pabaTbiBaTb BCE Te e CamMble NPOTOKO/bl TPETbEro YPOBHA MOAENN

B3anmopeiicteme EtherSensor PCAP co cny»k6oi EtherSensor Analyser (a 4epe3 Heé n co cny»boi
EtherSensor Transfer) nponcxoanT TOYHO TaK e, Kak u B cny*be EtherSensor EtherCAP.

EtherSensor Analyser

HTTP1 | | HTTP2

>

MpoMeRyTOUHbIE
pE3YNbTAThI:

AHanws obbeKTos,

— " »| BbIABNEHKWE W PUARTPALMA
SMTP POP3 OB berThI = N
Pniine L~ | s co0DWeHHIA
BCA o | METaOAHHBIE
B OMpEHTOPHAX IMAP Ica i
PCAP-npodunei

SKYPE IRC
_FTP
MRAA LOTUS |

Puc.5. Cxema pabotbi cnyx6bi EtherSensor PCAP

BapuaHTbl opraHmnsaymmn pabotbl EtherSensor PCAP:

EtherSensor EtherCAP

Hamoomy NpocnylumMe SeMmomy
CETEBOMY BOAMTERY MOMET BrITE
HE3HaueH CBOH GWUNbTP NEKETOB M CBON
Hab op obpabaTbiE 28 MbIX NPOTOKOADE

MpocaywMEaeMbI A
CETEBOM afanrep

MpocaywMEaeMbI A
CETEBOM afanrep

L _ duAbTR

? | HTTPL | | HTTP2
ALTR | SMTP POP3
MakeToB

?| FI'P||LDTI.IS|

XMPP || IRC |
NakeTos

Puc.6. BapnaHTbl opraHusauum paboTbl cnyK6bl EtherSensor PCAP.
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Cny»xba EtherSensor PCAP no3sonsaeT o4HOBPEMEHHO OTC/IEXKMBATb HECKO/IbKO IOKaNbHbIX
ANpeKTopuin ana obpaboTkn nomeléHHbIXx B HUX PCAP-dalinos. TakKe oHa No3BOAET Ha3HavaTb
ONA KAXKA0M OTCNeKMBAEMOWN ANPEKTOPUM NAKETHbIN GUALTP U CceTeBble NPOTOKO/bI, KOTopble
HeobxoAMMO aHaNN3NpPOBaTb.

MapameTpbl KOMAHAHOW CTPOKM

Cnyxxb6a Windows EtherSensor PCAP B xoge nHctannaumn EtherSensor yctaHasaneaetca ¢
aBToOMaTU4eCcKnm 3anyckom. OaHako, Npy HeobXOAMMOCTN NPOLECC SENSOr_pcap.exe MOXHO
3anycTUTb Kak npuaoxeHune Windows co cnegyrowmmm napameTpaMm KOMaHAHON CTPOKK:

/process

3anycTuTb Npouecc sensor_pcap.exe Kak 06bi4HbIM Windows Win32-npouecc (BO3MOXKHO
NCNonb3oBaHMe ANA OTNAAKN).

/service

3anyctnTb Kak cnyxoby Windows.

[config

CoxpaHUTb KOHPUTYpPaLUMIO CAYKObI MO YMONYAHMUIO.

3.1.1. Hactpoiika EtherSensor PCAP

Cnyxba EtherSensor PCAP paboTtaeT co cneumanbHbiM BUPTYabHbIM YCTPOICTBOM,
npegHasHadYeHHbIM ans 06 paboTkM TpadmKa, NpeaBapuTeibHO coxpaHeHHoro B PCAP-dalinax.

Hactpoiiku EtherSensor PCAP HeMHOro oTAn4arTCA OT HacTpoeK cnyKbbl EtherSensor EtherCAP 29/,
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“;_4 HacTpoika - Microolap EtherSensor PCAP Edition — | >
HacTpoiika  NpowsBoaWTeEneHOCTE  AwarHocTuka — OBHOBREHMA ?
= ObP @ 8|k
MpOMSE0ATENLHOCTE {3 Hacrpoiika | ([ [warsocvks | 5L Ofkosnenns
-y, Cnykbiel CeHcopa -~ w
- 8 VICTOHHMKI AEHHBIX T PCAE'CIDEII-’IJ'IH )
5.] PCAP-thaiinsi -‘l\__)’:; HacTpoiika obpaboTri PCAP-bainoe.
‘o] OBbpaboTka Tpadwika %
% Lua-napcepsl " -
LUa-CKPMATEI Cnncok npodunei CeoiicTea npodunn
; Sanucs Tpadka capdrop_1 [PCAF] + 1.HasBaHwe u cTaTyc
TE‘ { GMnLTPE! NaKETos HazeaHne npodwns capdrop_1
[+ CeTeBble ananTepkl
_____ @ 1CAP—cenme AKTHBEEH na
= PEep . KOMMEHT aPMIA PCAP
..... I Lotus Notes Transaction Log v 2. Hacrpoiin
(=& MCTOUHMKN METaEHHER
_____ l% KoHTponneps! AoMeHos MyTe C:\Program Files\Microolap Ethe
_____ &4 DNS-cepaeph) w TaKeTHLIA gunsTp default : He wnonbsyeTca
..... 4 DNSBL-cepsepl MpuMeHUTE Het
[-E= Noru ayTerTidiralsm WA dmneTpa [default]
----- £~ AreHTHI Sensor
[=-11E), AHanMs AEHHBIK
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Puc.7. Hactpoiiku cnyx6bl EtherSensor PCAP.

Ons o6paboTtkn PCAP-daiinoB ckonunpyite nx B gupektoputo PCAP-npodumnn, n 3atem paspewnte
06paboTtky PCAP-painnos B kKatanore, ykazaHHOM B [lyme. [1nA 3TOro ycTaHOBUTE CTATyC AAHHOrO
PCAP-npodmns AkmueeH B coctosHue Ja.

PCAP-dannbl "npocnywmsatotca” B nopagke FIFO: dainn, nomelleHHbIn B AnpekTopuio PCAP-
npoduna nepebim (T.e., UMetoLWNIt 6onee paHHIO AaTy MOANDUKALMN C TOYKKN 3peHuna daliaoBoM

cuctemsl), 6yaeT "npocaywan" nepsbimM, NOMELLEHHbIN TyAa BTOpbIM 6yaeT "npocaywaH" BTOpbIM U
T.4.

Ecan dnar npoduna cnyxkbbl AkKmueeH Haxoaunaca B coctosHuun Ja, ampektopua PCAP-npoduna

6blna nycta, u B Heé 6bin nomeleH PCAP-dpalin, To 3ToT pan HemeaNeHHO HayHeT
"npocnywunsatbea’.

Ecan dnar npodunsa cnyxbbl AKmueeH Haxoauaca B coctosHun Hem, B aupektopmuun PCAP-npodumns

nmenncb PCAP-dainbl, To "npocaywmneanmne"” pannos HauyHeTcA HemMegNeHHO Noc/e nepeBosa
AaHHoro npoduns cnyxobbl B aKTUBHOE COCTOAHMUE.
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Bce obpabotaHHble Takum obpasom PCAP-daiinbl nomellaroTca B noganpektoputo \processed
anpektopum PCAP-npodumna 6e3 Kaknx-nMbo nameHeHU. 3To NO3BOASAET NpU OoTAaaKe GUNbTPoB
N AEeTEKTOPOB NOBTOPATb npouecc aHanmsa PCAP-dalifioB CKOMbKO YroAHO pa3, UCMNO/b3ysA KHOMKY
O6pabomame 3aHO60.

Ob6beKTbl, U3BAeUYEHHbIe cny*kboi EtherSensor PCAP 13 PCAP-dainnos, ganee obpabatbiBatotca
06bIYHbIM 06pa3om: aHanM3upytoTca cayboi EtherSensor Analyser, KoTopasa Ux nepedaér B cnyxby
EtherSensor Transfer gna fOCTaBKM pe3ynbTaToB aHa/M3a CMCTEMAM -NoTpebuTenam.

CoBeT: ec/i Bam HYXXHO NPOCTO NPOBEPUTb UM OTNALAUTL AEeTeKTopbl UK GUNbTPbl, Haubonee
YAO6HbIM TUMOM CUCTEMBI-NOTPEOUTENA ABAAETCA NIoKaNbHas dainosasa cuctema (npoduab
foctasku FILEDROP).

KoHdurypauma cnyxboel EtherSensor PCAP cogepxutca 8 XML-¢paline pcap.xml, pacnonokeHHom B
obuwel anpektopumn KoHdurypaumnii Microolap EtherSensor [INSTALLDIR]\config.

3.1.2. ®aitn KoHdurypauum EtherSensor PCAP

KoHdurypauma cnyxbbl EtherSensor PCAP coaepxutca B XML-daline pcap.xml, pacnonokeHHom B
obwelt anpektopumn KoHdurypaunii Microolap EtherSensor [INSTALLDIR]\config.

Mpumep danna KoHpurypauymum pcap.xmil:

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



UCTOYHUKMN AaHHbIX U MeTa4dHHbIX

<?xml version="1.0"
<PcapConfig version="1.0">
<PcapAdapters>

<Comment>PCAP</Comment>

<Filter name="default">
<RuleGroup enabled="true"
<Rule type="accept"
</RuleGroup>
</Filter>
<Filter name="internet">
<RuleGroup enabled="true"
<Rule
type="reject"
src="192.168.0.1"
srcport="any"
dst="any"
dstport="any"

proto="tcp" />
<Rule
type="reject"
src="*"

srcport="any"
dst="192.168.0.
dstport="any"
proto="tcp" />
<Rule
type="accept"
src="any"
srcport="any"
dst="any"
dstport="any"
proto="tcp" />
</RuleGroup>
</Filter>

</Filters>
</PcapConfig>

Ter PcapConfig

src="any"

encoding="utf-8"72>

<Filter enabled="false" name="default" />
<Protocol enabled="true" name="ftp" />
<Protocol enabled="true" name="http" />
<Protocol enabled="true" name="http2" />
<Protocol enabled="true" name="icap" />
<Protocol enabled="true" name="imap4" />
<Protocol enabled="true" name="irc" />
<Protocol enabled="true" name="lotus" />
<Protocol enabled="true" name="pop3" />
<Protocol enabled="true" name="skype" />
<Protocol enabled="true" name="smb" />
<Protocol enabled="true" name="smtp" />
<Protocol enabled="true" name="socks" />
<Protocol enabled="true" name="websocket"
<Protocol enabled="true" name="xmpp" />
</PcapAdapter>

</PcapAdapters>

<Filters>

name="">

name="">

srcport="any"

<CapDrop>[ [INSTALLDIR]]\data\capdrop</CapDrop>

/>

dst="any" dstport="any" proto="tcp"

KopHeBolt Ter koHdurypaumm EtherSensor PCAP. ATpnbyt "version" cogepXuT Bepcuto

KoHUrypaumn. B Microolap EtherSensor Bepcuu 6.X oHa Bcerga gomkHa 6biTb pasHa 1.0.

24

/>

<PcapAdapter enabled="true" id="capdrop 1" description="PCAP files processing adapter">

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc




25 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

Ter PcapAdapters

OnpeaenseTt HaCTPOMKKN OTCNEXKMBaeMblX KaTanoros ¢ PCAP-paiinamu.

Ter PcapAdapter

Ter PcapAdapter sBnaetcs B/ioxKeHHbIM B Ter PcapAdapters n cogep*Kut HacTpoiikm PCAP-
nHtepdenca. Atpubyt "enabled" cogepxunT cTaTyc aktusHoctn PCAP-nHTepdelica: ecam oH
BbicTaBneH B false, To PCAP-uHtepdelic He byaeT ucnonbsosatbea. AtTpubyT "id" ncnonbsyetca
ANA yKazaHua numeHn PCAP-uHTepderica. IToT aTpubyT He AOMKEH U3MEHATLCA, U
npegHasHayeH ToNbKo AnAa YteHua. ATpubyt "description” cogepuT Bawe onmcaHne PCAP-
nHtepdenca.

Ter Comment

Ter Comment ABnAeTcA BNOXKEHHbIM B Ter PcapAdapter u coaepXmT Ball KOMMEHTapUM K
HacTpoiKe npoduns PCAP-uHTepdeiica.

Ter CapDrop

Ter CapDrop sBnaeTca BNOXeHHbIM B Ter PcapAdapter n cogepXmT abCcontoTHbIN NyTb K
oTcsexxmsaemomy Katanory ¢ PCAP-dbannamu.

Ter Filter

Ter Filter apnaetcs BioxKeHHbIM B Ter PcapAdapter n cogepuT onMcaHune ncnosbayemoro |P-
dunbTpa ana gaHHoro PCAP-uHTepdeinca. ATpmbyt "enabled "cogepxunT cTtaTyc ncnonb3oBaHmA
IP-dbunnbTpa: ecnmn oH yctaHosneH B false, To gna gaHHoro PCAP-uHtepdelica aToT puabTp
ncnonb3oBaTbca He byaer.

ATpnbyT "name" cogepnt uma npodpunsa IP-dmunbTpa. Npodunm IP-dpnnbTPOB yKa3biBatOTCA B
Tere Filters (cm. HUXKe).

Ter Protocol

Ter Protocol agnaetca BnoxeHHbIM B Ter PcapAdapter u cogeput uma MHTepHeT-NpoToKoNa.
ATpnbyT "enabled" coaepnT cTaTyc ncnonb3oBaHmMa UHTEpPHET-NPOTOKOA: €CAM 3TOT aTpnbyT
paseH "false", To ansa paHHoro PCAP-uHTepdeiica gaHHbI NPoTOKON ByaeT MrHOPUpPOBaTbCA.
ATpubyT "name" cogepnt nma npodpuna MHTepHeT-NpoToKoNa. ITOT aTPUbYT NCNob3yeTca
TONbKO AN YTEHUA U HE NOSNEKUT USMEHEHMUIO.

Mpumep HacTponkn PCAP-uHTepdeiica gns nepexsaTa coobweHmn kameHtos HTTP, HTTP2, SMTP,
WEBSOCKET:
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<PcapAdapter enabled="true" id="capdrop 1" description="PCAP files processing adapter">
<Comment>PCAP</Comment>
<CapDrop>[ [INSTALLDIR]]\data\capdrop</CapDrop>
<Filter enabled="false" name="default" />
<Protocol enabled="false" name="ftp" />
<Protocol enabled="true" name="http" />
<Protocol enabled="true" name="http2" />
<Protocol enabled="false" name="icap" />
<Protocol enabled="false" name="imap4" />
<Protocol enabled="false" name="irc" />
<Protocol enabled="false" name="lotus" />
<Protocol enabled="false" name="pop3" />
<Protocol enabled="false" name="skype" />
<Protocol enabled="false" name="smb" />
<Protocol enabled="true" name="smtp" />
<Protocol enabled="false" name="socks" />
<Protocol enabled="true" name="websocket" />
<Protocol enabled="false" name="xmpp" />
</PcapAdapter>

Ter Filter

Ter Filter asnaetca BnoxeHHbIM B Ter Filters n coaepKnT onncaHmne Hactpoek IP-dpunbTpa.
ATpubyT "name" cogepnt nma npodpunsa IP-dmunbTpa. 3HaueHUe sToro atpubyrta moxKet HbiTb
MCMNONb30BaHO B KayecTse 3HavyeHuA atpubyTta "PcapAdapter/Filter/name" ana ykasaHua IP-
dunbtpa PCAP-uHTEpdENCY.

Ter RuleGroup

Ter RuleGroup aBnaetca BAOKeHHbIM B Ter Filter n cnyXut ana rpynnnposkun npasun
bGUNbTPaLUM, OTHOCALLMXCA K KOHKPETHOM pellaemol 3agave GuabTpauum Tpaduka.

ATpnbyT "Nname" coaepKuUT Balle onMcaHue rpynnbl Npasna GuabTpayumm. 3Ha4YeHMe 3TOro
aTpMbyTa MOXKET ObITb NMYCTbIM.

Ter Rule

Ter Rule anaetca BnoxeHHbIM B Ter RuleGroup 1 coaepKuT Balle onucaHue npasmaa
dunbtpaunm PCAP-TpadmKa.

ATpnbyT "type" cogepKunT TMN NpaBuaa: ecn OH paBeH accept, To ceTeBble NaKeTbl, NoaxoasaLme
noA AaHHOe NpaBuno, byayT NPUHATLI ANA AanbHelweln 06paboTkn. MHave, ecnm oH paBeH
reject, To ceTeBble NaKeTbl, NOAXOAALWME NOA AAHHOE NPaBU0, BYAYT OTKIOHEHDI.

ATpnbyTbl "src" u "dst" copeprkaT IP agpec, ananasoH IP agpecos, MK XKe napameTpbl ceTn Ana
dunbTpauunm IP agpecos, NOAXOAALWMX NOA YKa3aHHOE 3HaYeH M e.
Mpumep:

OTKNOHUTb NaKeTbl, Npoxoasawme mexay komnbtotepamm 10.1.5.10, 10.1.5.15-10.1.5.59 u ceTbto
10.1.6.0/255.255.255.0:
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<Rule
type="reject"

proto="tcp" />
<Rule

type="reject"

proto="tcp" />

8e="10,1,5.10, 10.1.5,15=10
dst="10.1.6.0/255.255.255.0"

src="10.1.6.0/255.255.255.0"
eeEe="10,1,5,10, L10.1:5,15=1C

ol o3, 5YW

ol 8o 5YW

B atpmnbyTax "srcport" u "dstport” ykaxkute Heobxoaumsbie ana ¢punbTpaumum TCP-nopTbl nam

AnanasoHbl TCP-nopToB..

Mpumep:

OTKNOHUTbL NaKeTbl, Npoxoadalme mexay kKomnostotepamn 10.1.5.10, 10.1.5.15-10.1.5.59 u ceTbto
10.1.6.0/255.255.255.0 Ha nopTtax 80, 443-1024:

<Rule
type="reject"

srcport="80, 443-1024"
proto="tcp" />
<Rule

type="reject"

dstport="80, 443-1024"
proto="tcp" />

8e="10,1,5.10, 10.1.5,15=10

dst="10.1.6.0/255.255.255.0"

src="10.1.6.0/255.255.255.0"
dst="10.1.5.10, 10.1.5.15-10

ol o3, 5YW

ol o3, 5YW

MpaBuna NPUMEHAIOTCA IMHENHO CBepXy BHU3. BepxHAA CTPOKa — 3TO nepBas UHCTPYKUMA duabTpa,
HUXKHAA — nocneaHnn. Kaxkaasa CTPOKa OTKAOHAET UM NPUHUMAET TO/IbKO TOT TN MAaKeToB, KOTOPbI

OHa onuncbliBaeT.

Mpumep:

OTKIOHWUTb NaKeTbl COEAMHEHUA MEXAY ABYMS XOCTaMWU AW TPYNMnoi XocToB. MNpn 3TOM AONKHbI
6bITb OTKNIOHEHbI NaKeTbl, NepefaBaemble B 06e CTOPOHbI COeaUHEHUA:

<Rule
type="reject"
src="10.31.5.212"
dst="10.31.5.57"
dstport="1025"
proto="tcp" />

<Rule
type="reject"
src="10.31.5.57"
srcport="1025"
dst="10.31.5.212"
proto="tcp" />

Takke He06X0aMMO NOMHUTL, YTO €CIN HET NPaBua GuabTpaumm, To ByaeT NPUHAT BeCb TPaduK. U
HaobopoT, ecnm ecTb Npasuna punbtpaumm, To obpabaTbiBaeTca TONbKO TPAaPUK, YA0BNETBOPAOLLNIMA

npasmaam unbTpaymm.
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Mpumep:
Mony4nTb TPapMK BCEX COEAUHEHUN C eANHCTBEHHbIM XocTom 10.31.5.57:

<Rule
type="accept"
src="10.31.5.57"
srcport="*"
dst="*"
dstport="*"
proto="tcp" />

<Rule
type="accept"
src="*x"
srcport="*"
dst="10.31.5.57"
dstport="*"
proto="tcp" />

Mpumep:
OTceyub rpynny XocToB. A 3TOro He06Xo0AMMO CHadana oTceYb 3Ty rpynny, a NoTom o6A3aTesibHO
NPUHATL BCE OCTA/IbHbIE NAKETbl, UHAYE Mbl HUYETO HE NONYy4YUM BOO6LLI,e:

<Rule
type="reject"
src="10.31.5.212"
dst="10.31.5.57"
dstport="1025"
proto="tcp" />

<Rule
type="reject"
src="10.31.5.57"
srcport="1025"
dst="10.31.5.212"
proto="tcp" />

<Rule
type="accept"
src="*"
srcport="*"
dst="*"

dstport="*"
proto="tcp" />

Mpumep:
Mony4nTb TPapMK TONLKO ABYX ONpeAenEHHbIX XOCTOB, OCTa/ibHble UTHOPUPOBATb:

<Rule
type="accept"
src="10.31.5.212"
dst="10.31.5.57"
dstport="1025"
proto="tcp" />

<Rule
type="accept"
src="10.31.5.57"
srcport="1025"
dst="10.31.5.212"
proto="tcp" />
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3.1.3. NakeTHble punbTpbl EtherSensor PCAP

BHUMAHUE:

B Bepcun 6.1 nameHumnca ¢opmat nakeTHbIX GuUAbTPoB. ECnm Bbl Mcnonb3yeTe NakeTHble GUNLTPBI,
nx cneayet npeobpasoBaTtb B HOBbIM popmaT (tcpdump/libpcap) B pyduHom pexkume. Ctapble
duNbTpbI coxpaHeHbl B KaTanore \backup\DD.MM.YYYY\config.

MakeTHble dMAbTPbI Ana cny*K6bl EtherSensor PCAP abcontoTHO MAEHTUUYHbBI NAaKETHbIM GUNbTPAM
ans EtherSensor EtherCAP *"

Moatomy nocne otnaaku punbTpos Ha PCAP-dannax nx MoKHO CKONMpoBaTb U3

o o o 35
KOHpuUrypaumoHHoro ¢panna pcap.xml B KoHpurypaunmoHHbin dann ethcap.xml = cnyxobl
EtherSensor EtherCAP, 1 3aTem MCcnonb30BaTb B €€ AanbHelwel paborTe.

Ncnonb3yiTte B 3Tom npouecce EtherSensor PCAP Edition: 3T0 C3KOHOMUT BaM MHOrF0 BPEMEHU U
YCUNUA.

3.2. Cny:k6a EtherSensor EtherCAP

Cny»xba EtherSensor EtherCAP oTBeyaeT 3a NaccUBHbIM 3axBaT TpadMKa Ha CeTEBbIX aganTepax.

EtherSensor EtherCAP nssnekaet us obpabaTtbiBaemoro Tpadmka o6 beKTbl YPoBHS npunoxkenus (L7
cornacHo mogenn OSl), n 3aTem nepeAaéT 3T 06BEKTbI ANA AanbHelwen 06paboTkn B cayKby
EtherSensor Analyser.

EtherSensor EtherCAP moxeT obpabaTbiBaTb caeaytoLme NPOTOKO/bl TPETbEro ypoBHA mogenn OSI:

IP:

OO6bIYHbIN TpaduK

GRE:

TyHHennpoBaHHbIM TpadUK: Hanpumep, coeanHeHna HewmndpoBaHHOro npotokona Ethernet over
GRE uawn IP-over-IP

IPv6-over-IPv4:

MHKancynnpoBaHHbI NpoTokon IPv6. Kak npaBuao, BCTpeyaeTca B KPYMNHbIX CETAX U Ha
MarmcTpasibHbIX KaHanax.

Bo Bcex cnyyasax EtherSensor obpabaTbiBaeT B ocHoBHOM TCP- n UDP-noToku.
B Tekywen Bepcum EtherSensor (6.1) cnyx6a EtherSensor EtherCAP moeT pacnosHaBaTb U

obpabaTbiBaTb Cneaylolme Hanbonee 4acTo UCNOb3YEMbIE MHTEPHET NPOTOKO/bI Nepesaym
AAHHbIX YPOBHSA MPUNOMKEHUA:
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HTTPV1/HTTPv2:

Bce BMAabl 3anpocos, nepeaaya cooblieHni, nepeaaya Gannos.

SMTP:

Mepeaaya UCXOAALLMX MOYTOBbLIX COOBLLEHWNNA.

POP3:

Mepenaya BXOAALLMX NOYTOBbIX COOBLLEHWNNA.

IMAP4:

Mepenaya BXOAALLMX N UCXOAALLMX MOYTOBbIX COODLLLEHWIA.

ICQ:

Mepenaya BXOAALLMX N UCXOAALLMX MTHOBEHHbIX COOBLLEHWM, CNMCKOB KOHTAKTOB, $painnos.

DC:

Mepenaya MrHoBeHHbIX coobueHnit no npotokonam NMDC n ADC (DC++).

LOTUS:

MNepepaya NouToBbLIX COOOLWEHWNI, KaneHaapen, 3agay cuctemsl Lotus Notes.

MRA:

Mepenaya MrHOBEHHbIX COOBLEHMNI, CMMCKOB KOHTAKTOB M $pannos Npu NOMOLWM YTUIUTDI
Mail.Ru AreHT.

MSN:

Mepenaya MrHOBEHHbIX COOBLWEHMM, CMMCKOB KOHTAKTOB M $GaiaoB Npu NomoLLm yTuamTel MSN.

XMPP:

MNepepavya MrHOBEHHbIX COOOLWEHNN, CNUCKOB KOHTAaKTOB U ¢pannos npm nomolun XMPP-
knmeHToB (Google Talk u ap.)

IRC:

Mepenaya MrHoBeHHbIX COOOLWEHNI U paitoB.

SKYPE:

[eTekTMpoBaHmne paKTa UCNOMb30BAHMA KANEHTOB skype, M3BNeYeHMe COobLEeHUN.

SSL:

[eTekTMpoBaHune paKTa UCNOIb30BaHMA NpoToKona SSL.
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TORRENT:

JeTekTnpoBaHue d)aKTa Mcnonb3oBaHuA Torrent-KIMEHTOB.

FTP:

MNepepaya ¢aiinos.

YAHOO:

MNepenavya MrHoBeHHbIX coobLeHnI, ¢palinos.

ICAP:

MNepexBaT AaHHbIX, Nepegasaemblix No npotokony ICAP.

Microolap EtherSensor BkntouaeT B cebsa cnyxby EtherSensor ICAP: ato ICAP-cepsep,
npegHasHavyeHHbI ana pabotbl ¢ ICAP-kAneHTamum.

MaccuBHbIM nepexsaT npotokona ICAP — apyraa ¢yHKuma Microolap EtherSensor.

SOCKS:

MNepexBaT AaHHbIX, NepeaaBaemblix no npotokoay SOCKS.

WEBSOCKET:

MNepexBaT AaHHbIX, Nepegasaembix no npotokony WEBSOCKET.

Obuan cxema pabotbl cnybbl EtherSensor EtherCAP:

EtherSensor EtherCAP

BriAgeHue
NOMAYECHWUY CYLUHOCTE [

NPOTOHONOE TREHCNOPTHOMD [
VpoEHA EtherSensor Analyser
8 e [ | |
‘ HTTP1 | | HTTP2 lMpomeryTouHble AHanus ofbexTos,
E3yNbLTATbE
DR [ (o] P || e dunpaus
oBbekThl, coofuieHuiA
o o ‘ IMAP | Ica | MeTanaHHbIE
SKYPE IRC
| xmpp || FTP |

‘ MRA | L'DTUS|

Puc.8. Cxema pabotbi cny6bi EtherSensor EtherCAP

Cnyxba EtherSensor EtherCAP no3sonaeT BeCTU OAHOBPEMEHHDbIM NepexsBaT TpadumKa Co BCEX
[ocTynHbix Ethernet nHTepdencos, a TakKe OTCNEKMBATL JIOKAbHbIE ANpPEKTOpUK aasa 06paboTku
nomeweHHbIX B HUX PCAP-¢dannos.
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Pazmep HeobxoanmbIx anmnapaTHbIX PECYPCOB Ha KaXKAbl NPOCAYLWNBAEMbIA CETEBON MHTEpPdeliC
MOYHO PaccyYMTaTb NCXOAA M3 TOrO, YTO CpeaHee KOANYecTBO NamATK, Heobxogmmoe ana
06paboTkn ogHoro TCP coeamHeHuna coctasaaeT npubansmtensHo 40 K6anr:

MponyckHana cnocobHOCTb CETEBOTO UHTepdelica Pacxog onepatMBHOM NamsATU Ha K3l 06pabatbiBaeMblx NaKeToB
10000 Mbps 2000 MB

5000 Mbps 1000 MB

1000 Mbps 200 MB

100 Mbps 50 Mb

10 Mbps 10 MBb

Taknm obpasom, Ans ogHOBPEMEHHOro oTcaexusaHua 10000 TCP ceccuii yepes ceTeBon
nHTepdenc c nponyckHon cnocobHocTbto 1 Gbps cepsepy EtherSensor HeobxoanMmo MmeTb
cnepyrouiee KoNM4ecTso AOCTYNHOM GU3MYECKON NaMATU:

200 MB + 10000 * 40 Kb — okono 600 Mb

Cnyx6a EtherSensor EtherCAP no3sonset gns ontummnsaumm obpaboTtkn Tpadmka HasHavyaTb AN
Kayk4,0ro Npoc/yLIMBAEeMOro ceTeBoro nHTepdeinca nakeTHbIM GUALTP, a TaKKe CeTeBble NPOTOKObI,
KOTOpble HEOHXO0A4MMO OTC/IEKUBATD.

BapuaHTbl opraHmnsaymmn pabotbl cnyxkobl EtherSensor EtherCAP:

EtherSensor EtherCAP
? HTTP1 | HTTP2 |
Kamgomy npocnywneas Moy g
CETEBOMY afl,al'l‘l’&p‘,f MOHET BBITE i TuneTR SMTP | POP3 |
HE3HaueH CBOH GWUNbTP NEKETOB M CBON NakeToE

Hab op obpabaTbiE 28 MbIX NPOTOKOADE

ETHERNET " -
MpocaylumBeae MmN

CETEBOW afanrep

? FTP | LOTUS |
MpocaywmeaemMbIi o .
pocy le TUABTR

CETEBOW afanrep | naketos | XMPP | IRC |

Puc.9. BapuaHTbl opraHusaumm pabotbi cny»k6bi EtherSensor EtherCAP.
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MapameTpbl KOMAHAHO CTPOKM

Cnyxx6a Windows EtherSensor EtherCAP B xoae nHctannaumu EtherSensor yctaHaBanBaeTcs ¢
aBTOMaTUYeCcKMM 3anyckom. OaHakKo, Npyu HeobxoAMMOCTU npouecc sensor_ethercap.exe MoXKHO
3anycTUTb Kak npuaoxeHune Windows co cnegyrowmmm napametTpaMmm KOMaHAHON CTPOKK:

/process

3anyctTuTb npouecc sensor_ethercap.exe Kak 06bi4HbIi Windows Win32-npouecc (BO3MOXKHO
MCNonb30BaHMeE ANA OTNALKM).

/service

3anyctnTb Kak cay»kby Windows.
/config
CoxpaHUTb KOHOUTYpaLUmMio CAyXK6bl MO YMONYAHUIO.

3.2.1. Hactpo#Ka EtherSensor EtherCAP

Cnyxb6a EtherSensor EtherCAP no3sonseT npocaywmeaTtb annapaTHble ceTeBble MHTePdENCHI,
yCTaHOB/IEHHbIe Ha cepBepe EtherSensor.

HacTtpoitku annapaTtHbiX ceTeBbiX UHTepdeiicoB

NHpopmauma o HacTpoKax ceTeBbIX MHTEPPENCOB M NAaKETHbIX GUAbTPAX COAEPHKUTCA B dalne
ethcap.xml, Haxoasawemca B anpektopumn [INSTALLDIR]\config, KoTopblit MoXKeT 6bITb
OTPESAKTMPOBAH KaK B KOHCOMW yNpaBAeHUA, TaK U II0ObIM TEKCTOBbIM PeaaKTOPOM.

B KoHconu ynpaBneHus (baiin sensor_console.exe) HacTpolika cnyx6bi EtherSensor EtherCAP
nponcxoguT cnegyrowmm obpasom:
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA !
[
= 0P @ 8y

MpOHIE0AHTENEHOCTE i5F HacTpoika ﬁ AHarHoCTHES @ CEHOBNEHHA

sl Cnykbel Cetcopa -~
E| ® VICTOYHMKKM A@HHBIX [ CeTeBble afanTepbl
PCAP-thafins! w HacTpoiika 3axBaTa NaKeToB Ha CETEBLIX 3JanTepax.
-
\<D CbpaboTka Tpadwka
-2 Lua-napcepe: Cnncok npodunei CeoiicTea npodunn
{8 Lua-cxpinTe £4-85-08-26-0e-ad + 1.Hassanwe n cTaTyc
3 f&”t‘“’ Tpatiia 0 MAC-ampec 4-85-08-26-0z-ad
Lo 5;1”;?33(:::;:;3 CnKcaHmre ) Intel(R) Centrino(R) Advanced-N 6235
= KOMMEHTEPMIA
---- =9 1CAP-cepsep MNpocnywwmeaTs Het
e I Lotus Motes Transaction Log v 2. Hacrpoiikn
[El- %, MCTOUHUKN METAAaHHEIK
_____ .% KOHTpORNEPE! AOMEHOE WenonesosaTe RSS Het
,,,,, isd DNS-cepsepsl * [akeTHeIR dunsTp He wcnonesyeTca
..... “.L‘ DMSEL-cepsepsi MprMeHUTE Her
[j--@ Nark ayTeHTHdMKaLM WM duneTpa [1
----- :_- AreHTel Sensor
[E1-{1Z), AHAMME QaHHEN
¥ MNpenBapUTEnbHAR SUNETRALMA
[eTekTrposaHme cobemmit
[#- " 3aBepwarolLan dMNsTpaLmMa
=R ,.'sz:raslca pE3YNLTETOE MAC-anpec
£ ARCHIVING MAC-aapec ceTesoro aganTepa.

Beponm: [ £ Cease: [ © 9% Coucerw: ¥ 10

Puc.10. Hactpoiika cny6bi EtherSensor EtherCAP.

MAC-appec:

MAC-agpec ceTeBOro aganrepa, Kotopble Bbl HacTpanBaeTe. 3HayeHne MAC-aapeca byget
NPUCYTCTBOBaTb B COODOLIEHUSAX, OTNpaBaseMbix EtherSensor cucteme-norpebutento.

Mpocaywusatb:

BKkAoueHne/BblIKNOUYEHME NPOCAYLWIMBaHMA AaHHOro nHTepdelica cay»kboii EtherSensor
EtherCAP. Bo3MO»HO 04HOBpPEMEHHOE NPOCAYLWMBaHNE HECKONbKUX MHTepdelicos. Mo
ymonyaHuto cnyxkba EtherSensor EtherCAP npocnywmnBaeT Bce MHTeppencol, ANA KOTOPbIX He
CKoHUrypmpoBaH ceTeBol ctek OC.

Y106bl NpocnylwnBaTb MHTEPdENC, ANA KOTOPOro CKOHPUrypmposaH cetesoi ctek OC,
HeobXxoAMMO YyCTaHOBUTb Ana Hero dnar lMpocaywusame B Aa. YTobbl He NpoCyLWNBaTL Te
MHTepdENCHI, Ha KOTOPbIX He CKoOHUTrypnpoBaH ceteBon ctek OC, Heobxoaumo nx daarm
lpocaywuseame yctaHOBUTbL B Hem.

Ucnonb3oBaTtb RSS:

BknoyeHmne/BbIKNOUYEHME UCNOIb30BaHMA TexHonornu RSS . Receive Side Scaling (RSS) —
TEXHO/IOrNA, KOTOPAA PaBHOMEPHO pacnpeaenseT Harpy3Ky no obpaboTtke ceTeBbix NAKETOB
MeXKAy A4pamn NpoLeccopa, No3Boaasa oNnTMMM3NPOBATbL NPON3BOAUTENBHOCTD.
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MNaKeTHbIi dunbTp:

OTobparkaeTtca Ha3BaHWe GUNbTPA, aCCOLMMPOBAHHONO C AAHHbIM UHTEpPhENCoM 1 CTaTyC ero
ncnonb3oBaHua (Mcnoneszyemca/He ucnonvzyemcs). Bbl moXKeTe onpeaennTb 3apaHee CKo/b
YyrogHO MHOro GuNAbTPOB, HO NPUMEHATL OAHOBPEMEHHO Ha OAHOM U TOM Xe uHTepdence Bbl
MOXeTe TO/IbKO OA4MH U3 HUX.

Uma punbTpa:

Mone Bbibopa NakeTHOro GuUAbLTPA M3 YMCAa yKe Umetowmxca. PunbTpbl XpaHATCA B daiine
[INSTALLDIR]\config\ethcap.xml %),

MpumeHUTb:

BKkAoueHne/BbIKNHOUYEHME UCNOIb30BaHMA YKa3aHHOro GUAbTPa Ha AaHHOM CEeTeBOM
UHTepodelice.

MpoToKobI:

[Mo3BONAET B LENAX SKOHOMMM PECYPCOB OTKAOUYUTb HEUCMOb3yeMble GUAbTPbI NPOTOKONOB.
Hanpumep, ecnn HeT HeobxoanMMocTM B paboTe ¢ MTHOBEHHbIMM CO0DOLLEHNAMM, cneayeT
OTKMOYUTb GUAbLTPLI Ana npotokosos DC, ICQ, IRC, MRA, MSN, SKYPE n YAHOO.

dain koHpurypauum EtherSensor EtherCAP

KoHdurypauma cnyxbbl EtherSensor EtherCAP coaepxutca B XML-dainne ethcap.xml,
PacnonoKeHHOM B 0bLei gnpeKkTopnn KoHourypaumin Microolap EtherSensor [INSTALLDIR]\config.

3.2.2. ®aitn koHpurypauum EtherSensor EtherCAP

KoHourypauymsa cnybbl EtherSensor EtherCAP copepxutca B XML-panne ethcap.xml,
pacrnonoXXeHHOM B 06Llelt AnpeKkTopun KoHourypaumin Microolap EtherSensor [INSTALLDIR]\config
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<?xml version="1.0" encoding="utf-8"72>
<EtherCapConfig version="4.2"

flow count="16"

flow buff count="512"

flow buff size="524288">

<NetworkAdapters>

<NetworkAdapter enabled="true" rss="true" mac="00-1F-C6-2D-EA-40"

description="Marvell Yukon 88E8056 PCI-E Gigabit Ethernet Controller">
<Filter enabled="true" name="internet" />
<Protocol enabled="true" name="dc" />
<Protocol enabled="true" name="ftp" />
<Protocol enabled="true" name="http" />
<Protocol enabled="true" name="icq" />
<Protocol enabled="true" name="imap4" />
<Protocol enabled="true" name="irc" />
<Protocol enabled="true" name="lotus" />
<Protocol enabled="true" name="mra" />
<Protocol enabled="true" name="msn" />
<Protocol enabled="true" name="pop3" />
<Protocol enabled="true" name="skype" />
<Protocol enabled="true" name="smtp" />
<Protocol enabled="true" name="ssl" />
<Protocol enabled="true" name="xmpp" />
<Protocol enabled="true" name="yahoo" />

</NetworkAdapter>
</NetworkAdapters>
<Filters>

<Filter name="default">

<RuleGroup enabled="true" name="">

<Rule type="accept" src="any" srcport="any" dst="any" dstport="any" proto="tcp"
comment="Comment to the rule" />
</RuleGroup>
</Filter>

<Filter name="internet">
<RuleGroup enabled="true" name="">
<Rule type="reject" src="192.168.0.1" srcport="any" dst="any" dstport="any" proto="tcp"
comment="Comment to the rule" />
<Rule type="reject" src="*" srcport="any" dst="192.168.0.1" dstport="any" proto="tcp" />
<Rule type="accept" src="any" srcport="any" dst="any" dstport="any" proto="tcp" />
</RuleGroup>
</Filter>
</Filters>
</EtherCapConfig>

Ter EtherCapConfig

KopHeBoli Ter koHdurypaumm EtherSensor EtherCAP. ATpnbyT "version" coaepxuT Bepcuio
dannos KoHPUrypaumu.

ATpunbyt "flow_count" cogepKnT KOAMYECTBO NOTOKOB, OA4HOBPEMEHHO 06 pabaTbiBatOLWMX
TpaduK. Becb nepexBaTbiBaemblit TPAaPUK paBHOMEPHO pacnpesensieTca Mexay NOToKamMu
06paboTkn. PacnpegeneHne TpadurKa NponMcxoauT Ha YPoOBHE A4pa ONEPALLMOHHOM CUCTEMBI,
Tem cambiMm obecneumBaeTca napannennsm obpaboTkmM AaHHbIX.

Atpnoyt "flow_buff _count" coaepunT KonnyectTso 6yPpepoB AaHHbIX B NOTOKe 06paboTkn
TpaduKa.

3TOT NapameTp coBmecTHO ¢ aTpmubyTtom "flow_buff size" 3apaéTt ctatnuecknii o6bém namaTu,
Ncno/sib3yemol A1a O4HOro nNoToka obpaboTKu.
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Atpunbyt "flow_buff _size" copepxut pasmep 6ydepa gaHHbIX B NOTOKe 06paboTkM TpadmKa
(6ariTbl). ITOT NnapameTp coBmecTHO ¢ aTpmbytom "flow_buff_count" 3apaért ctatyeckunii 06bHEM
NaMATU, UCNONb3YEMON ANA OAHOro NOToKa 06paboTkn. O6bEM NamATM ANA O4HOrO NOTOKA
coctasnset "flow_buff _count" * "flow_buff_size" =512 * 524288 = 256 Mb.

YKa3aHHble Bblle aTpubyTbl MCNOb3YIOTCA ANA TOHKOM MHXKEeHEepPHOM HacTpolkn Microolap
EtherSensor n TpebytoT rnybokoro NOHMMaHMA GyHKLMOHNPOBAHNA NPoAyKTa. He
3KCNEPUMEHTUPYNTE C HUMU Ha pabouelt cucteme.

Ter NetworkAdapters

OnpezenseTt HaCTPOMKN NPOCAYLIMBAEMbIX CETEBbIX MHTepdelicoB.

Ter NetworkAdapter

Ter NetworkAdapter anaetca BnoxeHHbim B Ter NetworkAdapters 1 coaepXuUT HaCTPOMKM
KOHKpEeTHOro ceteBoro nHtepdeinca. Atpubyr "enabled" coaepunT cTaTyCc aKTMBHOCTM CETEBOrO
nHTepdenca, n ecam aTot aTpmbyT paseH "false", To Tpaduk, nocTynaroLwmii ¢ aToro nHTepdeiica,
6yaeT urHopmpoBaTbCA.

ATpnbyT "rss" (true/false) copepskuUT cTaTyc ncnonb3oBaHuA TexHonormmn Receive Side Scaling
(RSS). 3T0 TexHONOrMA, KOTOPAs PaBHOMEPHO pacnpeaenaeT HarpysKy no obpaboTke ceTeBbIxX
MaKeToB MeXAy AAPaMM NpoLeccopa, N03BoAAA ONTUMMU3NPOBATL MPOU3BOAUTENBHOCTD.

ATpnbyT "mac" cogepxumt MAC-agpec ceteBoro nHtepdeiica. 3ToT aTpubyT HEe A0KEH
NU3MEHATLCA, U NpeAHa3HayeH ToNbKo AnA YteHua. ATpmubyT "description” cogepuT onucaHue
ceTeBOro MHTepdelica 1 3anonHAETCA Ha YCMOTPeHMe aAMUHUCTPaTopa.

Ter Filter

Ter Filter apnaetca BnoxeHHbIM B Ter NetworkAdapter 1 yka3biBaeT Ha onncaHue
ncnonbsyemoro IP-dnnbTpa ana aaHHoro ceteBoro nHTepdelica. ATpnbyt "enabled" coaeput
CTaTyC Mcnonb3oBaHuA IP-pMnbTPa, N ecar AaHHbIA aTpmbyT paseH "false", To ansa gaHHoro
ceTeBOro nHTepdeiica He byaeT ncnonb3osatbca IP-punbTp B 06paboTke AaHHbIX. ATpUOYT
"name';scop,epmm uma npoounsa IP-dunbrpa. NMpodnnn IP-dnnbTPOB yKasbiBatoTCA B Tere
Filters

Ter Protocol

Ter Protocol asnaetca BnoxkeHHbIM B Ter NetworkAdapter n cogepuT onncaHne nHTepHeT-
NPOTOKONa, AaHHble KoToporo TpebyeTcs obpabaTtbiBaTh. ATpnbyYT "enabled" cogepxuT cTaTyC
06paboTKN MHTEPHET-NPOTOKONA, N eCAX AaHHbIA aTpmubyT paseH "false", To ana gaHHoro
ceTeBOro nHTepdeiica aToT MHTEPHET-NPOTOKON byaeT UrHopupoBaTbcs. ATpnbyT "name"
COAEPHKUT UMA MHTEPHET-NPOTOKONA. ITOT aTPUBYT UCMNONb3YETCA TO/IbKO ANA YTEHUA U He
NOANEXKUT U3SMEHEHMUIO.

Mpumep:

Hactpoliku ceteBoro nHtepdeinca ana nepexsarta coobueHuin knmenTtos DC, ICQ, IRC, MRA, MSN,
XMPP/Jabber, YAHOO:
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<NetworkAdapter enabled="true" mac="00-1F-C6-2D-EA-40"
description="Marvell Yukon Controller
88E8056 PCI-E Gigabit Ethernet">
<Filter enabled="true" name="default" />
<Protocol enabled="false" name="ftp" />
<Protocol enabled="false" name="http" />
<Protocol enabled="true" name="icq" />
<Protocol enabled="true" name="irc" />
<Protocol enabled="true" name="mra" />
<Protocol enabled="true" name="msn" />
<Protocol enabled="false" name="pop3" />
<Protocol enabled="false" name="skype" />
<Protocol enabled="false" name="smtp" />
<Protocol enabled="true" name="xmpp" />
</NetworkAdapter>

Ter Filters

OnpepgenaeT HacTpolku npopuneit IP-dbmnnbTpoB.

Ter Filter

Ter Filter asnaetcs BnoxeHHbIM B Ter Filters n coaepnt HacTpoeK IP-dunbTpa. ATpnbyTt "name"
cofepKuT nma npodunsa IP-dunbtpa. 3HaueHMe faHHOro aTpubyTa moKeT BbiTb MCNONL30BAHO B
KayecTBe 3HayeHus aTpubyTa "NetworkAdapter/Filter/name" ana ykasaHusa IP-dunbTpa ceteBomy
nHtepdency.

Ter RuleGroup

Ter RuleGroup aBnaetca BAOKeHHbIM B Ter Filter n cnyXut ana rpynnnposkun npasun
bGUAbTPaLMM, OTHOCALLMXCA K KOHKPETHOM pellaemolt 3agave GuabTpaumnm Tpaduka. ATpubyr
"name" cogepXuT UMa (Man onncaHue) rpynnol NpasBun GuabTpaumnmn. 3HaueHne AaHHOro
aTpnbyTa MOXKET OCTaBaTbCA NYCTbIM.

Ter Rule

Ter Rule agnaetca BnoxeHHbIM B Ter RuleGroup 1 coaepuT onMcaHune npasuna Gunbtpaymm
ceTeBoro Tpaduka. ATpnbyT "type" coaepuT TMN NpaBmaa, N ecau AaHHbIA aTpubyT paBeH
"accept", To ceTeBble NaKkeTbl, NoaxoAaLLMe Nog AaHHOe NpaBuao, byayT nponyLieHbl ans
JanbHellwen obpaboTkn, MHave, ecin OH paBeH "reject", ceTeBble NakeTbl, NOAXOAALME MO/,
AaHHOoe npaBunno 6yayT oTKNOHeHbI. ATpnubyTbl "src" n "dst" cogepat IP-agpec, ananasoH IP-
afpecoB UAM NapameTpbl ceTn ana ¢punbTpaunm IP-agpecos, NnoaxogALMX Nog yKasaHHoOe
3HayeHue. B aTpmbyTte "comment" Bbl MOXKeTe HaNMCaTb KOMMEHTAPUI K Npasuay GuabTpaumm
MaKeToB.

Mpumep:

OTKNOHUTb NaKeTbl, Npoxoasawme mexay komnbtotepamm 10.1.5.10, 10.1.5.15-10.1.5.59 u ceTbto
10.1.6.0/255.255.255.0:

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc



39 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

<Rule

type="reject"

src="10.1.5.10, 10.1.5.15-10.1.5.59"
dst="10.1.6.0/255.255.255.0"
proto="tcp"

comment="" />

<Rule type="reject"
src="10.1.6.0/255.255.255.0"
dst="10.1.5.10, 10.1.5.15-10.1.5.59"
proto="tcp" />

B atpmnbyTax "srcport" u "dstport” ykarkute Heobxoaumsbie ana ¢punbTpaumnm TCP noptsl Man
AnanasoHbl TCP nopTos.

Mpumep:

OTKNOHUTbL NaKeTbl, Npoxoadalme mexay kKomnostotepamn 10.1.5.10, 10.1.5.15-10.1.5.59 u ceTbto
10.1.6.0/255.255.255.0 Ha nopTtax 80, 443-1024:

<Rule
type="reject"
src="10.1.5.10, 10.1.5.15-10.1.5.59"
srcport="80, 443-1024"
dst="10.1.6.0/255.255.255.0"
proto="tcp" />

<Rule

type="reject"
src="10.1.6.0/255.255.255.0"
dst="10.1.5.10, 10.1.5.15-10.1.5.59"
dstport="80, 443-1024"

proto="tcp" />

MpaBuna NPUMEHAIOTCA IMHENHO CBepXy BHU3. BepxHAA CTPOKa — 3TO nepBas UHCTPYKUMA duabTpa,
HUXKHAA — nocneaHnn. Kaxkaasa CTPOKa OTKAOHAET UM NPUHUMAET TO/IbKO TOT TN MAaKeToB, KOTOPbI

OHa onuncbliBaeT.

Mpumep:
OTKAOHUTb NAaKeTbl COEANHEHUA MEXKAY ABYMA XOCTaMW UKW FPYNMnon XocToB. [pn aTom A0/MKHbI
ObITb OTK/IOHEHbI NakeTbl, NepegaBaemblie B obe CTOPOHbI coeaANHEHWNA:

<Rule
type="reject"
src="10.31.5.212"
dst="10.31.5.57"
dstport="1025"
proto="tcp" />

<Rule
type="reject"
src="10.31.5.57"
srcport="1025"
dst="10.31.5.212"
proto="tcp" />

Takke He0b6X0aMMO NOMHUTL, YTO E€CIN HE ONpeAeNeHO HU OA4HO NPaBUA0 GUAbTPALMUK, TO Mbl
nosy4yaem Becb TpaduK. M HaobopoT, ecam ecTb NpaBuaa ¢unbTpaymm, To obpabaTbiBaeTca TONbKO
TpaduK, ONUCAHHbIN STUMKU NPABUNAMMU.
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Mpumep:
MNonyuntb BCe coeaAuHEHUA ToNAbKo ¢ xoctom 10.31.5.57:

<Rule
type="accept"
src="10.31.5.57"
srcport="*"
dst="*"
dstport="*"
proto="tcp" />

<Rule
type="accept"
src="*x"
srcport="*"
dst="10.31.5.57"
dstport="*"
proto="tcp" />

Mpumep:

[na Toro, 4To6bI OTCEYb FPYNMY XOCTOB, HEOHXOAMMO CHaYa/la OTKNOHUTbL NaKeTbl 3TOM rpynnbl,
3aTem 06A3aTeIbHO NPONYCTUTL BCE OCTa/IbHble NaKeTbl, NHaye Becb TpadpuK byaeT nponyckaTbCA
6e3 aHanusa:

<Rule
type="reject"
src="10.31.5.212"
dst="10.31.5.57"
dstport="1025"
proto="tcp" />

<Rule
type="reject"
src="10.31.5.57"
srcport="1025"
dst="10.31.5.212"
proto="tcp" />

<Rule
type="accept"
src="*"
srcport="*"
dst="*"
dstport="*"
proto="tcp" />

TakMum 06pa3som MOXKHO OTCEKaTb TPadUK C HYXKHOW CTOPOHbI MPOKCK-CepBepa.

Mpumep:

Ecnamn onmcaTb npaBuna, nponyckatouwme TpadpuK ToNbKO ANA onpeaeNéHHbIX XOCTOB, U 3aNpeTUTb
ocTasibHOW Tpaduk, byaet obpabaTtbiBaTbCA TPAPUK TONbKO 3TUX XOCTOB:
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<Rule
type="accept"
src="10.31.5.212"
dst="10.31.5.57"
dstport="1025"
proto="tcp" />

<Rule type="accept"
src="10.31.5.57"
srcport="1025"
dst="10.31.5.212"
proto="tcp" />

3.2.3. MNakeTHble punbTpbl EtherSensor EtherCAP

BHUMAHMUE:

B Bepcum 6.1 nameHunca popmat nakeTHbIX PUNbTPOB. ECn Bbl MCNONb3yeTe NakeTHble GUALTPSI,
nx cnegyet npeobpasoBaTth B HOBbIM popmaT (tcpdump/libpcap) B pyduHom pexkume. Ctapble
dUNbTPbI coxpaHeHbl B KaTanore \backup\DD.MM.YYYY\config.

[ns co3aaHma U pefaKTMPOBaHUA NAaKeTHbIX GUAbTPOB UCMOb3YNTE KOHCONb YNPaBAEHUSA, CEKLLUA
®dunbmpbi nakemoe:

'72__4 HacTpofka - Microolap EtherSensor PCAP Edition — O Y

®afin  HacTpoika MpowsBoawTenbHocTe  AwarHocTvka — OBHoBneHwAa 7

- Ob @ 24

MpoHEE0AHTENEHOCTE 4-:;}— Hacrpoika ﬁ AHarHocTHES @ QBHOENEHHA

-, Cmyxbisl CeHoopa - o
[ €31 MCTOUHMKM AaHHBIX WNbTPBI NaKeETOB
-5, PCAP-haine ; ¥npasneHue HUAETPaMK NaKeTOB: COSAEHWE, YAANEHWE, KNOHWPOBAHWE M MIMEHEHME, DMNLTPEI
: = C E MEKETOE WOIONBZYIOTCA ANA OTKAOHEHUA (MFHOPMPOBaHIA) TPadMKa, He NOANEXKAWErD ansHeRWeR
-l Ceresele ananTepel obpaboTke.
i) ObpaboTra Tpadwka - -
1% Lua-napcepsi CeoficTea ofvekToE dunbTpa JeiicTenA ¢ obwexkTamun dunsTpa
. Lua-cKpunThl [LEE] Mpasuno hUNETPaLMK NaKeTos HoBu#i oGbekt
188 3annce Tpadwka = B ora it 57 OunbTp .
i & Lua-ckpunTen :

oo rceroo) BBl pcceota [ Fpynna -

_rl ICAP-cepeep \/3 MPHHATE MaKETH!
----- 1.’ Lotus Motes Transaction Log
% VICTOYHUKKM METAASHHEIX Otinue
----- 2 KoHTponnepe! nomeros
----- "4 DNS-cepseps!

----- %4 DMNSBL-cepseptl [5 Konmposars
[]--@ Noru ayTeHTIduKaLM
----- f'_- AreHThl Sensor

AHEMMS AEHHEIX

Mpaewno

BripesaTe

[-] Konupoeats Teket

BcTaeuts
-%¥F MpensapuTensHaA dUNLTPALMA default x y
ﬂ [ETeKTUpOBaHWE coBBITIA au A3NHTE
% 33EEPWAWAR DHIETPALA Mpasuna BPF-punbTpa BCEraa BEINOAHAKTCA CBEPXY BHUS, MaKeTwl, He @ Cooil
BOVCTE
=-kg| focraska pesynoTatos Tpebyiowwe oBpalioTkK, OTKNOHAKTCA ANA ONTUMM3ALMK paboTel Sensor,

-1 ARCHIVING Hacrtpofika
-] oe P

%% SIEM
SANDBOX
STATS

e L

duneTp | default el

Bepoun: [ £ Cease: [ €) © ¥ coucenn: ¥ 1 3

Puc.11. Hactpoiiku nakeTHbIX GUAbTPOB.
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NaHenb OdeictBua c o6vekTamu punbrpa:

CospgaHue, KNOHUpPOBAaHKWE N yaaneHune d)VIl'IprOB N NX OO bEKTOB: npasuva v rpynn npaswun.

NaHenb CeolicTBa 06bEeKTOB PpUabTPa

PepakTMpoBaHue CBOMCTB camoro GuabTpa, rpynn 1 npasu.

MaHenb peaaKkTMPOBAHUA CBOMCTB 0ObEKTA BbI3bIBAETCSA ABOMHbIM LLENYKOM MbILIM MO
COOTBETCTBYHOLWEMY 0O BEKTY: PUALTPY, rpynne npaBua MU NPaBUAY:

CeoicTea puneTpa O *

PuneT  pynner XML
CBwwme

Mraa duneTpa
Mew Packet fitter

KomuposaTte duneTp B Bydep ofmeHa

Ommeria

Puc.12. NaHenb peaaKkTMpoBaHUA CBOUCTB punbTpa.

Uma punbTpa:

HasBaHue punbTpa (Ha ycMOTpeHne agMUHUCTPATopa).

BKnapgKa rpynn npasun ¢punbrpaymm:

BPF-nporpamma He orpaHM4MBaeTca Nno AJIMHEe U KOAMYECTBO NPaBua B GUNbTPE MOXKET BbiTb
BeCcbMa BenunKo. Ana yaobctea paboTbl C NpaBMAaMM UCNONb3YIATE BO3MOXHOCTb 06beaANHEHUA
MX B rpynnbl ¢ UHPOPMATUBHLIMN HA3BAHUAMMU.
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CeolcTEO rpynnbl O x

Tpynna  Mpasuna XML
OBwme

mA rpynnel
|Accept all except of 10.0.0.0/24)

Brntoueqa

KomupoBate rpynny & Gygep ofMeHa

O

Puc.13. MaHenb peAaKTMPOBaHUA CBOMCTB rPpynnbl NpaBuA.

Uma rpynnbi:

MmaA rpynnbl NnpaBuma (Ha yCMOTpeHWEe aAMUHUCTPaTOpa).

Yekb60Kc BKaoueHa:

MNossonsaer OTKJTI-O‘-IaTb/I'IOAKﬂI-O‘-IaTb rpynny npasun.

Bknagka MNpasuna:

K peaakTMpoBaHMIO NPaBUA MOXKHO NOAYYUTb AOCTYN KaK C YpoBHA GUAbTPA, TaK U U3 BKNAAKM
"Mpasunna" cBOMCTB rpynnbl Npasu.
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CecicTea npasnna x
Heictene
Mma 3Ha4YEHHE

Tun npaewna MpUHATE

Anpec UCToOYHMKS arny

MopT WCTOYHMKE arny

Anpec nony4aTena any

MopT nonyyaTena any

MNpoToKon TCP

KoMMeEHTapMIA

Tun npaswna

Mpaeuna TUNA "ﬂpHHHTbr 03Ha4Y3eT NPHMEM NaKeTa B CNy4Yae COOTEETCTEMA NPaEMny, a
npasMno TMNa "OTKNOHWTE " 03HaYEET WrHOpMPOBEHME TaKoro NaxkeTa.

N T

Puc.14. NaHenb pegakTMpoBaHMA Nnpasunia.

MaHenb pefakTMPOBaHMA AENCTBUS U YCIOBUIM NPaBUAa BbI3bIBAETCA ABONHbIM LLLENYKOM MbILIW MO
Ha3BaHMIO NpaBua.

Tun npasuna:

OnpegeneHo asa Tvna npasun: "MpuHAaTte" 1 "OTKNOHUTL." MpaBuao TMna "MpuUHATL" 03HavaeT
npuvem nakeTa B C/ly4ae COOTBETCTBMA YC/I0BUAM MpaBuaa, a NpaBuao Tmna "OTKIOHUTL"
03HAYaEeT OTKNIOHEHME (MFTHOPUPOBAHME) TAKOro NakKeTa.

MpaBuaa ¢pMAbTPa NPUMEHAIOTCA BCErAa NocneaoBaTelbHO, NepecTaHOBKa NpaBua B GuabTpe
MOET B KOPHE M3MEHUTb pe3y/bTaT ero paboTbl.

Appec UCTOYHUKA:

Aapec uctouHuKa. Hanpumep: any nam 10.0.0.0/24 namn 10.0.0.0-10.0.0.255 nam cnmncok yepes
3anAaTyto Buaa 100.100.100.1-100.100.100.255, 192.168.0.0/8.

MopT UCTOYHMKA:

MopT UCTOYHMKA, Hanpumep: any namn 80 namn 80-8080 (c 80 no 8080), uam 80-8000, 9000-10000
(c 80 no 8000 m ¢ 9000 no 10000).

Appec nony4yatena:

Aapec nonyyatens. Hanpumep: any uam 10.0.0.0/24 nnam 10.0.0.0-10.0.0.255 nam cnmcok yepes
3anAaTyto Buaa 100.100.100.1-100.100.100.255, 192.168.0.0/8.
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MopTt nony4yarens:

MopT nony4yatens, Hanpumep: any nam 80 nnm 80-8080 (c 80 no 8080), MaM CNMCOK Yepes
3anaTyto 80-8000, 9000-10000 (c 80 no 8000 1 ¢ 9000 no 10000).

MpoToKon:
OaunH us TCP, UDP, GRE, IP6, nn6o any.

KommeHTapumii

Balw KOMMEHTapuii K JaHHOMY NpaBuay GUabTpaLmuu.

MoapobHee ¢ HacTpolikamu cay*6bl EtherSensor EtherCAP MmoXXHO 03HaKoMUTbCA B pa3aene PyyHasn
HacTpolKa (pann KoHbUrypaumm) %)

3.3. Cnhyx6a EtherSensor ICAP

Cnyxb6a EtherSensor ICAP asnaetca ICAP-cepsepom, npegHa3HAYeHHbIM ANA NONYYEHUA CETEBOrO
Tpadurka no npotokosny ICAP ot nobbix ICAP-knneHTOB B pexkume REQMOD.

MpoTokon ICAP (Internet Content Adaptation Protocol) npeaHasHayeH ana paboTbl TONbKO C
npotokonom HTTP n ncnonb3yeTtcsa gnsi KOHTEHTHOM GUNbTPALUK U onpeaeneHns BpeaoHOCHOro
coaepxumoro (Bupycol, spyware/malware).

B kauectBe knneHTa ICAP BbicTyNaeT cuctema, yepes Kotopyto nepeaaetca HTTP-Tpaduk. Takon
cMCTEMOM MOryT 6bITb pa3nnyHblie HTTP-npoken, nogaepxusatowme ICAP (Hanpumep, SQUID, Blue
Coat Proxy SG, Cisco IronPort S, Webwasher). Mocne nony4eHua AaHHbIX OT KIMEHTA HEKOTOPbIE
ICAP-cepBepbl BbINOAHAIOT MX 06paboTKy U, ecnm 3To HeobxoaMMo, TO U MOANDUKALMIO AAHHbIX.

3aTem AaHHble Bo3BpaLwatoTca kaneHTy ICAP, n OoH UX nepefaeT Aanblue cepBepy UAK KAUEHTY B
3aBMCMMOCTU OT TOrO, B KAKOM HanpaB/AeHUM OHU NepeaaBannCh.

Mockonbky ICAP-cepep Microolap EtherSensor ncnonosyet tpaduk, nonydaemoiii ot ICAP-KANMEHTOB,
TONbKO ANA aHanu3a, Tpaduk Bcerga BosBpaltaetcs ICAP-KAnMeHTy 6e3 U3MeHeHUN.

ApXUTEKTYpa cMCTeMbl NpU UCNoAb30BaHUK npoTokona ICAP:

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



MCTOYHUKM faHHDBIX U MEeTaLaHHbIX 46

— [ UHTepHer
I:l — ._,H1TP-npnucu cepeep
 — (ICAP knmenT)

*

MonesoBarenM

EtherSensor
ICAP cepeep

Puc.15. Cxema B3aumogpeincreun cny6bi EtherSensor ICAP u ICAP-KnueHTa.

Hekotopble kKnneHTbl ICAP ncnonb3yoT paclwinpeHna 3aro0BKOB, YTO NO3BOAAET UM NepeaaBaTb Ha
ICAP-cepBep MHbOpMaLUIO O NOAb30BaTee, KOTOPbIN aBTOPM30BA/ICA Ha NPOKCU-cepBepe. ITa
nHpopmaLmna yunTbliBaeTca Npu ganoHenwen obpabotke coobleHunin 8 EtherSensor.

MapameTpbl KOMaHOHOW CTPOKU

Cnyx6a Windows EtherSensor ICAP B xoge nHctannauum Microolap EtherSensor yctaHaBanBaeTca ¢
aBTOMaTMYeCKMM 3anyckom. OgHaKo, Npu HEOBXOAMMOCTU NPOLLECC SENSOr_icap.exe MOXKHO
3anycTUTb Kak npunoxeHune Windows co cnegyrowmmm napameTpamm KOMaHAHON CTPOKM:

/process

3anycTuTb Npouecc sensor_icap.exe Kak 0b6bl4HbIM Windows Win32-npouecc (BO3MOXKHO
MCNONb30BaHUe A5 OTNAAKM).

/service

3anyctnTb Kak cny»kby Windows.

/config

COXpaHUTb KOHOUIYpaLULO CAYKObI MO YMONYAHMIO.

3.3.1. Hactpoiika EtherSensor ICAP

Cnyxb6a EtherSensor ICAP asnaetca ICAP-cepsepom, npegHa3HavyeHHbIM ana pabotbl ¢ ICAP-
KIMEHTAMU, U UMEIOLLMM CBONCTBEHHbIE 3TOMY TUMY CEPBEPOB HACTPONKU:
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() HacTpoika - Microolap EtherSensor PCAP Edition — O *
Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA !
[ o]
4= Or@ 8y
MpoHzE0AHTENEHOCTE g'} HacTpokka ﬁ AKarHocTHES @ CEHOBNEHHA
-y, Cnykbiel CeHcopa -~
- €& NCTOUHMKA BaHHBIX ICAP'CEpBep
PCAP-thafins! t‘ HacTpoiika ICAP-cepeepa gna nonydenna Tpadmka ot ICAP-knanenTos.
'Ei CeTeBble aganTepsl -
i-gf] ObpaboTka Tpadmka - -
El _% Lua-napcepel CeTeBble HACTPORKK Hactpoiikn ICAP-npoTokona
o
(I {8 Lua-apune WMAEHTUBMKATOP MHTE icap-01 MpEAnpoCMOTP OTKAOHEHD
'E“n_.?"\I'IHCb TPaduKa Konnyecteo coeanner 4000 BeICTpBIA 0TBET Exnioueno
: -, @ Lua-cepunTel v Anpeca Cnncok aqpecos.. ICAP-pamn OTHAOYeHD
ST OMAETPEI NakeTos
N v Aapec 0.0.0.0 NorvposaHine OTKAKOYEHD
""" S [CAP cepoep 0.0.0.0 Pesm "Be o
_____ T Lotus Notes Transaction Log Anpec .0.0, MM "BCE Breraa xo OTKAYeHo .
=== W
555 McTouHMKN METAAEHHBIX MNopt 1344 PacwuuperHbie saronoe 3aronoskk XHeaders...
_____ .% KOHTpORNEPE! AOMEHOE WeononezosaTe Het ¥-Client-IP BrnioqeHo
,,,,, 4 DNS-cepsep CUHXPOHHENA | OTKAIOYEHD X-Server-IP BrniodeHo
..... tei DNSBL-cepsepsl KoMMEHT apuiA ¥-Client-Username Brmoveto
[j@ NorKn BWEHTMdJMKElLMM ¥-Subscriber-ID BrnioqeHo
..... & ArenTel Sensor X-Authenticated-U Brnioueno
=115}, AHanM3 AaHHLIX X-Authenticated-G Brniouero
¥ MNpenBapUTEnbHAR SUNETRALMA ¥-ForwardedFor BrmousHo
[eTekTrposaHme cobemmit
[+ % SEBEpWaroWLan dMNETpaLMa ~
G- P was & paum HoenTtwbukaTop nHTepdeiica NpegnpocuoTp
4! AocTaEka pesyneTaTos =
Mcnonb3yeTca B AanEHERWEM NPY aHaNW3e Tpaduka MpeanpocMoTp NepeaaEaEMBIX 3aNpocoB, PasmMep
i ARCHIVING ANA oNpeAensHlA XOCTa, © KoToporo Beink nonydeH... Gydepa npeanpocMoTpa.
Y]
n
Beponm: [ £ Cease: [ © 9% Coucerw: ¥ 10

Puc.16. Hactpoiiku cnyx6bi EtherSensor ICAP.

KonunuecTtso coeguHeHui:

MaKcrMmanbHoe KosimyecTso coeanHeHnii ICAP-cepsepa ¢ KiMeHTamu. MpumepHoe KoMYecTBo
notpebasemoit Ha O4HO coegMHEHWE onepaTUBHOW NaMATU cocTaBaaeT okono 8Kb.

Apapeca:

IP-agpeca/noptsl, npocnywmsaembie ICAP-cepsepom.

MpepnpocmoTp:

PaspeweHne/3anpeLeHne npeanpocmoTpa, pasmep bydepa.

BbicTpbIii OTBeET:

PaspelieHne/3anpelieHune 6bicTporo kopoTkoro oteeta Allow 204 (No modifications).

CUHXPOHHDIN peXkum:

Pa3pelweHune/3anpeLeHne NCnoib3oBaHUA CUHXPOHHOTO pexnuma pabotbl ICAP-cepsepa. B
CUHXPOHHOM pexknme ICAP-cepBep CHayasa NonyvyaeT BeCb 3anpoc LLEe/IMKOM, U TOJIbKO NOTOM
ero otnpasnset obpaTHo ICAP-KAMEHTY, AaKe ecn Takoin 3anpoc npeactaBaseT coboi
3HAYUTENbHbIM 06beM AaHHbIX, Hanpumep, ISO-06pa3 aMcKa u T.n. HeobxoammocTb
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CUHXPOHHOrO peXXnma MoxKeT bbITb cneactemem HactpoeK ICAP-knmeHTa (Hanpumep, Blue Coat,
IronPort 1 T.n.).

ICAP-pamn:

Hamn Bcex aaHHbIX obmeHa ICAP-knneHTa mn cepsepa. MpmeHAeTcA TONbKO ANA OTAALKM
B3aMMOAENCTBUA CO CTOPOHHMM NPOrpaMMHbIM obecnevyeHnem.

JlornposaHue:

NornposaHue ICAP-cepsepom HTTP-3anpocoB ana cnyx6bl EtherSensor Watcher.

Pexxum "Bcé Bcerga xopowo":

B stom perknume ICAP-cepBep npu obHapyeHnn ownboK B ICAP-NpOTOKOME CO CTOPOHbI KANEHTA
OTBEYaeT eMy He COOTBETCTBYHO MM KoaoM ownbku, a kogom Allow 204 (No modifications).

PacwupeHHble 3aronosku ICAP-npoToKona:

MNo3sBonAaeT yBegomMnATb ICAP-KNMEHTOB O TOM, YTO cepsep nogaepxnBaeT ykadaHHble
3aronoBKu.

MNogaeprkmBaemble MmeHa pacwmnmpeHHbix ICAP 3aroioBKOB:
X-Client-IP
X-Server-IP
X-Client-Username
X-Subscriber-ID
X-Authenticated-User

X-Authenticated-Groups.

[laHHble 3aronosku B npouecce 06pabotkmn ICAP-TpadmKa B cydae obHapyKeHUA CUTHATYpbI
COO0bLLEeHMA NPU OTNPaBKe COObLLEHMA cUCTeMe-NoTpebuTento npeobpasyroTca B cregyrolme
3aroNoBKM:

X-Sensor-Icap-Client-Username
X-Sensor-Icap-Subscriber-I1D
X-Sensor-lcap-Authenticated-User

X-Sensor-lcap-Authenticated-Groups

3HaueHua 3aronoskoB X-Client-IP n X-Server-IP coxpaHstoTca B 3aronoBkax X-Sensor-Src-Address,
X-Sensor-Dst-Address.
daiin koHpurypauum EtherSensor ICAP

KoHdurypauna cnyxboel EtherSensor ICAP cogepxuTtca B XML-dpanne icap.xml, pacnonoxeHHom B
obuweln anpektopumn KoHdurypaumnii Microolap EtherSensor [INSTALLDIR]\config.
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3.4. Cnhyx6a EtherSensor LotusTXN

Cnyxba EtherSensor LotusTXN npeaHa3HayeHa ans nssnedyeHus coobuweHnii Lotus Notes us
»KypHana TpaH3akumit (Lotus Notes Transaction Log).

EtherSensor LotusTXN n3BnekaeT coobueHnsa us pannos Lotus Notes Transaction Log, n 3atem
nepenaér sTn cooblieHns ana ganbHenwer obpaboTku B cayKby EtherSensor Analyser.

B Tekywen Bepcum Microolap EtherSensor (6.1) EtherSensor LotusTXN moxkeT oTciexunsaTb
O4HOBPEMEHHO Cpa3y HeCKoNbKo anpekTopuit Lotus Notes Transaction Log. 3To 4aéT BO3MOXKHOCTb
aAMMHUCTPATOPY C MOMOLLBIO 0AHON MHcTaanauum EtherSensor otcnexunsaTtb 0g4HOBPEMEHHO
HeckonbKo cuctem Lotus Notes, npu atom ampektopum Lotus Notes Transaction Log moryT 6b1Tb Kak
NOKaNbHbIMW, TaK U YAANEHHbBIMMU.

r

YTeHne JaHHbIX M3 CETEELIX KaTa I0roe

- —

EtherSensor

CeTesble HaranorM
Lotus Motes Transaction Log

Puc.17. Cxema pabotbl cnyx6bi EtherSensor LotusTXN.

Ncnonb3yiTe cnyxby EtherSensor LotusTXN Tonbko B cnyyae, ecam B cucteme Lotus Notes
npumeHAeTca WndpoBaHMe UAK ecn Bam Heobxoanmo otcnexkmeaTtb Lotus Notes Transaction
Log Ha yaanéHHbIX cepBepax.

N3BneveHune 13 TpadpuKka HewndpoBaHHbIX coobueHm Lotus Notes HapasHe ¢ SMTP, POP3 u
IMAP4 obecneunBaet cny»kba EtherSensor EtherCAP.

MapameTpbl KOMAHAHOW CTPOKMU

Cny»xx6a Windows EtherSensor LotusTXN B xoge nHctannauum Microolap EtherSensor
yCTaHaB/AMBAETCA C aBTOMATUYECKMM 3anyckom. OgHaKo, Npyu HeobxoaAnmmocTM npou,ecc
sensor_lotustxn.exe MOXKHO 3aNyCTUTb KaK npuaoxeHune Windows co cnegyrowmmm napameTpamum
KOMaHAHOW CTPOKW:

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



UCTOYHUKMN AaHHbIX U MeTa4dHHbIX

50

/process

3anyctuTb npouecc sensor_lotustxn.exe Kak 06bi4HbIN Windows Win32-npouecc (BO3MOXKHO

MCNONb30BaThb A4 OTNAAKM).

/service

3anyctnTb Kak cayxby Windows.

[config

COXpaHUTb KOHOUIYypaLUIO CAYKObI N0 YMONYAHMIO.

3.4.1. Hactpoiika EtherSensor LotusTXN

Cnyxba EtherSensor LotusTXN no3sonser BeCTU MOHUTOPUHT U PEKOHCTPYKLUIO COODbLLEHWNIA
cuctemsbl Lotus Notes metogom nssnedeHmns ux s Lotus Notes Transaction Log (KypHana
TpaH3akuumn Lotus Notes).

B cnyyae, ecnmn B cucteme Lotus Notes He npumeHAaeTca wWndpoBaHMe, 3a U3B/IEYEHNE
coobuieHui Lotus Notes n3 Tpadpuka HapasHe ¢ SMTP, POP3 1 IMAP4 otBevaeT cny»kba
EtherSensor EtherCAP.

[na Toro, 4to6bl HacTponTb cnyKby EtherSensor LotusTXN ana otcnexunBaHms coobueHui, e
HeobXxo4MMO YKa3aTb OTC/IeXKMBaEeMble ANPEKTOPUM KypHana TpaH3aKumi Lotus Notes.

NHbopmauma o HacTpolikax anpektopuii Lotus Notes Transaction Log cogepxkutca B dpaiine
lotustxn.xml, HaxogAawemcs B gupektopun [INSTALLDIR]\config, u oHa moxKeT 6bITb
OTPeAAKTMPOBAHA HENOCPEACTBEHHO B daiinie KOHGUIypaummn ntobbiM TEKCTOBBIM PeaKTOPOM.

B KoHconu ynpaBneHus (daiin sensor_console.exe) HacTpolika cnyx6bl EtherSensor LotusTXN
NpoucxXoamT cneayowmm obpasom:

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc




51 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA !
[
= 0P @ 8y

MpOHIE0AHTENEHOCTE i5F HacTpoika ﬁ AHarHoCTHES @ CEHOBNEHHA

-0 Cnymwbel CeHcopa -~ .
P KaTtanoru Lotus Notes Transaction Log

PCAP-aiins! 1 f Hactpoiika wseneqenns coobuieqnii us Lotus Notes Transaction Log.

|-} CeTeBsIE alanTeps

i--gf5] ObpaboTka Tpadwia - -
1%, Lua-napcepel Crnncok npodgunei CeoiicTea npoduaa
H i
d Lua-cepunTel logdir-1 + 1.HasBaHwe u cTaTyc
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Puc.18. Hactpoiiku cnyx6b1 EtherSensor LotusTXN.

NUpeHtTndukartop Kartanora:

NaeHTudumKaTop anpektopmm Lotus Notes Transaction Log. Mcnonb3ayetca ana naeHTMpmKaumm
MCTOYHMKA AaHHbIX B EtherSensor.

CTUab NOrMpoOBaHMUA TPAH3aAKLMIA:

CNyXUT ANA YKa3aHMA CTUAA NOTMPOBAHMUA TPAH3aKL MM, KOTOPbIN MCNOAb3yeT cuctema Lotus
Notes gna faHHON ANpPEKTOPUMN.

CrapTOoBanA TOUYKa U3BNeYEHUA cO0bLeHui:

CtapToBas To4YKa M3BievyeHuAa coobeHnn. CayxuTt gna Toro, 4tobbl yKasaTtb EtherSensor, c
Kakoro ¢aiina B gupektopmn Lotus Notes Transaction Log Heob6xoaAnMMo HauMHaTb NpoLecc
n3B/IeYEeHMNA CoobLLEHUN.

Uma nonb3oBaTtens:

OnpegensaeTt uma nonbzosatena Windows ana foctyna K AMPEKTOpPUM TPaH3aKUMn. 3HaYeHne
[AAHHOro napameTpa A0MKHO bbiTb YKazaHo B popmate UPN (user principal name). Mpumep:
administrator@example.com, rae administrator — ums nonb3oBaTtens, example.com — gomeH
nonb3oBaTena. Ecav gaHHbIA NapameTp He yKasaH, To ANA A0CTyna K arinam KypHana
TPaH3aKLUMM UCNOMb3YIOTCA NpaBa YY4ETHOW 3aMMCcK, NOA, KOTOPOR 3anylieHa cny»ba EtherSensor
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LotusTXN. CneayeT oTMeTUTb, YTO NpU ycTaHOBKe EtherSensor no ymonyaHuio Bce cny*Kbbl
3anycKatoTca ¢ npaBamu nonb3osatenda SYSTEM.

Maponb nonb3osatens:

OnpeaensaeTt naposb NoAb30BaTENA ANA AOCTYNA K ANPEKTOpUM TpaH3aKkumit Lotus Notes.

MNyTb:

MoNHbIA NYTb K AUPEKTOPUM C XKypHalamu TpaH3akumi Lotus Notes.

dain koHpurypauum EtherSensor LotusTXN

KoHdurypauma cnyxbbl EtherSensor LotusTXN ykasbiBaeTtcsa B XML-¢aiine lotustxn.xml,
pacnonoKeHHom B obuei anpektopnn KoHourypaumin [INSTALLDIR]\config.

3.5. Cny:k6a EtherSensor Identity

Cnyxba EtherSensor Identity oTBeyaeT 3a HakonneHne U 06paboTKy MeTaZaHHbIX, KOTopble
ncnosnb3yoTcs B Microolap EtherSensor ana peweHus 3agaum 6e€3areHTHOM NPUBSA3KM
nepexBayeHHOro obbeKkTa ceTeBoro TpaduKa K KOHKPETHOMY XOCTY UM NO/Nb30BaATENIO.

B Bepcumn 6.1 EtherSensor ldentity B3aMmoaeicTByeT co caeayowmMmm NCTOYMHUKAMN MeTaaaHHbIX:

55
KoHTpoanepbl AomeHOB

EtherSensor nogknoYaeTca K KOHTposiepam AoMeHOoB Kak WMI-KNMeHT n nony4yaeT AaHHble O
nonb3oBaTensAx CeTu, npoweawmnx ayTeHTMPUKaunto (AN nony4eHmnsa gaHHbIX OT KOHTpoAepa
AOMeEHOB HeobxoAMma y4eTHana 3anmncb C COOTBETCTBYIOLWMMM NpaBamu). Takum obpasom
EtherSensor moxKeT BUAETb aKTMBHbIX NONb30BaTeNeN KOpropaTMBHON ceTu, ux IP-agpeca m
Ha3BaHWA KOMNbIOTEPOB, @ 3aTEM MUCMO/Ib30BaTb 3TU AaHHbIE ANA NPUBA3KM NEpPeXBAYEHHOro
06beKTa K MONb30BATENHO MW XOCTY.

AnbTepHaTuBa:

[na nonydyeHms aTUX AaHHbIX BMECTO NOAKNOYEHUA K KOHTPOAIEPY LOMEHOB MOXKHO
MCMNONb30BaTb YCTAHOB/IEHHbIM Ha paboumnx cTaHumax/cepeepax logon script U ,
OTNpaBAsOWMIM AaHHble 06 ayTeHTUdPUKaLMK nonb3oBaTens Ha SYSLOG-cepeep cayxbbl
EtherSensor Identity.

DNS-cepBepbl =

EtherSensor ncnonb3yet DNS-cepBepbl ana ceasbiBaHUA IP-agpecoB nepexBayeHHbIX 06 BHEKTOB C
MMEeHaMM XOCTOB B CETU OpraHmM3aumu n B cetn MHTepHer.

DNSBL-cepBepbl =

EtherSensor nucnonb3yet DNSBL-cepBepbl A41A AeTEKTUPOBAHMA OO BEKTOB U3 COeAUHEHUI C
Hebe3onacHbIMMK pecypcamn UHTepHeT (Kak no IP-agpecam, Tak n no DNS-umeHam).
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Norn ayteHTMOUKaLUMN 82

EtherSensor nogaepxuBaeTt nonydyeHmne coobeHnin 06 ayTeHTUPUKaALLUM C Pa3NINYHbIX BHELWHUX
YCTPOICTB M cuctem no npotokony SYSLOG. MoaaeprknBaemble TPaHCNOPTHble NpoToKonbl: UDP,
TCP, n TLS over TCP.

BHewHUMKU cuctemamm, npeaoctaBasaoWwmMmm no npotokony SYSLOG gaHHble cnyxbe
EtherSensor Identity 06 ayTeHTUdUKaLMKN, MOryT ObITb:

MesceTeBble 3KpaHbI:

Palo Alto Networks PA, Check Point NGFW un T1.4.
MpoKcu-cepsepsl:

Symantec Proxy SG, Cisco lronPort u 1.4,
Pabouue cTaHumMmn/cepsepsbl:

Linux, Mac OS n T1.4.

MporpaMmHble areHTbl:

DLP-areHTbl, EDR-areHTbl N T.4.

CoobuieHns 06 ayTeHTUPUKaLMM U3 Pa3HbIX MCTOYHMKOB OTAnYatoTcs dopmaTamu U
Habopamu gaHHbIX. NS NoAaepHKKN KOHKPETHOro MCTOYHMKaA TpebyeTca A0NOAHUTEbHOe
KOHPUTYPUPOBaAHME KaK CaMOro UCTOYHMKA, TaK U cny»Kbbl EtherSensor Identity.

AreHTbl Microolap EtherSensor &

EtherSensor TakKe MOXKeT B3auMoAenCcTBOBaTb CO CBOMMU COOCTBEHHbIMM areHTamu,
YCTaHOB/IEHHbIMM Ha PaboYMX CTAHLUAX UK cepBepax. AreHTbl NPeaoCcTaBAAOT cepBepy
areHToB EtherSensor nHpopmaymio o ceTeBbIX COeANHEHUAX NOKAIbHOrO NONb30BaTENA C
TOYHOCTbIO 10 MMEHM MPOL,ECCa, Y4aCTBYIOLLErO B COEAUHEHNM: AaHHAA MHPOPMaLMA 0cobeHHO
aKTya/sibHa B C/ly4ae MCMNO/Ib30BaHWA B OpraHu3aLmnm TepmmHanbHbix RDP cepsepos.

Obuwan cxema pabotbl cnyxbbl EtherSensor Identity:

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



WCTOUYHUKM f,aHHbIX U MeTag,aHHbIX 54

e b
Monesosatenu
¥
HTTP-npokcu/FireWall Varrepuer
(SYSLOG-KnumeHT)
F 3
Y
.
g: :I - _‘ “
| r"l
KoHTponnep gomeHa EtherSensor DNS-cepeep
SYSLOG-cepeep

WM l-wnment
DNS/DNSBL-#AMeHT
Cepeep arextos EtherSensor

Puc.19. Cxema pabotbl cnyx6bl EtherSensor Identity

®aiin koHpurypaumm EtherSensor Identity

KoHdurypauna cnyxboel EtherSensor Identity cogepxuTtca B XML-dbanne identity.xml,
pacnonoxeHHoMm B 0buent anpekTopun KoHodurypaumuii [INSTALLDIR]\config

MapameTpbl KOMaHOHOW CTPOKU

Cnyxxb6a Windows EtherSensor Identity B xone nHctannauum Microolap EtherSensor yctaHaBivBaeTcs
C aBTOMaTUYeCKMM 3anyckom. OAHaKo, NpM HeobXxoAMMOCTM npoLecc sensor_identity.exe MoXKHO
3anycTuTb Kak npuaoxeHue Windows co cneayowmmm napameTpamm KOMaHAHOW CTPOKM:

/process

3anycTuTb Npouecc sensor_pcap.exe Kak 0b6biuHbIn Windows Win32-npouecc (BO3MOXKHO
NCNONb30BaHUE ANA OTNAAKM).

/service

3anycTuTb Kak cnyxoby Windows.

[config

COXpaHUTb KOHOUIYpaLUIO CAYKObI MO YMONYAHMIO.

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc



55 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

3.5.1. Hactpoiika EtherSensor Identity

Hactpoliku cay»6bl EtherSensor Identity 6a3unpyloTcs Ha NOHATUM 3apaHee 3aAaHHbIX Npoduien.
MpodUAM MOKHO aKTMBMPOBATb NO Mepe BO3HUKHOBEHUA B HUX HAaA0BHOCTU, U AieaKTMBMPOBaTb,
Kor4a OHW nepecTanu 6biTb HYXKHbIMWU. YaNeHne Hencnonblyembix npodunen He Tpebyetcs.

Ons Toro, utobbl nogrotoBUThb cAyxby EtherSensor Identity K pabote, cnegyeT HacTpomTb Npoduman
NOCTaBLIMKOB MeTagaHHbIX:

55
1. KoHTponnepbl J,OMeHOB

2. DNS-cepsepebl =

3. DNSBL-cepsepbl o0

62
4. Norn ayteHTMPUKauum

5. Cepsep areHTtoB EtherSensor 86

. 57
Kpome Toro, ciegyeT pacCMOTPETb YCTaHOBKY Ha paboumx cTaHUMAX U cepBepax logon script ™,
67
OTNPaBAAOLWEro AaHHble 06 ayTeHTMdMKaLMM NoNb3oBaTeNa Ha cepsep areHToB EtherSensor

3.5.1.1. KoHTpOoAnepbl LOMEHOB

EtherSensor nogkntoyaeTca K KOHTposnepam aomeHoB Kak WMI-KNMeHT n nonyyaeT AaHHble O
Nnonb3oBaTeNsAX CeTU, Npowealwmnx ayTeHTUPUKaLunuto (a4na nony4eHnsa faHHbIX OT KOHTpoAepa
AOMeHOB HeobxoaMma y4eTHasa 3anmcb C COOTBETCTBYIOLMMU NpaBamm).

Taknum obpasom EtherSensor moxeT BUAETb aKTUBHbIX NO/Ib30BaTEe KOPNOpPaTUBHOW ceTn, nx IP-
agpeca 1 Ha3BaHWA KOMMbIOTEPOB, @ 3aTEM UCNO/b30BaTb 3TU AaHHble ANA NPUBA3KK
nepexsavyeHHOro 06bEKTa K NoNb30BATE/NIO UM XOCTY.

AnbTepHaTuBa:

[Ns nony4yeHma sTMxX AaHHbIX BMECTO NOAKNOYEHWUS K KOHTPONNEPY 4OMEHOB MOXKHO

o g 57 o
MCNONb30BaTb YCTaHOB/MEHHbIN Ha pabounx cTaHumax/cepeepax logon script ~—, oTnpaBaaoWmUiA
AaHHble 06 ayTeHTUPUKaLMM NoNb30BaTeNs Ha cepBep areHTos EtherSensor.

HacTpoitka npoduns AocTyna K KOHTPONEepy AOMEHA:
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?
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--L- ."—\I'EHTbI Sensor

=115}, AHanM3 AEHHLIX
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L
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Puc.20. Hactpoiika npoduna KOHTpoanepa gomeHa gas cayx6bl EtherSensor Identity.

HassaHue npoduns

YpobHoe, 3anoMmunHaroweecs n nHPopmaTMBHOE Ha3BaHUe Npoduns (Ha ycmoTpeHue
agMUHUCTpaTOopa).

AKTUBEH
Mpodunab KOHTpONNEpPa AOMEHA HE UCMO/b3YeTCA B aHaNM3e COOOLEHNI, €CIN OH OTK/IOYEH.

KommeHTtapum

Baw KommeHTapui ana gaHHoro npoduna.

Apapec KOHTpoAnepa AOMEHa

IP-agpec nam nma KoHTpoanepa AOMeHa ANa YTeHus KypHanos OC.

TaimayT uTeHua 3anucen

TalimayT B CeKyHAax As1a YyTeHua 3anucen ns xypHanos OC.

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc



57 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

JlornH

JIOrMH Ha A0CTyn ANA YTEHUA KYPHAN0B KOHTponepa gomeHa B popmaTe &lt;domain name&gt;
\&It;user name&gt;.

Maponb

I'Iaponb Ha A0CTyn ANnA YTeHUA XXYPHA/10B KOHTPO/1I1IEPA AOMEHA.

3.5.1.1.1. AnbTepHaTtuBa: logon script

ANnbTepHaTUBHbIM cnocobom nonyyeHmns nHpopmaumm 06 ayTeHTUPUKaLMKM NONb30BATENS B
cUCTEME UM B lIOMEHE ABNAETCA UCMONb30BaHWE CKPUNTA, 3aMyCcKatoLLerocs no cobbiTMio BXoaa
nosb30BaTeNs B CUCTEMY.

Mpumep Takoro ckpunta Ha A3bike PowerShell npuBeaeH HuKe. [JaHHbIA CKPMNT coobLaeT cepsepy
arentos EtherSensor ' IP-agpec, MmsA nonb3oBaTens, UMsA KomnbloTepa M sid nonb3oBaTtensa. I
AaHHble no3sonAtT EtherSensor cBAsatb IP-agpec n3sneyéHHoro u3 Tpadmka obvekta ¢
NnoNb3oBaTeNeM NN XOCTOM.

Logon script 1 ero 3anyck Heo6xoAMMO HaCTPOUTb Yepes CpeacTBa rpPynmnoBbIX NOAUTUK ANA
cobbITUA BXOAa NONb30BaTeNA B CUCTEMY.
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Mpumep TeKcta logon script:

function GetCUSID
{
Param ( $CUIdentity )
$SMyID = new-object System.Security.Principal.NTAccount ($CUIdentity)
return $MyID.Translate ([System.Security.Principal.SecurityIdentifier]).toString/()
}

# EtherSensor address
$Server = '10.0.1.123&apos

#0=EMERG, 1=Alert, 2=CRIT, 3=ERR, 4=WARNING, 5=NOTICE, 6=INFO, 7=DEBUG
$Severity = '5&apos

#(16-23)=LOCALO-LOCAL7

SFacility = 'l6&apos

SHostName = $env:ComputerName

SUserName = $env:UserName

SUserSID = GetCUSID([Environment]::UserName)

# Create a UDP Client Object
SUDPCLient = New-Object System.Net.Sockets.UdpClient
SUDPCLient.Connect ($Server, 10514)

# Calculate the priority
SPriority = ([int]$Facility * 8) + [int]$Severity

#Time format the SW syslog understands
$STimestamp = (Get-Date) .ToString ("MMM dd HH:mm:ss", [CultureInfo]::GetCultureInfo('en-US'))

# Assemble the full syslog formatted message
$SFullSyslogMessage = "<{0}>{1l} computername={2}, username={3}, sid={4}" -f $Priority,
$STimestamp, S$HostName, $UserName, $UserSID

# Create a UTF8 Encoding object
$Encoding = [System.Text.Encoding]::UTF8

# Convert into byte array representation
$ByteSyslogMessage = $Encoding.GetBytes ($FullSyslogMessage)

# Send the Message
SUDPCLient.Send ($ByteSyslogMessage, $ByteSyslogMessage.Length)

3.5.1.2. DNS-cepBepbl

EtherSensor ncnonb3yet DNS-cepBepbl ans cBA3biBaHMA IP-aapecoB nepexBayeHHbIX 06bEKTOB C
MMEHaMM XOCTOB B CETU OpraHn3auum n B cetm MHTepHeT.

Mpwn cosgaHnu npasun d)Ml'IpraLI,MM MOXeT I'IOTpE6OBaTbCFI BO3MOXHOCTb MCNON1b30BaTb AOMEHHDbIE
MMEHa, B TO BpEMA, KaK B anM6YTaX nepexsa4vyeHHbIX 06bEeKTOB AOCTYyNHbl TO/IbKO IP—a,u,peca.

[na Toro, 4yto6bl MOXKHO Hb1N10 B NpoLecce GUNbTPALUM UCMONb30BATb TaKyO BO3MOMXKHOCTb B
peanbHOM BpeMeHM (CTOUT TaKkKe y4nTbiBaTb AMHAMMUYECKoe HasHavyeHue IP-agpecos no DHCP), B

cekumun DNS onpeaennte n HacTponTe gocTynHble DNS-cepsepbl.

Mpumep HacTpoiikn npoduns goctyna kK DNS-cepsepy:
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L) HacTpoika - Microolap EtherSensor PCAP Edition

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?
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Puc.21. Hacrpoiika DNS-npodunsa ana cny:x6b1 EtherSensor Identity.

HassaHue npoduns

YpobHoe, 3anoMmunHaroweecs n nHPopmaTMBHOE Ha3BaHUe Npoduns (Ha ycmoTpeHue
agMUHUCTpaTOopa).

AKTUBEH

Mpodpunnb DNS-cepBepoB He NCMONb3YETCA B aHaM3€e COOOLLEHMIN, €CNM OH OTKAIOYEH.

KommeHTtapum

Baw KommeHTapui ana gaHHoro npoduna.

Koanyectso nonbITOK

KoamMuyecTBo NombITOK Onpoca Kaaoro cepsepa.

TTL ana Hepa3peLeHHbIX XOCTOB

TTL ana Hepa3peLwEHHbIX XOCTOB: MMEHHO TaKoe KO/IMUYECTBO CEKYH/, 3TOT XOCT 6yAeT XpaHUTbCS
B K3llle Kak Hen3BecTHbIN. (default: 3600 = 1 yac) (43200 = 12 yacos, 86400 = 24 yaca, 172800 =
48 yacos).
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MuH TTL

MunHnmanoHoe TTL xpaHeHMA 3annUcK B Kae 41a UMEeH XOCTOB, Nony4veHHbIX oT DNS-cepsepos.

Makc TTL

MakcnmanbHoe TTL XxpaHeHnA 3anmMcK B Kalwe ANa UMEH XOCTOB, NoAy4eHHbIX oT DNS-cepeepos.

CepBepbl

Cnuncok DNS-cepsepos.

Appec
Appec DNS-cepsepa

MopT
MNopt DNS-cepsepa

3.5.1.3. DNSBL-cepBepbl

B npouecce punbTpaunm coobLLEHUN TaKKe MOXKET NoTpeboBaTbCA KaTeropnsaumna coobLeHmU.
Ons atoro B EtherSensor ectb ¢pyHKUMA B3aumoaeiicTemsa ¢ DNSBL-cepsepamn ansa AeTeKTMpPoBaHUSA
cnam-coobueHnin 8 SMTP-notoke. HacTpolika 3Ton GyHKLMKN NONHOCTbIO MAEHTUYHA HACTPOMKe
pabotbl c DNS-cepsepamu.

EtherSensor ncnonb3yet DNSBL-cepBepbl A4nA AeTEKTUPOBaHUA 0O BEKTOB U3 COeANHEHUN C
Hebe3onacHbIMUK pecypcamn UHTepHeT (Kak no IP-agpecam, Tak n no DNS-umeHam).

Mpumep HacTpolikn npoduna goctyna K DNSBL-cepsepy:
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

MpOHIE0AHTENEHOCTE ;i} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

-0 Cnymwbel CeHcopa -~ v .
B VIO RarHLIX Hactpouka DNS blacklist
5 ] PCAP-thafins! HacTpoiika napametpos DNS blacklist ana pazpeweria IP-agpecoe,
-] ObpaboTka Tpaduka —_—
-2, Lua-iapcepl
Lua-ckpunTEl Cnncok npodunei CeoiicTea npodunn
: E_anmu: TPaduia spamhaus.org w 1. HazBanwe n cTaTyc
Lua-aepunl d.gns.spamhaus.org Hasearne npoduns spamhaus.org
S P OMAETPEI NEKETOE AKTHEEH la
E—]TEJ CeTesbie ananTepsl KommeHTapuli
i1 OfpaboTia Tpadika v 2. Hacrpoin
1 Lua-napcepel
i % - Peen Konu4ecTeo noneImoK 1
: d Lua-ckpunThl
El F 3anuce Tpaduka TTL anA HepaspelleHHex xoo 3600
! & Lua-crpunTel Man TTL 300
LS OunbTpe NakeTos Marc TTL 604800
..... -_fl ICAP-cepEep  CepBepbl CnucoK aapecos...
I Lotus Motes Transaction Log v Anpec 192,203.178.178:53
- WVCToOYHMKM METagaHHbIX Anpec 192.203.178.178
----- .% KoHTponneps! AOMEHOE MopT 53
----- 4 DNS-cepeepol
----- 4 DNSBL-cepeepl ~ =
akc
B--E Noru ayTeHTUDUKELIAM
.f.;'n L v b MakcuMansHoe TTL XPaHEHWA 33MKoA B K3We ANA MMEH XOCTOE,
& Ua-cepunTel nony4eHHex o7 DNS-cepeepos.
¢~ AreHTbl Sensor
{15}, AHaNM3 AaHHBLX
"7 MpeasapuTensHas GuaLTpaLma = — + 3
NeTerTHpoBaHie coBbimui v L—'P @ Eﬁ
I
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Puc.22. Hacrpoiika DNSBL-npoduns ans cnyx6bi EtherSensor Identity.

HassaHue npoduns

YpobHoe, 3anoMmunHaroweecs n nHPopmaTMBHOE Ha3BaHUe Npoduns (Ha ycmoTpeHue
agMUHUCTpaTOopa).

AKTUBEH

Mpodpunnb DNSBL-cepBepoB He NCNONb3YETCA B aHa/IM3e COOOLWEHWNI, ECZIN OH OTKIOYEH.

KommeHTtapum

Baw KommeHTapui ana gaHHoro npoduna.

Koanyectso nonbITOK

KoamMuyecTBo NombITOK Onpoca Kaaoro cepsepa.

TTL ana Hepa3peLeHHbIX XOCTOB

TTL ana Hepa3peLwEHHbIX XOCTOB: MMEHHO TaKoe KO/IMUYECTBO CEKYH/, 3TOT XOCT 6yAeT XpaHUTbCS
B K3llle Kak Hen3BecTHbIN. (default: 3600 = 1 yac) (43200 = 12 yacos, 86400 = 24 yaca, 172800 =
48 yacos).
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MuH TTL

MuHumanoHoe TTL xpaHeHnA 3anNncK B Kalle ANA UMEH XOCTOB, NoslydeHHbIx oT DNSBL-
cepBepos.

Makc TTL

MakcnmanbHoe TTL XpaHeHMA 3anmMcK B Kawe AN1A UMEH XOCTOB, NOy4eHHbIX oT DNSBL-
cepBepos.

CepBepbl
Cnuncok DNSBL-cepsepos.

Appec
Appec DNSBL-cepBepa

MopTt
Mopt DNSBL-cepBepa

3.5.1.4. Jloru ayteHTMPUKauum

Cnyxb6a EtherSensor Identity BkntouyaeT B ceba SYSLOG-cepBep g nonyvyeHua 3annceit 1oros
ayTeHTUOMKALMM OT pa3nYHbIX SYSLOG-KANMEHTOB: MeXKCeTeBbIX 3KPAHOB, MPOKCU-CEPBEPOB,
nporpamMmHbix DLP/EDR-areHToB v T.M.

CornacHo npodpunam HacTpokm SYSLOG-cepBep MOXKeT NpOoCAyLWNBaTb Pa3anyHbie KOMbUHauum IP-
agpec:nopt, 60 0.0.0.0:nopT — B 3TOM Cnyvae oH ByaeT npocaywmnsate Bee IP-agpeca Ha

3aaHHOM MopTYy.

Mprmep HACTPOMKM Npoduns Noros ayTeHTUGUKALNK:
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L%}

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

HacTpoika - Microolap EtherSensor PCAP Edition — O X

MpOHIE0AHTENEHOCTE ;i} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

-0 Cnymwbel CeHcopa -~

Jorn ayTeHTUdMKaUMK

HacTpoika obpaboTri Noros ayTeHTHDMKELAN,

PCAP-talins
\{D ObpafoTka Tpadwka
: % Lua-napcepsl

¥ Lua-crpunThl
i 3anuce Tpaduka
i A Lua-crpunTe
X7 DUNLTPEI NaKeTos
[=-J=m CeTesble ananTepsl
(;D OfBpafioTka Tpaduka
& % Lua-napcepel

: @ Lua-ckpunThl
anucE Tpaduka
i W Lua-ckpunTel

AT OunbTpEI MakeTos

----- L/ 1CAP-cepeep
I Lotus Notes Transaction Log

-, MICTOYHMKM METAAAHHBIX

----- = KOHTPONNEpbI AOMEHDE
----- fd DNS-cepeepol

----- &4 DMNSBL-cepsephl

BY Lo o e
6.“ Lua-ckprnTil

-3

¢~ AreHTbl Sensor

{15}, AHaNM3 AaHHBLX

"7 MpeasapuTensHas GuaLTpaLma
NeTerTHpoBaHie coBbimui
n

£

Cnncok npodunei

authfeed_profile_1 [Palo Alto]

authfeed_profile_2 [Blue Coat

= 0B

1

CeoiicTea npodunn

w 1. HazBanwe n cTaTyc
Haseanne npoduns
AKTHBEEH
KOMMEHT aPMIA

w 2. Hacrpoiikn
CrpunT

w  [poCnyWWBEEMEIH aapec

IP anpec
MopT
TCP

S5L

Hassanne npodmna

YaoBHoe, 3ENoMUHEIOWLEECA W MHDOPMATMBHOE Ha3BaHWE Npoduns

authfeed_profile_1
Ja
Palo Alto

palo_alto_authfeed.lua
0.0.0.0:10514

0.0.0.0

10514

Her

Het

(Ha ycMOTpeHHE aAMMHMCTPaTORE).
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Puc.23. Hacrpoiika npoduns noros ayreHTUUKaLMKM Ana cnyK6bi EtherSensor Identity.

HassaHue npoduns

YpobHoe, 3anoMmunHaroweecs n nHPopmaTMBHOE Ha3BaHUe Npoduns (Ha ycmoTpeHue

aAMMHUCTPaTOpPA).

AKTUBEH

Mpodunab 06paboTKM Nnoros ayTeHTUGUKALUM HE UCNOAb3YETCA B aHa/IM3e coobLWeHN, ecan oH

OTK/NKOYEH.

KommeHTapumii

Baw KomMmeHTapuit Ana faHHoro npopuns.

CkpunT

MpuBA3aHHbIN K NPOGUIO CKPUNT, KOTOPbIN BbiNoAHAeTcA ans 06pabotku SYSLOG-coobuweHun
NOroB ayTeHTUdUKaLUK.

Mpocnywmsaemblit agpec

HacTpolika noKanbHOro agpeca ANA NPOC/AYLWMBAHWUA NOrOB ayTeHTUOUKAL UM,
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IP appec

HacTtpolika nokasnbHoro IP agpeca Ana npocaywmMBaHus JIOroB ayTeHTUPUKaALMN.

MopT

HacTpoiKa NIoKa/IbHOro NopTa A4 NPOCAYLWWBAHUA NI0roB ayTeHTUGMKaL UM,

TCP

MNosBonset ucnonbzosatb TCP-npoTtokon ana nonydyeHmnsa SYSLOG coobuieHnii. Heobxoammo,
ecnu ncnonbsyetca SSL-wmndpoBaHume.

SSL

BKNOUYUTL/BbIKNHOYNTL MUCMONb30BaHME SSL-lndpoBaHMA Npu NpUéme COObLLEHMUA.
Ecnu B opraHMsaumm HeT BO3MOXKHOCTM obecneumnTb cepBepy EtherSensor gocTyn K KOHTponnepam
aomeHa nnu K Log Collector, cywecTtByeT ewé oanH cnocob noaydyeHmna AaHHbIX 41A NPUBA3KK

AOMEHHDbIX nonb3oBaTenen K U3BNEYEHHbIM U3 Tpad)m(a 06beKTAM.

YcTaHOBUTE Ha KOHTpoAnepbl gomeHa uam Log Collector 6ecnnatHyto yTuanTy nxlog n HacTpoliTe B
Hel oTnpaBKy cobbiTMit Security Log Ha cepsep EtherSensor.

B naHHOM cnyyae gaHHble OTNpaBAaAtoTca Ha cepsep EtherSensor no npotokony SYSLOG (TCP).

Huke npuseseH npumep KoHdurypaumoHHoro daina nxlog, otnpasnasatouero cobbitua Kerberos
Ticket Authentication (EventID 4768) Ha cepsep EtherSensor (B npumepe aTo IP 10.100.0.100).
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## This is a sample NXLog configuration file created by Loggly. June 2013
## See the nxlog reference manual about the configuration options.

## It should be installed locally and is also available

## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

#define ROOT C:\\Program Files\\nxlog

#define ROOT STRING C:\\Program Files\\nxlog

define ROOT C:\\Program Files (x86)\\nxlog

define ROOT_ STRING C:\\Program Files (x86)\\nxlog

define CERTDIR %ROOT%\\cert

Moduledir %$ROOT%$\\modules
CacheDir %ROOT%\\data

Pidfile %ROOT%\\data\\nxlog.pid
SpoolDir %$ROOT%\\data

LogFile %$ROOT%$\\data\\nxlog.log

<Extension json>

Module xm_json

</Extension>

<Extension syslog>

Module xm syslog

</Extension>

<Input internal>

Module im internal

Exec $Message = to_Jjson()

</Input>

# Windows Event Log

<Input eventlog>

# Uncomment im msvistalog for Windows Vista/2008 and later
Module im msvistalog

#Uncomment im mseventlog for Windows XP/2000/2003

#Module im mseventlog

#Send only EventID 4768 (Get Kerberos Ticket)

Exec if $EventID NOT IN (4768) drop/()

Exec $Message = to json()

</Input>

<Processor buffer>
Module pm buffer

# 100Mb disk buffer
MaxSize 102400

Type disk

</Processor>

<Output out_ethersensor>

Module om_tcp

Host 10.100.0.100

Port 516

Exec to _syslog ietf ()

Exec Sraw event =~ s/ (\[.*])//g; Sraw _event = replace($raw_event, '{',
' [CUSTOMER TOKEN@41058 tag="windows"] {', 1)

#Use the following line for debugging (uncomment the fileop extension above as well)
#Exec file write("C:\\Program Files (x86)\\nxlog\\data\\nxlog output.log", Sraw event)
</Output>

<Route 1>

Path internal, eventlog => buffer => out ethersensor
</Route>

B KoHconu ynpasneHus cepsepom EtherSensor B pasgene Hacmpoiika -- UcmovYHUKuU memaodaHHbIX
-- Jloeau aymeHmudpuKayuu caenaiite aktusHbiMm npodpunb authfeed_nxlog. [lna storo yctaHoBUTE B
HEm dnar AkmueeH v ybeamTech, YTO yKasaHbl KOppeKTHble MMopm n npotokon (TCP).
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3.5.1.4.1. Lua-cKpunTbl

®yHKuMA pa3bopa SYSLOG-coobuieHnl ¢ nomolbio Lua-CKpUnToB, Ha3Ha4YaeMbix B Npodpunsax
NOroB ayTeHTUPUKALMU, HAXOAUTCA B CTaAMUN Npe-pennsa.

Ecan Bbl XOTUTE NO3KCMNEPMMEHTUPOBATL BMECTE C HAMU, HAaNULWMNTE HAM Ha
support@microolap.ru.

3.5.1.5. CepBep areHToB EtherSensor

Cnyxb6a EtherSensor Identity BkntouyaeT B ceba cepsep areHToB EtherSensor, B3aumoaencTeytowmii ¢
67
areHTamu —, ycTaHaBAMBAEeMbIMM Ha Pabounx CTaHUMAX U cepBepax.

Mpumep HacTpoikKn cepeepa areHToB EtherSensor:

& HacTpofka - Microolap EtherSensor PCAP Edition

ETHM HacTpoika  MpowsBoawTenbHocTe  AwarHocTvka — OBHoBneHwAa 7

- Ob @ 24
MponzE0ANTENEHOCTE 4-:;}— Hacrpoika ﬁ AHarHocTrea @ QBHOENEHHA
-0, Cnywbel Cetcopa -

AreHThl Sensor

HacTpoliki B3&MMOAENRCTBIA € areHTaMy Sensor,

= # VICTOMHMKM 83HHBIX
(-], PCAP-thaiinei
1] OBpafioTka TpaduKa

B % Lua-napcepel
P 48 Lua-ckpunTel Mapamerpei
=87 3amuce Tpadwka

“ HacTpoilkn CEpEEpPa areHTos Sensor

'ﬁ" Lua-ckprun Tl

e Wecnonb3oBaTe CEPEEP areHTos Sensor Het

o GUNLTPEI NaKEToR  [MpocnywmrsasMsI Anpec 127.0.0.1:44444
=i CeTeBbie ananTepsl Anpec 127.0.0.1

OBpab T

-5 ObpaboTka Tpaduka -

(=% % Lua-napcepsl

@ Lua-ckpunTel
3anwce TpadMKa

: @ Lua-ckpunThl

- OUAETPEI NakeTos

----- L/ ICAP-cepeep

1. Lotus Motes Transaction Log
[Zl 3 MICTOYHMKM METEAEHHBIX

----- .% KoHTponneps! AoMEHOB

----- &4 DNS-cepBephl

%4 DMNSBL-cepeepbl

Nork ayTeHTUDMKaLIM

} Lua-ckpunThI

=

HcnonesoBaTe CEpBEP AreHTOB Sensor

BrNKOMMT BRIKMIOHYUTE CEPBED NOALEDMKK areHTOE SENsor, PEWatoILKMX 33084 MAEHTUDUKELM NoNb30BaTENeR
pafioux CTEHUMIA, COSAEBLIMX COEAMHEHWME, MAEHTHOMKALMK NPMNCKEHWS, CO3ASBILErD COEAMHEHME M T.M.

112} AHEnWs AaHHbIX
¥ MNpenBapUTEnbHAR SUNETRALMA
+ H [eTekTrposaHme cobemmit

L
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Puc.24. Hactpoiika cepBepa areHToB g1 cny»6bi EtherSensor Identity.

Ucnonb3osatb cepBep areHToB EtherSensor

BKNOUNTL/BbIKNIOUYUTL CepBep NoaaepKkn areHToB EtherSensor, pelwatowmx 3aaaum
naeHTMPUKaLMKn nonb3osaTenen paboynx CTaHUUN, CO3AaBLINX COeANHEHNE, NAEHTUPUKALUN
NPUAOXKEHUsA, co3aaBLIEro coeaguHeHme 1 T.n.
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Mpocnywusaemblit Agpec

Mcnonb3yiiTe AaHHbIN NapameTp, YTobbl yKa3aTb cepBepy JI0KaibHbI aapec Ans
npocaywunsaHua coobueHunii areHtos EtherSensor.

Appec

Mcnonb3yiTe AaHHbIN NapameTp, YTobbl yKa3aTb cepBepy NoKaAbHbIN IP agpec ana
npocaylwmnBaHna coobueHnin areHToB EtherSensor.

MNopTt

Mcnonb3yiTe AaHHbIN NnapameTp, 4Tobbl yKa3aTb CepBepy I0OKaNAbHbIN NOPT AN NPOCAYLWMBAHUA
coobueHuin areHToB EtherSensor.

3.6. EtherSensor Agent

EtherSensor Agent — cnyx6a Windows, yctaHaBainBaemas Ha paboumne ctaHumu. EtherSensor Agent
pelaeT ABe 334a4u:

= Ha cepsep EtherSensor AreHT no UDP-npotoKkony nepegaét nHpopmaymto o npovecce,
KOTOpbI co3aa€T BHelWwHne TCP-coeagnHeHMs. ITo NO3BOASAET pellnTb 3a4a4y npueaskn TCP-
CECCUU K KOHKpPeTHOM paboueli cTaHUMM B caydae paboTtbl nonb3oBaTenelt B TEPMUHANbHOM
ceccum, 3a NAT n gpyrmx aHanormYHbIX Caydanx.

= AreHT no TCP-npoTokony nepegaet HPopmauuto o cobbITUAX ™ Ha pabouer cTaHUMU HA
cepsep EtherStat Ha yka3aHHbIN B KOHGUIypaLunm ero agpec 1 noprt. MNpu BpemeHHOM
HEeBO3MOXHOCTU OTMPaBKM AaHHbIX (OTCYTCTBME COEAMHEHMNA U T.M.) MPOMCXOANT UX
HaKanaMBaHWe B IOKasbHOM 6a3e AaHHbIX. KaK ToNbKO AreHT 06HapyXUT BO3MOXKHOCTb
OTNPaBMUTb AaHHble, OH MaKyeT nakeTbl N0 64Kb 1 otnpasaseT Ha cepsep EtherStat.

AreHTbl NpeAoCcTaBAAOT Hanbonee NonHyo M TouHyo MHPopmaymio ana EtherSensor. Ocobyto
LEeHHOCTb NpeaCcTaBAAET MMA NPOLLeCcCa, Y4aCTBYOLLEro B COeAUHEHUN.

Ecnmn no Kako-nmbo npuymMHe Bbl HE MOXKETE UCMONb30BaTb areHToB Ha paboumx

cTaHuMAx/cepBepax, PacCMOTPUTE BOSMOXKHOCTb MCMNONb30BAHUA CKPUNTA Ha cobbITME BXOAA
q 57

nonb3osaTens B 4OMeH uaun cuctemy (logon script = ).

3.6.1. CuctemHble TpeboBaHUA K AreHTy

EtherSensor Agent dpyHKUMOHMPYET Ha pPaboumx CTaHUMAX, YA0BNETBOPAIOLLNX CAeAYOLWMM
CUCTEMHbIM TpeboBaHUAM:

= OC (Windows 7, Windows 2008, Windows 8, Windows 8.1, Windows 2012, Windows 10) 32/64
buTa.

= Pazmep Heobxoammoro cBo60AHOro NPOCTPAHCTBA Ha KECTKOM ANCKe He meHee 10 Mb.

= [1oNHbl 6bITb BbINOMHEHbI TPeH6OBaHMA NO paboTe CO CTOPOHHUMM CPEACTBAMM 3ALLUTDI
nHpopmaunm.
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PaboTa co CTOpOHHUMM CcpeacTBamMM 3aWUTbl MHGOPMaL UK

Ona obecneveHna ctabunoHom pabotbl EtherSensor Agent chneayeT yunTbiBaTb COBMECTUMOCTb CO
CTOPOHHUMMU CPeaCTBaMU 3aLWUTbl MHOOPMALIUKN U APYTUMKU KOMNOHEHTAMU MHPPACTPYKTYPSI:

= B anpektopuu, rge yctaHosneH EtherSensor Agent, pacnonoxeHbl paboune gupektopmu.
Cnepyet UCKNOYaTb AaHHbIM NyTb U BCE €ro NOAANPEKTOPUM OT KOHTPONA CPeacTs,
aHa/IOrMYHbIX aHTUBMPYCaM, NOUCKOBLIM MHAEKCAaTOPaM, a TaKKe cpeacTBam KOHTPOA
nameHeHuna pamnnos. MogobHoe nporpammHoe obecneyeHne He JO0MKHO 610KMpPOBaTL Panbl
B AAHHOW AMPEKTOPMN 1 ee NOAAUPEKTOPUAX OT CO3AAHMUA, YAANEHNA, NepemMeLleHna n
U3MEHEeHMUA.

» EtherSensor Agent coaepxuT cny»by sensor_agent.exe, KoTopaa A0/MKHa ObiTb paspelleHa K
3anycKy 1 paboTtaTb C NpaBaMu 10OKaAbHOW CUCTEMBI.

= Cnyxxba EtherSensor Agent TpebyeT an1a HopmasibHOM PaboTbl BO3MOXKHOCTb O6MEHa
nHdopmaumer no npotokonam UDP u TCP ¢ yganeHHbIm cepsepom. CpeacTBa 3aLumThl
nHPopmaL MM He JOMKHBI NPOBEPATL, MOANDULMPOBATL NAN OTPAHUYNBATL COEANHEHUA Ha
cepBep, Ha KoTopbin EtherSensor Agent oTnpaBaseT AaHHble. AHANOrTMYHO, CPeACTBA 3aLMThbI
nHpopmaumnm He JOMKHBI NpenaTcTBoBaTb cayKbe EtherSensor Agent oTKpbiBaTb coeanHeHUA
Ha NopTbl, UCNONb3yeMble ANA nepegayin nHpopmaumm Ha cepsep EtherSensor.

» EtherSensor Agent TpebyeT ana csoel pabotbl perncrpaymmn Layered Service Provider mogynsa
sensor_Isp.dll. CropoHHMe cpeacTBa 3aWMTbl MHPOPMALMKM HE AONXKHbI NPENATCTBOBATb
peructpauum sensor_Isp.dll n ero pabore.

* Mpu ycTaHOBKe N PyHKLMOHUpPOBAHMK Npouecchl EtherSensor Agent ncnonb3yoT BbI30BbI,
Tpebytowme BbICOKMX Npusunernin. NMonntnka 6esonacHoctn OC A0MKHA NO3BONATH ONepaLLnm
Hag, ApaviBepamm, ynpaBieHWe NPoLLeccaMmn U AOCTYN K CETEBbIM UHTepdelricam ans
EtherSensor Agent.

3.6.2. YcTtaHOBKa AreHta

YcTtaHoBKy EtherSensor Agent MOXHO NPON3BOANTL KaK B PyYHOM PEXMME Ha KaXKAoW pabouer
CTaHUMM, TaK U NpU NOMOLM rpynnoBbIX NoAnTUK Active Directory (GPO).

[Ons ycTaHOBKKM AreHTa B py4HOM pexkmme Heobxoammo 3anyctntb MSI-uHctannatop (32 naum 64 bit),
BXO4ALWMMN B COCTaB AMCTpMOYyTUBa.

[na KoppeKTHOW ycTaHOBKM EtherSensor Agent HeobxoaMMbl NpaBa agMUHUCTPATOPA B TOM BUAE,
B KAKOM OHM YCTAHOB/IEHbI MO YMONYaHUIO nNpu nHctannaumm OC Windows.

[ononHuTeNbHbIe OrpaHUYEHMA NPaB AA4MUHUCTPATOPA MOTYT MPUBECTU K HEKOPPEKTHON paborTe.

B npouecce yctaHoBKM AreHTa 6yaeT ycTaHoBAeHa cnyxkba EtherSensor Agent (npouecc
sensor_agent.exe), a TakxKe B cucteme byaet sapernctpmposaH Layered Service Provider — moaynb
sensor_Isp.dll.

Mo ymonyaHuio ycTaHoBKa AreHTa BbinonHaetcs B gupektoputo [[INSTALLDIR]] Agent.
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[na KoppeKTHOM paboTbl ycTaHOBNEHHbIX 3k3emnnapos EtherSensor Agent Heobxoanmo
HacTpouTb DNS-cepBep ceTn opraHu3aumm Takmm obpasom, 4Tobbl MMA cepBepa, yKasaHHoe B
HacTponKax EtherSensor Agent, cootseTcTBOBasno IP-agpecy cepsepa EtherSensor.

YCTaHOBKY TaKXe MOXHO nponssecTn yepes ytuamTty Windows Installer msiexec.exe B KomaHAHOM
CTPOKe C NpaBaMKn agMUHUCTPATOPA, YKa3aB caeaytolime napameTpbl:

INSTALLDIR:

MyTb K AMpeKTopumn, Kyaa byaet yctaHosneH EtherSensor Agent.

ETHERSTATSERVER:

IP agpec n nopt cepBepa, Ha KoTopom HaxoauTtca EtherStat B popmaTte "appec:nopt".

KEY:

KN4 npoTokosa ZeroMQ ana 6e3sonacHoro coegmMHeHun ¢ cepsepom EtherStat, gonkeH
copeprkatb 40 cMmBONOB.

ETHERSENSORSERVER:

IP agpec 1 nopt cepsepa, Ha KoTopom HaxopuTca EtherSensor B dopmate "agpec:nopt”.

Mpumep KoMaHAHOM CTPOKM, C MOMOLLbIO KOTOpol byaeT yctaHoBneH EtherSensor Agent:

msiexec /i [path to EtherSensor Agent MSI package] INSTALLDIR="[[INSTALLDIR]] Agent"
ETHERSTATSERVER="etherstat:44445" KEY="0123456789ABCDEFGabcdefg!@#$$"&*<>2—-+=""
ETHERSENSORSERVER="ethersens:44444"

3.6.3. CoctaB ¢pannos AreHra

dainbl, BXogawme B naket yctaHoBku EtherSensor Agent:
[INSTALLDIR]\config\agent.xml

TekctoBbI pann KoHoUrypaumnm B popmate XML gna HazHaAYeHUA NapamMeTPoOB COeAUHEHNA C
cepsepamu EtherStat n EtherSensor, nepnoga onpoca gaHHbIX Ha paboyent CTaHLUK, a TaKKe
bUNbTPa NPUNOXKEHUI, ANA KOTOPbIX AaHHble 0 TCP-coegMHEHUAX He ceayeT OTNPaBAATb Ha
cepsep EtherSensor.

[INSTALLDIR]\syslog.dll

Bubnnoteka, Heobxoanmasna ana co3gaHuna u seaeHus scex *.log pannos EtherSensor Agent.

[INSTALLDIR]\sensor_agent.exe

NcnonHaemblh dpaiin EtherSensor Agent, peannsyeT ocHOBHble PyHKUMM AreHTa. [pu 3anycke
cepBuca HeobxoaAMMO yKasaTb OAMH U3 CAeAyLNX NapamMeTpoB KOMaHAHON CTPOKK:
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/service

3anyck AreHTa B pexkume caybbl Windows.

/process

3anycK AreHTa B pexxume npouecca Windows.

/install

YcTaHoBKa cny»6bl AreHTa B OC.

/remove

YnaneHue cnybol AreHta us OC.

Ecan HM oamH M3 napameTpos He b6bin yKasaH, To B ¢paine [INSTALLDIR]\log\svcagent.log 6yaet
caenaHa 3anMcb O HEKOPPEKTHOW KOMaHHOW CTPOKE C COOTBETCTBYIOLLEN NOACKA3KOM, U CepBuC
npeKpaTUT ceoto pabory.

®daiinbl, reHepupyemble B npouecce paboTtbl AreHra:

[INSTALLDIR]\log\svcagent.log

TekcToBbIN Paiin B popmaTte XML, B KOTOpbIM BEAETCA IOTMPOBAHME OCHOBHbIX AEACTBUIN U
ownbok EtherSensor Agent.

[INSTALLDIR]\log\sensor_agent.exe.log

TekcToBbIN darin ana 3annucm nHGopmaLnm o cobbITUAX, FTEHEPUPYEMbIX BHYTPU NOACUCTEMDI
nornposaHusa EtherSensor Agent.

[INSTALLDIR]\log\processinfo.log

TekcToBbIN dalin, copepkawmin MHGOPMaLMIO O TEKYLUMX NpoLLeccax, CoeAMHEHNA KOTOPbIX
otcnexkmsaeT EtherSensor Agent.

[INSTALLDIR]\data.db

®ainn 6a3bl gaHHbIX CO0OLLEHMI O COBLITUAX, KOTOPbIE HE YAAN0Ch OTNPaBuTb No TCP-
coeanHeHuto Ha cepsep EtherStat. Mpu ycTaHOBKe coeanMHEHUA C cepBEpPOM AaHHble 6yayT
MOBTOPHO OTNPAB/IEHbI, U B C/ly4ae yCNeLWwHOW AOCTaBKM yaaNneHbl U3 6asbl.

3.6.4. lornyeckue moaynm AreHra

Mopaynb oTcheXXuBaHua coeguHeHMN U mapknpoBkn HTTP coeguHeHUM
(sensor_Isp.dll).

[aHHbIN MoAyNb BbINOMHEH KakK Layered Service Provider. 9To 03Ha4aeT, 4To NpU yCTaHOBKE MOAYNA
OH BCTPAMBAETCA B CETEBOM CTEK NPUAOKEHUN N MPO3PAYHO NPOKCMPYET (MPU 3TOM OTCNEXKMBAA) BCe
TCP-coepgnHeHuns, co3aaBaeMble NOKaNAbHbIMK nNpoueccamu. Mogynb MMeeT HaCTPOMKK,
XxpaHAwmeca B peectpe Windows:
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= UDP nopt cnyx6bl EtherSensor EtherCAP. Mo ymonyaHuto ncnonblyetca nopt 44444,

= Onar mapknpoBkn HTTP-Tpaduka, 3HaueHmne no ymonyaHuto 1. Ecam dnar BbicTaBAEH B
cocToaHue 1, To Kaxkablh HTTP-3anpoc nomeyvaeTca 3aronoBkom Buga X-Sensor-UID:
554E4B4E-4F57-4E20-5555-494400000000, raoe 554E4B4E-4F57-4E20-5555-494400000000 —
YHUKANbHbIA MAEHTUPMKATOP NOMb30BaTENA, NPUBA3AHHbBIA K KOHKPETHON MALUUHE, K
KOHKPETHOMY MO/1b30BaTENIO Ha AAaHHON MaLlMHe, U ABAAOLWMNCA r106anbHbIM B KOHTEKCTE
CeTn opraHusaumu.

B npouecce cBoeit pabotbl moaynb sensor_lsp.dll nokanbHO KOMMYyHULMPYeET no npoTtokoay UDP co
BTOPbIM OCHOBHbIM moaynem EtherSensor Agent — chyx6oi EtherSensor Agent (npouecc
sensor_agent.exe), — 1 nepegaeTt en MHGOpPMaLMIO O Npoueccax, cosgatowmx TCP-coegnuHeHms.

Mogaynb B3aumogpgeuncteus c cepsepom EtherSensor (cnyx6a EtherSensor Agent).

[aHHbIN MOAYNb BbINOMHEH KaK cucTeMHan cnyxba Windows, B KOTOpOI peann3oBaHbl caeayoLlmne
dYHKUMK:

= C60p M Nepesaya AaHHbIX O COObITUAX paboyen cTaHLUK ™ 1o wudpposaHHomy TCP-
COeaMHEHUIO Ha CepBEP MOHUTOPUHIA U cTaTUCTUKKM EtherStat. Ecam gaHHble He yganoch
oTNpaBuTb, To cny»kba EtherSensor Agent nomellaeT ux B I0KabHYO 6a3y AaHHbIX
[INSTALLDIR]\data.db.

= [Tepenava no npotokony UDP cepsepy EtherSensor aaHHbix 0 TCP-coeaAMHEHUAX NpOoL,eccoB
o 75 v
paboueit cTaHuMmn . HacTpoMKM NO3BONAIOT Y4ECTb CMNCOK NPOLLECCOB, COEAUHEHUNA KOTOPbIX
oTCneXXmnBaTb He TpebyeTca.

= /lornpoBaHue cobbiTUin cnyk6bl AreHTta 1 3anunck ux B ¢ain [INSTALLDIR]\log\svcagent.log

[laHHble 0 KoHPUrypauum moaynb sensor_agent.exe 6epet ns [INSTALLDIR]\config\agent.xml. Mpwn
N3MEHEHUM HaCTpoeK HeobxoaMMOo NPoM3BECTU Nepesanyck cayxbbl EtherSensor Agent.

3.6.5. laHHble, NnepepaBaemble Ha EtherStat

AreHT nepegaet AaHHble Ha cepsep EtherStat B gByx cayyanx:
1. Nepuoanyeckn, B COOTBETCTBUM C KOHPUTYypaLMEN.

2. MNpyn BO3HMKHOBEHUA cobbITUA, AaHHble 0 KoTopom EtherSensor Agent gonxeH nepeaatb B
COOTBETCTBUU C KOHPUTYpaLUEN.

Mepuoaunuecku otnpaBnsemblie JaHHbIe

Cnucok obopypoBaHusa

MocblnaeTtca Ha cepeep EtherStat Tonbko npu ctapte cny*K6bl EtherSensor Agent, ganee nocbinatoTcs
TO/IbKO M3MeHeHUA (No cobbITUIO n3meHeHusA). CNNCOK COAEPHKNUT CTPYKTYPbl AAHHbIX,
onucbiBatoLMe yCTaHOBAEHHble Ha paboyel cTaHUMK ycTpolicTBa. [JaHHble 06 ycTpoicTBax
n3BneKatoTca nx CBOMCTB, NpeaocTaBaeHHbIX Ancnetyepom yctponcts Windows ¢ nomoubto
COOTBETCTBYIOLWMNX PyHKUMIM WINAPI, 1 nmetoTt Bua;:
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* HanmeHoOBaHMe YCTPONCTBA
= OnucaHue ycTponcTBa
* HanmeHoBaHMe Npon3BoaUTENS

= CootBeTcTBytowmii Device Id

GUID Class ycTponcTBa B GopmaTe {XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX}

Cnncok Hardware Ids ycTpoiictea
= HanmeHoBaHMe cay*Kbbl, C KOTOPON B3aMMOAENCTBYET YCTPOMUCTBO.
CNUCOK YCTaHOBNEHHbIX MPUAOXKEHUN U CNYKO
Mocbinaetca Ha cepsep EtherStat Tonbko npu ctapte cayx6bl EtherSensor Agent, ganee nocbinatoTca
TO/IbKO AaHHble 06 nameHeHnAX. CNMCOK COAEPKUT CTPYKTYPbl AaHHbIX, ONUCbIBAtOLWME

yCTaHOBNEHHOe Ha pabouelt cTaHLMK nporpammHoe obecneyeHune. Bce AaHHble 06 YyCTaHOBAEHHOM
nporpammHom obecneyeHnmn nsBnekatotca U3 peectpa Windows c nomouwbto WinAPI 1 umetoT Bua;:

* HaumeHoBaHWe NPOAYKTA
* HaumeHoOBaHWe NPoOU3BOAUTENS
» TeKyLiaa BepcuA NPoayKTa

* [yTb MHCTAaNNALMUWN NPOAYKTA.

BeTku peecTtpa, n3 kotopbix 6epetca nHdopmayma:
= HKML\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
= HKML\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall
= HKEY_USERS\<MpocmoTp B KaKa0M

BKknagke>\Software\Microsoft\Windows\CurrentVersion\Uninstall.

MHdopmauusa 06 OC
MocblnaeTtca Ha cepeep EtherStat B cooTBeTCTBMU € Terom KoHdUrypauymm OSMonitor. 310 — gaHHble
06 OC Windows Ha paboyei cTaHUWN, U3BJIEYEHHbIE C nomoLbio WinAPI:

* HanmeHOBaHMe, TEKYLWLAA BEPCUA, TUM U COCTOAHWE ONEPALMOHHOMN CUCTEMDI
= CepuiiHbin Homep B popmaTe XXXXX-XXXXX-XXXXX-XXXXX

® TUn apxuTeKkTypbl (X86 nnam x64)

* IMA KOMMbIOTEPA B CUCTEME U AOMEHE

* Paspgen pu3nYEeCcKoro gMcka U ANPEKTOpUA OnepaLMOHHON CUCTEMBI

= [laTa M Bpemsa nocaeAHen nepesarpysku CMCTeMbl M AaTa nocaeaHero obHoBAEHUSA
cuctembl (ecnm obHoBeHUI He Bbino, To AaTa ycTaHoBKM OC). Tak:Ke nocbisiaeTcs
TeKyllee BpemMa Ha paboyen cTaHumm

= Mogenb U HaMeHoBaHWE NPOM3BOAUTENA MAaTEPUHCKOM NAaThbl
= KonnyecTBo 3anyLweHHbIX GU3NYECKUX U TIOTUYECKUX NPOL,ECCOB

= Pasmep ¢daiina NoAKaYKM onepauMoHHOM CUCTEMDI.
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MHdopmauuma o ceTeBbiX aganTtepax

MocblnaeTtca Ha cepeep EtherStat B cootBeTCTBMU € Terom KoHdurypaumm NETMonitor. [Ana Kaxkaoro
ajanTepa co34aeTca OTAeNbHOe coobLeHMe € ero OoNMcaHWeM U HacTporKamu. [laHHble no
ceTeBOMY afanTepy U ero KoHGUrypaummn nony4yaroTca ¢ nomolbio GyHKumin WinAPl u cogepar:

= HaumeHoOBaHMe agantepa

= HanmeHoBaHMe NponsBoanTeNA

MAC-aapec, IP-agpeca, macka noaceTtu, HacTpoliku DNS-agpecos 1 T.4.
" HaMmeHOBaHME KOMMbIOTEPA B B CETU N AOMEHE

= ®dnar ucnonblosaHua DHCP

GUID ceTteBoro aganrtepa
= MaKcumaibHas CKOPOCTb Nnepeaayvymn AaHHbIX B CETEBOM afanTtepe B OUTax B CEKyHAY.

[aHHble No TeKywWw,en 3arpy3Kke Komnblotepa
N3BneKatoTca ¢ nomowbio WIinAPI u cogeprKar:

= TeKyLLyto Harpysky Ha CPU B npoueHTax
= Tekyuiee ncnonbsosaHne RAM B npoueHTax
= Tekyuiee 3anonHeHne HDD B npoueHTax

= CBob6oaHOe mecTo Ha HDD.

[aHHble, oTnpaBasembie No cobbITUIO

M3meHeHMe cnUcKa YCTaHOBIEHHOrO NporpammHoro obecneueHus

Mocblnaetca Ha cepsep EtherStat npu o6Hapy*KeHNM HOBbIX NN YAANEHUWN YKe YCTAaHOBAEHHbIX
NPUNOXKEHWUIN Ha paboyein cTaHuMK. Bce aaHHble 06 yCTaHOBNEHHOM MM yAA/IEHHOM
nporpaMmHom obecneyeHnmn nssnekarotca ns peectpa Windows ¢ nomowbto WinAPI 1 coaeprkaT:

= HanmeHoOBaHMe NpoayKTa
* HanmeHoOBaHMe NponsBoanTeNs
= TeKyllasa Bepcus NpoayKTa
* [yTb MHCTAaNNALUN NPOAYKTA.
M3meHeHMe CNUCKA YCTAaHOB/IEHHOro 060pyAoBaHuUA
Mocbinaetca Ha cepsep EtherStat npu o6Hapy*KeHMM HOBOro UK yAANEHHOrO YCTPOMCTBA HA

pabouel cTaHuMK. Bce AaHHbIE NO yCTpoOCTBAM M3BAEKatOTCA U3 UX CBOMCTB, MONYYEHHbIX U3
AOncnetyepa yctporcte Windows ¢ nomolbto cootseTcTBytowmnx GyHKUnM WIinAPI n cogeprKaT:

* HaumeHoBaHMe yCTPOCTBA
» OnucaHue ycTponcTea
* HaumeHoBaHWe NPOU3BOAUTENS

= CootBeTcTBYytowWwMmii Device Id

GUID Class ycTpoiicTBa B GopMaTe {XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX }
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= Cnuncok Hardware Ids ycTpolicTea
®* HanmeHoBaHUe CAyKbbl, C KOTOPON B3aMMOAENCTBYET YCTPOIMCTBO.
3anycK 1 3aBeplLueHue npouecca ¢ npusaskoii K TCP-ceccumn
MocblnaeTtca Ha cepeep EtherStat npn ob6Hapy*KeHMn HOBOro npouecca Uan ero 3aseplueHuu. Mpwm

obHapy*KeHnn HOBOro npouecca byaeTt oTnNpaBieHa CTPYKTypa AaHHbIX, ONMCbIBatOLLLAA NpoL,ecc u
coaepalan:

= HaseaHue npouecca

= KomaHAHaA CTPOKa C aprymeHTamMu 3amnycka npouecca
= [lyTb K AMPEKTOPMM 3aNyLLEHHOrO npoLecca

= Bpema MCNONb30BaHMA NoOAb3oBaTeNEM

= NpeHTuduKaTopbl ProcessID, SessionlID u ParentlD.

Mpu 3aBepleHnM NpoLecca oTnpaBaatoTca naeHTMduKaTopbl ProcessID n SessionlD nopoxaéHHoOM
NpoLLeccom Ceccuu.

[aHHble, oTNpaBnaaemble Ha cepBep NpU coBepLUeHUU NoNb3oBaTeNem AeﬁCTBMﬁ B
cmcreme

anI BXoAe Nno/1b30BaTeNIA B CUCTEMY:
= HanmeHoBaHue AOMEHa, B KOTOprl\;i BXO4AUT NONb30BaTE/lb

= HanmeHoBaHue yHeTHOVI 3anncum nonb3oBaTenA

SID — yHUKaNbHbIN naeHTMGMKaTOp nonb3osaTena B OC

SessionlD — Homep ceccMmn Ha KOMNblOTEPE
* HanmeHoBaHue crnocoba paboTbl Nonb3oBaTens ¢ pabouyent ctaHumen: console naum rdp

= Nlata u BpeMA BXOAa NO/1b30BaATENIA B CUCTEMY.

Mpu BbIXOAE NONb30BATENA U3 CUCTEMDI:
= SID — yHMKaNbHbIA naeHTUPUKaTop nonb3osaTtena B8 OC
= SessionlD — HOMep ceccuMm Ha KomnbloTepe

= [laTa M Bpems Bbixo4a No/sb3oBaTens.

Mpu 610KMpPOBKE MM Pa3bOKMPOBKE yHETHOM 3anNnCK NONb30BaTENA:
= SID — yHMKaNbHbIA naeHTUPUKaTop nonb3osaTtena B OC

= SessionlD — HOMep ceccmm Ha KoMMnbloTepe.

MpU U3MEHEHMW aKTUBHOIO OKHa
» TeKyLMi1 3aroN0BOK OKHa

" laeHTMPUKATOp NpoLecca, KOTopbI BAaAeeT STUM OKHOM.
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3.6.6. laHHble, nepegasaemblie Ha EtherSensor

EtherSensor Agent aoctaBnseTt nonydyeHHyo MHPopmaumio Ha cepeep EtherSensor no npoTokony
UDP.

AreHT oTnpasaAeT Ha cepsep EtherSensor nHPopmauuio o npouecce, KOTOPbIM CO34aET BHEWHME
TCP-coegmHeHna:

* laeHTUPMKATOp Npouecca

= imAa npouecca

" AIMA NoNb30BaTeNA, NoA KOTOPbIM BbINOAHAETCA npouecc

= imAa KomnbloTepa

* laeHTUPMKATOP Nonb3oBaTeNA.

TakKe AreHT oTnpaBAaseT MHPopmaumto o camom TCP-coeanHeHnu:
= NoeHTudUKaTop npouiecca
* NaoeHTMdUKaTOp nosnb3oBaTena
= leTann coegnHeHuUA.
OcHOBbIBaAACb Ha AaHHbIX, NnepefaHHbIx AreHTom, cepsep EtherSensor 6yget nomeyaTtb
PEKOHCTPYMpPOBaHHble 06beKTbl TpPadMKa B 3aBUCMMOCTM OT HAaCTPOEK CNeAYHOLMMUN CBOMCTBAMMU:
® /IMA Nonb30BaTens, nog, KOTOpblIM BbIMNOAHAETCA NpoLecc
= iImAa KomnbloTepa
= laeHTMdUKaTOp nonb3osaTensa B popmarte X-Sensor-UID: 554E4B4E-4F57-4E20-5555-
494400000000.

3.6.7. Pabota c AreHTOM

Mepepn ctaptom EtherSensor Agent caenanTe cneaytoulee:

1. MponsseanTe HeobXxoAMMble HaCTPOMKN KOHPUrypauum B paine [INSTALLDIR]
\config\agent.xml c nomouibto Nto60Oro TEKCTOBOro peaaKkropa.

2. 3anyctute cmd.exe ¢ npaBamu AoMUHUCTPATOpPA.

3. OctaHoBUTE cnyxby EtherSensor Agent komaHpgol sc stop "EtherSensor Agent".
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B Agmnnmcrpatop: Microsoft Windows Server 2008 x64 DEBUG Build Environment — | >

MMA_cnyxbu: EtherSen
Tun
CoCcToRHHE

- a3 ny
TpOonNbHaA_TOYKa

PKMOaHHE

Puc.25. OcraHoBKa cay6bl "EtherSensor Agent".

4. 3anyctute cnyby EtherSensor Agent komaHgoi sc start "EtherSensor Agent".

B Agmunuctpatop: Microsoft Windows Server 2008 x64 DEBUG Build Envirenment - O =

CoCcTOAHHE 12 iT_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)

Puc.26. 3anyck cny>K6bl "EtherSensor Agent"
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5. Y6eautecn, 4To cnyxba 3anycTmnacb, Habpas KomaHay sc query "EtherSensor Agent".
CocTosiHMe cnyxbbl gonkHO 6bITb RUNNING.

B Agmnnmcrpatop: Microsoft Windows Server 2008 x64 DEBUG Build Environment — O et

HTpONEHaA_TO4YKa

MHOaHHE

Puc.27. NMposepKa pabotbl cny6b1 "EtherSensor Agent"

3.6.7.1. Bo3MOXXHble BapuaHTbl paboTbl AreHTa

Pabota AreHta c cepsepom EtherStat

Ona pabotbl AreHTa ¢ cepsepom EtherStat Heobxoanmo, 4Tobbl paboume CTaHLUU, HA KOTOPbIX
ycTaHoBneH EtherSensor Agent, Haxoguauch B oaHon ¢ cepsepom EtherStat nokanbHoOM ceTu.
EtherStat c nomowbto wWndposaHHoro TCP-coegnHeHns cobmupaeT MHGOPMALMIO OT areHToB,
YCTaHOB/IEHHbIX Ha pabouynx CTaHUMAX, U aHann3upyeT ee. [Ona naeHTMdMKauMmn pabounx ctaHumm
AreHT reHepupyeT yHuKanbHbit UHID 1 otnpaBaseT ero B coobuieHnmnax cepsepy EtherStat.

Paborta AreHta c cepsepom EtherSensor

PeXXum npo3payHOro NnpoKcupoBaHuA 6e3 mapKUpoBKuU TpadukKa

B naHHOM pexkMme AreHT Npo3payvHO NPOKCUPYET COEAMHEHUA NPUNOKEHMN, 3aNYLLEHHbIX Ha
KOMMbloTepe nonb3oBaTtena. Mpu ycnewHon yCTaHOBKE NPUNOXKEHUEM COeAUHEHUS AreHT
otnpasaseT Ha cepsep EtherSensor nHpopmaumio 06 yctaHosneHnn TCP coeaNHEHUSA KOHKPETHbIM
NPUAOXKEHNEM, BbINONHAIOLWMMCA NOA, KOHKPETHbIM NONb30BaTeIeM CEeTH.
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/~  BHewHAS ceTb

S e

MoToKW AaHHBIX

CoegnHeHwe C EHE WHER CETEHY

—————— CooBuweHwA AreHTos EtherSensor- - - - - -

3epHaNUpYEMbIR Tpahuk

Cepeep EtherSensor
u/unu EtherStat

Puc.28. Mpo3payHoe NpoKcupoBaHue 6e3 MapKUpoBKKU TpaduKa

Takum obpasom EtherSensor npn peKOHCTPYKLUM COOBLLEHNA MOXKET NONAHOCTbIO
naeHTMPULUMpPOBaTb NOMb30BATENA, OTNPABUBLUErO AaHHOe cooblieHne nocpeacTsom oboro
noAnepKMBaemoro Ha AaHHbIM MomeHT npoTtokona (ICQ, MSN, MRA, IRC, XMPP, SMTP, POP3,
LOTUS, HTTP, FTP u T.n.).

Mpwu 3ToM 0653aTENbHO AONKHO BbINONHATLCA YCNOBME OTBOAA KOMUKU aHANU3MpPyeMoro TpaduKa:
Konus TpaduKa AoMmKHA oTBoAUTLCA Ha EtherSensor oo Toro, Kak NnponsonayT U3SMeHeHus B
napameTpax coeguHEHUN.

Hanpumep:
= Jlo npoKcu-cepeepa
= lo NAT

» [10 MEeKCEeTeBOro aKpaHa.

AreHt EtherSensor
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PeXXum npo3payHoro NnpoKCUMpoBaHUA ¢ mapKupoBkoi HTTP Tpadpuka

[aHHbIN pexXum paboTbl AreHTa OT/InYaeTca OT peknma 6e3 MapKMpoBKM TpaduKa TONbKO TEM, YTO
AreHT moanduumpyeT Ha KAMEHTCKON paboyel cTaHUWM oTnpaBasemble NpuaoKeHnammn HTTP-
3anpocbl, Ao06aBnsAs B HUX 3aronoBok X-Sensor-UID: <GUID>, rae <GUID> — yHUKa/IbHbIM
naeHTUPUKaTOpP Nob30BaATENA HA KOHKPETHOM KOMMNbIOTEPE BHYTPU NOKA/IbHOM CETU. DTN AeNCcTBUA
BbINOJIHAKOTCA B NOJHOM COOTBETCTBMM ¢ HTTP-npoToKkonom, He HapyLuan ero pabory.

(" BHewmHAsn ceTb
.

—

| AreHt EtherSensor

MoToku AaHHBIX

o
CoegMHEHMWE C BHELWH £l CEThIY

. .
— — S
—————— CoobweHua AreHToe EtherSensor- - - - - -

Arent EtherSensor

Cepeep EtherSensor
u/unu EtherStat

Puc.29. MpoKkcupoBaHMe ¢ MapKUPOBKOM TpaduKa

Tako pexxnm paboTbl MOXKET NCNosb3oBaTbCA, Koraa EtherSensor moxkeT nonyyaTb Konuto TpaduKa
ANA aHanM3a ToNbKo nocne moguduKaLmMm NnapameTpoB coeanHeHui. Hanpumep, nocne
NPOXOXKAEHMA COeAMHEHUAMM NPoKcU-cepBepa, NAT MM MEKCETEBOrO 3KpaHa.

B aTom cnyyae EtherSensor npu peKOHCTPYKLUM COOBLLEHNA NONHOCTbIO MAEHTUDMUMPYET
nosb3oBaTend, OTNpaBUBLLEro AaHHoe coobueHune, no 3aronoskam X-Sensor-UID n3 HTTP-
NPOTOKONA.

3.6.7.2. KoHdpurypuposaHue cayxbbl EtherSensor Agent

EtherSensor Agent HacTpanBaeTcs Yepes BHECEHNE U3MEHEHWUI B KOHOUTYPALMOHHbIV dain
[INSTALLDIR]\config\agent.xml.

Huke nokasaH npumep Takoro daina:
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<?xml version="1.0" encoding="UTF-8"7?>
<Config version="1.1">
<Local port="44444" markhttp="true" />

<EtherSensor protocol="2">

<server address="ethersensor.serverl:44444" transport="udp" />
</EtherSensor>
<Filter>
<Excludes>
<application name="ethersensor agent.exe" />
<application name="mstsc.exe" />
<application name="wmplayer.exe" />
<application name="uTorrent.exe" />
<application name="skype.exe" />
<application name="wmpnetwk.exe" />
<application name="winlogon.exe" />
<application name="svchost.exe" />
<application name="spoolsv.exe" />
<application name="nissrv.exe" />
</Excludes>
</Filter>
<EtherStat address="127.0.0.1:44445" ZMQKEY="" />

<DataCollectionSetup>
<Hardware duration ms="10000" />
<Software duration ms="30000" />
<OperatingSystem duration ms="60000" />
<Processes duration ms="1000" />
<Performance duration ms="60000" />
<Network duration ms="60000" />
<UserMonitor duration ms="1000" />
<DatabaseStore size="1" />

</DataCollectionSetup>

</Config>

Ter Config

KopHeBol Ter koHdurypaummn. Atpubyt "version" sHyTpu Tera Config onpegenset sepcuto
dopmaTa KoOHOUTYPaLMOHHbIX halinoB AreHTa.

Ter Local

Ter Local asnaetca BnoxeHHbIm B Ter Config u onpesenseT HaCTPOMKK ANA MoAyNA
oTCnexmBaHua coeguHeHuit (sensor_Isp.dll). Mocne 3arpyskun KoHduUrypaumum cnyxba
EtherSensor Agent coxpaHaeT gaHHble HAacTPolKu B peectpe Windows.

ATpnbyt "port" onpegenset nokanbHbin UDP-nopt ana KommyHmMKaunm moayna sensor_Isp.dll co
cnyxxbom EtherSensor Agent.

ATpnbyT "markhttp" paspewaet/3anpewaer mapkmposky HTTP-Tpaduka mogynem sensor_Isp.dll.

Ter EtherSensor

Ter EtherSensor aBnseTtca BnoxeHHbIM B Ter Config 1 onpeaenseT cNnUCoK agpecos cepBepos
EtherSensor, koTopbim AreHT nepeaaét no npotokony UDP nHdopmauumio o npoueccax,
cosgatowmx TCP-coegmHeHus.

ATpubyT "protocol" onpegenaet makcMmanbHYH BEPCUO NPOTOKOANA, ncnonbsyemoro EtherSensor
Agent ana otnpaBKku coobleHnin Ha cepsep EtherSensor. Ha cerogHAWHWIN AeHb AOCTYNHA
Bepcua Npotokona 3. [1nA noafepKn AaHHOW BEPCUM NPOTOKOIA HEOBX0AMMO UCMONb30BaTh
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EtherSensor Bepcumn 4.3.3 nnum ctapwe. a8 COBMECTUMOCTM C NPeAbIAYWNMN BEPCUAMM
EtherSensor Heob6xoaANMMO BbICTaBUTb AAHHOE NoJjie B 3HaYeHue 2.

Ter server

Ter "server" aBnnetcs BAOeHHbIM B Ter EtherSensor n onpeaensaert agpec n TPAaHCMNOPTHbIM
npoToKkon cepsepa EtherSensor.

ATpunbyt "address" onpegenseT agpec u nopt AnA cBA3n ¢ cepsepom EtherSensor. BoamorkHble
BapuaHTbl agpecos — IP:Port nain DNSNAME:Port.

ATpnbyT "transport" onpeaenaet TMN TPAHCNOPTHOrO NPOTOKONA ANA CBS3U C CEPBEPOM
EtherSensor. BoamoxHble BapuaHTbl — udp.

Ter Filter

Ter Filter asnaetcs BnoxkeHHbiM B Ter Config u onpeaenaeT HacTPoKM GubTPa coobLLEHU,
oTnpasasembix Ha cepsep EtherSensor.

Ter Excludes

Ter Excludes aBnaetca BnoxeHHbIM B Ter Filter u onpeaenaeT cNMCOK NPUAOKEHUN,
nHdopmaumio o TCP-coeanHeEHMAX KOTOPbIX HE caeayeT OTNPaBAATb Ha cepsep EtherSensor.

Ter application

Ter application asnaetca BnoxkeHHbIM B Ter Excludes n onpeaenaet npunoxxeHune, MHGopmauma
o TCP-coegmnHeHMsxX KOTOporo He byaeT oTnpaBaeHa Ha cepsep EtherSensor.

ATpnbyT "name" onpeaenaeT TOHHOE UMA MPOLLecca, OTCAEXMBaAHUE KOTOPOro TpebyeTcs
NUCKNOYNTD.

Taknm obpasom EtherSensor Agent coobuiaet cepsepy EtherSensor Tonbko o TCP-coeanHeHumsx,
KOTOpble CO34at0TcA ANA CBA3W C APYrMMM PabouMmMm CTaHUMAMM U CEPBEPAMM B JIOKAbHOM
cetTn u cet MHTepHeT, NpUYem HaCTPOMKN NO3BOASAIOT Y4eCTb CMUCOK NPOLLECCOB, COeAMHEHUSA
KOTOpPbIX OTCNEXKMBATb He TpebyeTcA.

Ter EtherStat

Ter EtherStat asnaetca BnokeHHbIM B Ter Config 1 onpeaenser HaCTPONKKU ANA COeaUHEHUA K
cucTeme MOHUTOPUHTA U cTaTUCTUKKM EtherStat.

ATpnbyT "address" onpeaenseT agpec cepsepa B dopmate "IP-aapec:nopt".

ATtpnbyt "ZMQKEY" ponrkeH cogeprkaTtb Katou ans pabotbl ¢ EtherStat B pexxnme wudposaHua
CoeaguHEeHUA.

Ter DataCollectionSetup

Ter DataCollectionSetup aBnaetca BnoxeHHbImM B Ter Config n onpeaensaer HaCTPOMKU TatMepoB
onpoca gaHHbIX ansa cnybbl EtherSensor Agent.
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Ter Hardware

Ter Hardware siBnaetca BnoxeHHbiM B Ter DataCollectionSetup u onpezenset ¢ nomoLpto
aTpnbyta "duration_ms" HacTpolikn Talimepa B CEKyHAaX ANA ONpoca TeKyllero obopyaoBaHus.

Ter Software

Ter Software asnaetca snoxeHHbiMm B Ter DataCollectionSetup u onpegenaeTt ¢ nomoLLbo
atpmbyTa "duration_ms" HacTpolikn Talmepa B ceKyHAax ANs ONpoca TEKYLLEro yCTaHOBAEHHOro
nporpammHoro obecneyenus.

Ter OperatingSystem

Ter OperatingSystem asnsetca snoxeHHbIM B Ter DataCollectionSetup n onpegenset c
nomoubto aTpmbyTa "duration_ms" HacTpolMkn Tanmepa B CEKyHAAX ANA onpoca AaHHbIX 06
onepaLmnoHHOM cucTeme.

Ter Processes

Ter Processes anaetca BnoxkeHHbIMm B Ter DataCollectionSetup u onpegenaeTt c nomoLLbto
aTpmbyTa "duration_ms" HacTpolikn TaMmepa B CEKyHAAX AN MOHUTOPUHIA TEKYLUMX NPOLLECCOB.

Ter Network

Ter Network sasnaetca snoxeHHbIM B Ter DataCollectionSetup n onpegenset ¢ nomoLubto
atpubyta "duration_ms" HacTpoliku Tamepa B ceKyHAax ANs onpoca AaHHbIX O CeTEBbIX
agantepax U UX HaCTPOMKaX.

Ter Performance

Ter Performance siBnaetcs BaoxeHHbiM B Ter DataCollectionSetup 1 onpeaenseT ¢ nomoubto
atpmbyta "duration_ms" HacTpoliku Tamepa B ceKyHAax Aas OnNpoca AaHHbIX O
nponssoantenoHoctn OC.

Ter Users

Ter Users aBnsetca BnoxeHHbim B Ter DataCollectionSetup 1 onpegensiet ¢ nomolbto aTpnbyTa
"duration_ms" HacTpolkn Tanmepa B CEKyHAaxX AN MOHUTOPUHIa AeNCTBUI NOAb30oBaTe N .

Ter DatabaseSetup

Ter DatabaseSetup saBnsetca BnoxeHHbiM B Ter DataCollectionSetup 1 onpeaenseT HacTpoOnKu
NMMmUTa pasmepa 6asbl JaHHbIX B NpoLeHTax oT cBobogHoro mecta Ha HDD, Ha KoTopom
ycTtaHoBneH EtherSensor Agent.

3.6.7.3. ypHanupoBaHue paboTbl AreHTa

EtherSensor Agent normpyet csou aeiicteuns B dpainbl B gupektopun [INSTALLDIR]\log:

= B ¢aiin svcagent.log 3aHocuTCcA MHOPMaLMA 06 OCHOBHbIX AENCTBUSAX, BbINOAHAEMbIX
cnyxbom EtherSensor Agent.
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= B ¢pann sensor_agent.exe.log 3aHocKTCA MHOOPMALMA O COBLITUAX, FEHEPUPYEMbBIX BHYTPU
cnyx6bl nornposaHua EtherSensor Agent.

= B ¢pann processinfo.log 3aHOCcUTCA MHPOPMALMA O TEKYLLUMX NPOLECCaX, COEANHEHMA KOTOPbIX
oTcnexkmnaet EtherSensor Agent.

daiinbl *KypHanos (svcagent.log n sensor_agent.exe.log) npeactasnaioT coboit XML-¢palinsi
CNefyioLLero coaepXaHua:

<Message time="2012-03-23T17:47:48.148+04:00" level="information">
<Client channelname="MICROOLAPAGENT"
processname="sensor_ agent.exe"
modulename="sensor agent.exe" />
<Text>Start of the application.</Text>
</Message>

Ter Message

Ter Message ABNAeTCA KOPHEBbIM Terom coobLeHuna, 3annMcaHHoro B ¢aiin nora. ATpmbyt "time"
— BpemsaA OoTnpaBKK coobuleHnsa, aTpmbyt "level'— ¢ Kaknm npruopmUTETOM OTNPaB/IEHO Co0bLIEeHNEe
(Hanpumep, information — nHpopmaymoHHoe coobLieHme, error — coobLieHme 06 ownbke).

Ter Client

Ter Client onucbiBaeT oTnpaBuTens coobuweHna. Atpnbyt "channelname" coaepunT uma KaHana
coobueHun, aTpnbyT "processname "— Mmsa npouecca otnpasuTena, atpmbyTt "modulename" —
UMA MoAyANs BHYTPWU npolecca, co3aasliero coobuieHue.

Ter Text

Ter Text coaepUT TEKCT coobLeHnA.

daiin processinfo.log npeactasnsert cobot XML-dpainn chneayollero cogepaHus:
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<?xml version="1.0" encoding="UTF-8"7?>
<Processes>

<Process pid="4136" name="chrome.exe">
<User uuid="32014294-5bbf-11el1-b8£f5-005056c00808"
name="Home-PC\Home" />
<Sessions local="0" remote="311"/>
</Process>

<Process pid="636" name="svchost.exe">
<User uuid="3a45de5b-5be6-11el1-b8£5-005056c00808"
name="HOME\HOME-PCS$" />
<Sessions local="0" remote="3"/>
</Process>

<Process pid="948" name="firefox.exe">
<User uuid="32014294-5bbf-11el1-b8£f5-005056c00808"
name="Home-PC\Home" />
<Sessions local="2" remote="741"/>
</Process>

<Process pid="1584" name="googletalk.exe">
<User uuid="32014294-5bbf-11el1-b8£f5-005056c00808"
name="Home-PC\Home" />
<Sessions local="0" remote="89"/>
</Process>

<Process pid="2860" name="uTorrent.exe">
<User uuid="32014294-5bbf-11el1-b8£f5-005056c00808"
name="Home-PC\Home" />
<Sessions local="100" remote="27084"/>
</Process>

<Process pid="3076" name="vmware.exe">
<User uuid="32014294-5bbf-11el1-b8£f5-005056c00808"
name="Home-PC\Home" />
<Sessions local="4" remote="1"/>
</Process>

<Process pid="3908" name="NisSrv.exe">
<User uuid="fb91lcb5e7-5eec-11el-b226-005056c00808"
name="NT AUTHORITY\LOCAL SERVICE"/>
<Sessions local="0" remote="1"/>
</Process>
</Processes>

Ter Processes

Ter Processes ABNAETCA KOPHEBbIM TErOM CNUCKa OTCAEXMBaeMbIX NPOLLEeCCOB.

Ter Process

Ter Process saBnsieTcA BNOXKEHHbIM B Ter Processes 1 onMcbiBaeT OTCNEKMBAEMbIN MpoLLecc.
ATpunbyt "pid " copepxut naeHtudukaTtop npouecca 8 OC, atpubyt "name " coaepKmT nma
OTC/IeXXMBAEMOro npotiecca.
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Ter User

Ter User aBnaeTtca BNOXKEHHbIM B Ter Process U onucbiBaeT Nosib3oBaTesIA B IOKANIbHOWN cucteme,
noA YbMMM NPaBaMu BbINOSHAETCA OTC/eXMBaeMbln npouecc. ATpubyT "uuid" cogeput
naeHTMPMKaTop Nonb3oBaTtensa, atpubyt "name" coaepKUT MMA Nonb3oBaTens.

Ter Sessions

Ter Sessions ABnAeTCA BNAOXEHHbIM B Ter Process 1 onucbiBaeT OTC/AeXMBaemMble CoeguHeHNA
npouecca. Atpubyt "local " cogepKnT KONNYECTBO NOKaNbHbIX COEAUHEHWNIA, BbINOJHEHHbIX
BHYTPW MpoLecca UnmM mexay npoueccamu, aTpnbyt "remote" cogepKUT KOMYECTBO YAANEHHbIX
COeaMHEHUN, YCTaHOBNAEHHbIX AAHHbIM NPOL,ECCOM.

3.6.7.4. NMpo6aembl n pewweHus

He ctapTtyet cay»k6a EtherSensor Agent.

= [TpoBepbTe B KOHPUTrypaunm EtherSensor Agent HacTpoliky noptoB Ansa cepsepos EtherSensor,
EtherStat, a TaK e HacTpolKy NokanbHoro nopta: tern Local, EtherSensor n EtherStat. MopTbl
He A0/MKHbI coBnagaTh. MNpu coBnageHMn NopToB cayKba He MOXKET KOPPEKTHO paboTaThb.

* MpoBepbTe dalinbl }KypHanos (svcagent.log, sensor_agent.exe.log) Ha Haanumne B HUX
coobuieHnn 06 owmnbkax pabotbl EtherSensor Agent.

= [TpoBepbTe XKypHanbl Windows Ha Hainume B HUX cooblieHnt 06 ownbKax paboTbl
EtherSensor Agent.

= CoobwmTte 06 MHUMAEHTaX B CAyKOYy nogaepKKu.

Mocne ctapTa EtherSensor Agent ¢aiin processinfo.log He oTo6pakaeTt HM ogHOro
oTCNeXXMBaemoro npouecca.

* He nogkntouveHa ceTeBas KapTa Uam He ckoHdurypuposaH ctek TCP/IP. Y6eauTech, uTo
cuctema co3gaét TCP-coeanHeHmsa, Hanpumep, 3arpy3ms 6pay3ep n oTKpbIB N0OYIO CTpaHuLy.
Mocne atnx aencteunii B pakne processinfo.log nonkHa otobpasnTbca MHGoOpMmaLmna o
npouecce 6paysepa.

= [laHHbI KOMMbIOTEP BXOAMUT B AOMeEH. B Takom cnyvae moaynu EtherSensor Agent,
3arpy)KeHHble B nNpolecchbl, KoTopble co3aatoT TCP-coeanHeHMA, NbITalOTCA NOAYYUTL UMA
nosb3oBaTeNA B JOMEHeE, C YbUMMK NpaBamn BbINOMHAETCA npoLecc. B AaHHOM ciyvae oveHb
BaXXHO, YTOObI OblIN NPABU/IbHO BbiCTaBAEHbI HAacTpoiKkmn DNS otcnexknsaemoit OC, Tak Kak
cuctemHoe API, KoTopoe npegocTtaBaseT nHpopmaumio 06 MeHn nonb3osBaTens B AOMEHE,
ncnonb3yeT HacTpolkm DNS.

Hu oaHO NnpunokeHue B CUCTEME HE MOXKET CO34aTb YAaNEHHOE COeAUHEHUE, HO A0
uMHcTannauum EtherSensor Agent B cuctemy Takux npobsem He 6bino.
* MNepengnte B oUpPEKTOpUIO MHCTannauum EtherSensor Agent n BbINOAHUTE KOMaHAY

sensor_instlsp.exe -p > log.txt. JaHHas KomaHga 3anuweT B ¢ain log.txt cnmcok
YyCTaHOB/IEHHbIX NpoBainaepos cetTeBoro cteka OC.

* [TpoaHaNn3npynTe camocToAaTelbHO daia log.txt n npn HeobXoAMMOCTHM BbILLJIUTE B CAYXKOY
NOAAEPHKKMN.
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* BbinonHMTe KOMaHAy sensor_instlsp.exe -f -c b. [laHHaA KoOMaHAa OTKAYUT MOAY/Ib CAEXKEHUA
EtherSensor Agent sensor_Isp.dll. 3anyctuTte HoByto Konuio Bpay3epa n OTKPONTE yAANEHHYIO
CTpaHuuy. Ecam cTpaHuLa oTKpblNach, 3HAYMUT NPobAEMbI AeNCTBUTENBHO B MOAY/E CAEXKEHUA
sensor_lsp.dll. B npotuBHOM cnydyae npobnema He cBA3aHa ¢ moaynem cnexeHuna EtherSensor
Agent.

EtherSensor He naeHTMUGULUPYET NONb30BATENA NepeXBa4YeHHOro coobueHus.
= [TpoBepbTe KOHPUrypauuto EtherSensor Agent: Ter EtherSensor, 3atem Ter server. ATpnbyt
"address" Tera server gonxeH coaepxaTb KoppekTHoe DNS-uma cepsepa EtherSensor, koTopoe
NpPaBUAbHO onpeaenseTcsa Ha gaHHoM paboyen ctaHumn. Ecam ykasaH IP-agpec, nposepbTe
AocTynHocTb IP-agpeca cepsepa EtherSensor (Hanpumep, Npyu NOMOLWM YTUAUTBI ping).

Cepsep EtherStat He nonyyaet coobuweHusa ot EtherSensor Agent:

= [TpoBepbTe daiin svcagent.log Ha Hannyme B HEM coobLieHuin 06 owmnbkax EtherSensor Agent.

= [IpoBepbTE KOHPUTYypaLUto 8 coeanHeHuns c cepsepom EtherStat: Ter EtherStat. ATpnbyr
"address" ponrkeH cogeprkaTb IP-agpec, no KoTopomy npomcxoanT coeamHeHune. Atpubyt "key"
COOEPKUT OTKPbITbIA KNOY ANA WNHPOBAHHOrO CoegMHEHMA. DTOT KNOY A0MKEH COBNAjaTh C
OTKPbITbIM KNto4oM cepBepa EtherStat.

» MpoBepbTe AocTynHOCTL IP-agpeca cepBepa EtherStat (Hanpumep, npy NoMmowm yTUAKUTBI ping).

= [TpoBepbTe KOHIUIypaLuo BpemeHn 06paboTkm nHbopmaumnm B Terax OSMonitor,
HWMonitor, SWMonitor, UserMonitor, NetMonitor u ProcMonitor. Ecan atpmbyt "timer"
ycTtaHoBsseH B 0, TO coobLeHNA COOTBETCTBYHOLWMX COBbITUIA 0bpabaTbiBaTbcA He ByayT,
cnepoBaTeNibHO, He ByayT OTNPaBAATLCA U Ha cepBep EtherStat.

4. AHann3 cobbITMX U 06BbEKTOB

Cnyxba EtherSensor Analyser npeaHasHavyeHa gns AeTEeKTUPOBaHUA, GUAbTPaALMKN M aHaM3a
M3BJIEYEHHbIX N3 CeTeBOro TpaprKka o6 bEKTOB.

Cnyxb6a aHanu3smpyet 06beKTbl NPOTOKOOB YPOBHA NPUIOKEHWNI, NONYYEHHbIE OT CAYK6
EtherSensor PCAP, EtherSensor EtherCAP, EtherSensor ICAP u EtherSensor LotusTXN ¢ uenbto
NETEKTMPOBAHMA 06HEKTOB N COBbITUIA, pacno3HaBaa UX MPUHAANEKHOCTb K onpeaen&HHbIM
NHTEepHET NAN MHTPAHET cepBuCcam.

HaunHas c Bepcum EtherSensor 6.0 peann3oBaHa ocHOBaHHas Ha CKpMnTax Lua oTKpbITan
noAcucTema aHanm3a AaHHbIX U AETEKTMPOBAHUA COObITUINA.

MocTaBka EtherSensor BkatouyaeT 06WKMpPHbBIN Habop 3apaHee NOAroToBAEHHbIX Lua-cKpMnToB, a ¢
nomouwbto EtherSensor IDE BO3MOXKHa CaMOCTOATENbHAA Pa3paboTKa GUNbTPOB, AETEKTOPOB U
npodunen [OCTaBKN pe3ynbTaTos.

Obuwasn cxema pabotbl cnyx6bl EtherSensor Analyser:
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EtherSensor EtherCAP 7
PeKoHCTpYWpOBaHHbIE CECCHM

EtherSensor Analyser
JleTe KTUpoBaHUE, HOPManu3aUuWaA, aHanus, GUnbTpauua coobULEHWIA 1

Ha3zHayeHWe npoduiei LOCTaBKK

Mogynu getekTMpoBaHHa @unbTp coobuyeHWid
1. Web-noura 1. AHanus MeTagaHHbixX coobueHua
2. CoumanbcHble ceTH, GO pyMbl, YaTkl ¥ 12, AHanws coOepHMMO o
3. JNeKTpOHHAaA No4YTa cooBuerHuA
4. MrHoseHHble coobweHmus Hopmanu3aoBaHHoe | 3. Pacwmperue (gobaeneHue)
5. Coobuwenma IBM Lotus Notes coobuleHue MeTafaHHbIX B coobweHue
6. MNepepaua dainos 4. NpuHATHE peLIEHKMA O OOCTaBHE
7. MowckoBbie zanpocol coobuenua cucteme-noTpeburento
L
M~
N\L\v//.-—
EtherSensor Transfer

[locTaBKa pesynbTaTos

Puc.30. Cxema pabotbl cnyx6bl EtherSensor Analyser.

®ainn KoHpurypauyum EtherSensor Analyser

KoHdurypayms caybbl EtherSensor Analyser xpaHutca B8 XML-daline analyser.xml, pacnonokeHHom
B 06Liei anpekTopmn KoHpurypaumuii Microolap EtherSensor [INSTALLDIR]\config.

MapameTpbl KOMAHAHOW CTPOKM

Cnyx6a Windows EtherSensor Analyser B xoge nHctannaunm Microolap EtherSensor
yCTaHaB/MBAETCA C aBTOMATUUYECKMM 3anyckom. OgHaKo, Npu HeobxoaMMOoCTH npoLecc
sensor_analyser.exe MOXHO 3aMnycTUTb KaKk npuaoxeHne Windows co cnegyowmmm napametTpamm
KOMaHAHOW CTPOKMU:

/process

3anyctTuTb Npouecc sensor_analyser.exe Kak 06biuHbIM Windows Win32-npouecc (BO3MOXHO
MCNONb30BaThb A4 OTNAAKM).

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



AHanus cobbiTuit u o6beKToB 88

/service

3anyctnTb Kak cnyxoby Windows.

/config

CoxpaHUTb KOHPUTYpPaLMIO CAYKObI N0 YMONYAHMUIO.

4.1. Hactpouka EtherSensor Analyser

AHaNM3 N3BNIEYEHHDbIX U3 CETEBOro TpaduKa 06bEKTOB, BbINONHAEMbIN cay»Kb6ol EtherSensor
Analyser, cCOCTOMT 13 cAeayoLWmX 3Tanos:

1. MpepBapuTenbHan GUAbTPaLMA 06bEKTOB/cOBBLITUI .

MpeaapuTenbHaa GuUAbTPaALUA NepexBayeHHbIX 06 bEKTOB NPUMEHAETCA B OCHOBHOM ANA
CHUXKeHUA Harpy3ku Ha EtherSensor. Ha aTom sTane npeanonaraetca Ucnonb3oBaHUe CaeayoLwmx
MeTagaHHbIX 06BbEKTOB, NOYYEHHbIX Ha 3Tane nepexsaTa TpaduKa cayxb6om EtherSensor EtherCAP:

= CeTeBble agpeca y4aCTHUKOB KOMMYHUKaLUMK

= Tunbl NPOTOKONOB

* MeTagaHHble NnepexBavyeHHbIX 06 bEKTOB KOHKPETHbIX MPOTOKO/10B

» AHanus HTTP-o6bekToB (MeToabl 3anpocos, URL, 3aronosku 3anpoca/oTeeta)

= Pasmepsbl 1 TMNbl RAW-gaHHbIX NepexsaTa.

TaKkKe Ha aTane npeaBapuTenbHol puabTpaummn EtherSensor moxeTt nornposaTtb cobbITUA U UX
KOHTEHT B pa3nyHbIX popmaTax, ocHoBaHHbIX Ha SYSLOG: ArcSight CEF, QRadar LEEF, ICSA/CISCO
SDEE, DMTF CIM, CEE w1 T.n.

o (92
2. leTeKTMpPOBaHUe U Hopmanusauma o6beKToB/cobbiTnii .

Ha 3Tom 3Tane 06beKTbl/cobbITUA, MONYYEHHbIE U3 PAa3/IMYHbIX UCTOYHMKOB, TPAHCHOPMUPYIOTCA C
MOMOLLbIO CKPUNTOB Lua B HOPMA/IM30BaHHbIe COBbLITUA YPOBHA NPUIOKEHMUA C OANHAKOBOM
CTPYKTYpOl 1 Kogmposkoi (UTF-8 no ymonyaHuio).
Mpy HopManM3aLMKM NepexsavyeHHbIX 06 bEKTOB AOCTYMHbI caeayolme GyHKUUN:

= AHanun3 URL-encoded ob6bekToB

= AHanus copeprkmnmoro MIME yacTei

= AHanus obbekTos JSON/XML/HTML

= AHanns ob6vektoB WebSocket: custom binary, json, xml, xmpp

= PacnakoBka 06bekToB baseb4, gzip, brotli

= AHanu3 06beKToB ¢ nomoLbto hyperscan u pcre-2

= PeKOHCTpYKUUA painnos, nepeaaBaembix Mo 4acTam
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" AHa/M3 BMHApPHbIX 06BEKTOB, HaNpUMep:
= DNS over HTTPS
= Protobuf.
* HakonneHue 1 XxpaHeHMe MeTaAaHHbIX, Hanpumep:

= dopmunpoBaHue u xpaHeHne npodpuaeit Nonb3oBaTeNnei/ycTpoicTs ANa AanbHenwen
Np1BA3KM cobbITUI

= XpaHeHue Cookie

= XpaHeHue User Account Information.

3. 3aBepwarowan punbrpayma *,

O6beKTbl/cobbiTUA, NONYYEHHbIE Ha 3Tane JeTeKTMPOBAHUA M HOPManu3aLnMmM, MOryT NPOXOAUTb
3Tan 3aBepliatollein ¢uabTpaumnm. Ha stane 3asepwatolleit GUabTPaL MM NPOBEPAIOTCA CneayroLme
napameTpbl 06beKTa/cobbiTnA:

= CeTeBble agpeca yd4aCTHMKOB KOMMYHUKaUnUu
= [lomeHHble agpeca y4aCTHMKOB KOMMYHUKaLUUun

* MeTagaHHble 0bbekTa/cobbiTna (aTpnbyTbl U 3aros0BKK)

Email-agpeca y4yacTHMKOB KoMMyHMKauuu (from, to, cc, bcc)

® aeHTMPMKATOpPbI NONb30BaTeIE KAMEHTOB MIHOBEHHbIX coobuieHuit (ICQ, MRA, MSN,
IRC, SKYPE, XMPP)

NpeHTndunKaTopbl NONb30BaTeNEN COLMAbHbIX CeTel
= CoaepKMmoe TEKCTOBbIX Nosel coobuweHuni (subject, body)

" imeHa M TUNbl aTTa4YMEHTOB

Paszmepbl ¢pannos n coobLieHUN.
O6beKTbl/cobbITUA Ha AaHHOM 3Tane 06paboTkn moryT 6bITb 06oralleHbl 40NOHUTENbHbIMU
MeTaJaHHbIMU/aTpubyTamm:

® Tunbl ¢pannios, AeTeKTUPOBaHHbIE C Nnomoulbto libmagic

= Xawwu $annoB 1 pasiMUHbIX CErMeHTOB 06beKToB/cobbiTuiA (crc32, mds, shal, sha256)

* MeTazaHHble, HakananBaemble cay»boi EtherSensor Identity (nonb3osatenn cetu,
yCTPOWCTBA U T.M.)

* MHdopmauma o gocTaBke obbekTa/cobbiTua cucteme-notpebutento (DLP, SIEM, UEBA,
eDiscovery, Enterprise Search, apyrvue apxusbl 1 T.M.).

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



AHanus cobbiTuit u o6beKToB 90

Kaxkgbit Lua-ckpunt moxeT:

yAaneHbl

4.1.1. NpepBaputenbHana punbTpaums

Ha Kaxkaom stane 06paboTkM JaHHbIX MOXKHO 3a4aTb NPOM3BO/bHbINM Habop M NOPAAOK BbI30BA
Lua-ckpuntoB a4 06paboTkM nepexsayeHHOro obbekra/cobbiTua.

9T0 03HavaeT, 4To Nonb3oBaTtenb EtherSensor moxkeT NOAHOCTbIO KOHTPOIMPOBATL NOPAJOK
OEeNCTBMIN U NOrMKy 06 paboTKM nepexBayeHHbIX 0O bEKTOB.

= [peKpaTnTb 06pabOoTKy TeKyllero o6bekta/cobbiTMA, NOCae Yero OH U ero AaHHble 6yayT

* MpoaonKknTb 06paboTKy 06beKTa/cobbiTMA. B aTOM ciyyae 06bekT byaeT nepesaH
cnepylowemy CKpUnTy Ana AanbHenwen obpaboTtku

= Co34aTb HOBbIV 06BEKT/cObbITUE M NepeaaTh ero Ha 3Tan 3asepLatowen puabTpaLmu.

[na ynpaBneHnA HacTpoliKamu npeaBapuTenbHor GUAbTPALUM NCNONb3YATE OKHO
MpedsapumenvHas punempayua KoHconu ynpasneHus EtherSensor:

Noru ayTeHTIduKaLM

@ Lua-ckpunThl

£~ AreHTH Sensor

=12, AHanM3 aHHEN

: 6.“ Lua-ckprnTil

7 OuneTpel HTTP-ofbexTos
D'"ﬂ NeTerTHpoBaHie coBbimui
[+~ % 3apepwatollan duisTPauMa
E-4! AocTaeka pesyneTatos

-5 ARCHIVING

-] oe

{5 SIEM

[+ SANDBOX

-l sTATS

----- 1= GROUP-npodmni

----- OBLMe HECTPONKK AOCTSBKM
-4 TIOACUCTEMA KYPHANMPOBEHMA

et f A ypHank! cobbiTuHi

Ll CTaTHCTIHKE

-I-M ¥nanéHHeld noctyn

i [E-[F RAPI npodiani

=% Muuersvposarne

| Miuensia

=] 3anpoc AULEHZHK
Nokanusawa

L4535 Pepaxtop

Y

&4 Hactpoiika - Microolap EtherSensor PCAP Edition - O X
m HacTpoiika  MpoM3BoAMTENBHOCTE OuarHocTiika  OBHoBREHWA ?
4= 0P @ 5
MpoHEE0AHTENEHOCTE ;_—i} Hactporka ﬁ AHarHocThEa @ CEHOENEHHA
-fad DNSBL-cepsepb! ~

MNpeneapwTensHas duneTpauus
OEpEIECITKEI CCIEl:iITI,I1I::1r AOAYYEHHBIX 0T MCTONMHWKOE AaHHbIX: aHanKM3 METaAdaHHbIX, OCTaHOBKS
obpaboTkK No NpeaonpPeaenEHHEIM KPMTEDMAM, BEINOMHEHWE 33PEHEE S34aHHEIX ASACTEMA,

| | | DUnsTp | | + 3 |
Ak TMBHbIE
Ne MHa daiina Bepoua  MMA ckpunTa KOMMEHT SpIIA
Q 1 1-drop-100MB.lua 1.0 drop-100mb Stops event processing greater than 100 MB
< >
INocTtynHbe
MNe Mnma daina Bepoua  MMA ckpunTa HomMMeHTapIiA
@ 1 i og-cef
@ 2 ess.lua .0 og-squid-access annel

>

Beponm: =) £ Ceaze: i) ©) @ @ Coucen: W n ]

Puc.31. KoHpurypuposaHue npegBaputesibHO GUABTPaALMKN NepexBayeHHbIX 06bEKTOB.

B 3TOM OKHe Ha3HauatoTca Lua-ckpunTbl gna npepsaputenbHon GuabTpaummn ob6bekToB. CKpUNThI
BbI3bIBAOTCA OT NEPBOro KO BTOPOMY U TaK Aanee. KoAn4ecTBo CKPMNTOB, y4aCTBYHOLWMNX B
npeaBapuUTenbHol GUAbTPaLUU, MOXKET BblTb CKO/Ib YrOAHO 60NbLINM.
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PefaKkTMpoBaTb CKPMMTbI MOXKHO C NOMOLLbIO Nt060ro TEKCTOBOrO peAaKTopa (CKpUMTbl HaXo4AATCA B
KaTanore uHctannaumm [INSTALLDIR]/scripts/an-prefilter) unm ke npamo B okHe KOHcoNU
ynpasneHus Lua-ckpunmei.

'72__4 HacTpofka - Microolap EtherSensor PCAP Edition — O Y

ETHM HacTpoika  MpowsBoawTenbHocTe  AwarHocTvka — OBHoBneHwAa 7

- Ob @ 24

MpoHEE0AHTENEHOCTE ﬂd} Hacrpoika ﬁ AHarHocTHES @ QBHOENEHHA

ifad DNSBL-cepsepo ~ == L
=-E= Noru ayTerTidikalsm | Ua-CKpUnNThl
T Lua-aepunTen ' ' HacTpoiika Lua-ckpunToB ANs aHansa cobbiTHit, NonyYeHHEI 0T MCTOYHMKOE AaHHLIX,
& Arerel Sensor R
[=+{15), AHAMMS AAHHBD = —,
-7 MNpeasapuenshas duneTpawma =% @ | l—‘_é
6? |I1—drnp—1ﬂDMB.Iua ~ | |.\I process(event] w
./ OMneTpRI HTTP-0fbexToE
) U et T Rttt -
& ﬁﬂ'ETEKTMpDBaHME oD 28 local dprint = debug.print;
[H- % 3apepwatollan dunsTpauua 29
=4} docTaeka pesyneTaTos 1 T
B ARCHIVING 31 function process(event)
w-{E] bLp 32
[H-# SIEM 33 local bodies = event.bodies;
-7 SANDBOX 34 local count = #bodies;
[z STATS 35 for 1 = 1, count do
i GROUP-npodmnm 36
----- OfimMe HACTPORKK AOCTAEKM 37 :!.ocal b.= bodies[1];
-4 MopocTema sypHanuposaHia 38 if (b.size > 18435768@) then
= 39
1/ HypHans! cobemui . .
B, Cramvemika 4@ -- Stop further event handling after script complete
-] ¥nanéneii nocTyn :5 end return DROP;
: [+~ RAPI npodmnm a3
-8 Mauersuposarite el end
2| MiueHzna 45
=] 3anpoc AMUeHsiM 46 -- Continue event handling after script complete
i Moxansalys 47 return ACCEPT; h
wqfr PenakTop wl|| € 3>

Bepoun: [ £ Cease: [ €) © ¥ coucenn: ¥ 1 3

Puc.32. PegakTMpoBaHue CKPUNTOB NpeABapuTenbHO GUNbLTPaALMKM NepexBade HHbIX 06beKTOB.

®dunbTpaymio nepexsadyeHHbix HTTP-3anpocoB Takke MOXHO CKOHOUTYPUPOBATb, UCMOJIb3Ys OKHO
®unompoel HTTP-06vekmos KoHconu ynpasnenus. Mpasuna ¢puabTpaymmn, cosgaBaemblie ¢
nomoLbto ¢pmuabTpa HTTP-06beKTOB XpaHATCA B XML-painnax, Haxogawmxca B ANPEKTOPUM
[INSTALLDIR]\config\filter\http.

Bo Bpems 3anycka cnyx6bl EtherSensor Analyser aktusHbIM uabTp N3 dpopmata XML
TpaHcpopmupyeTcs B Lua-CKpMNT M BCerga CTaHOBUTCA NEPBbIM B LLENOYKE BbI30BA CKPUNTOB
npeaBapuTenbHoOM GunbTpaumm.
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

MpOHIE0AHTENEHOCTE g:d} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

i fad DNSBL-cepEepe! ~ "

B8 norw ayrermduaLsm Hactpounka punetpoe HTTP-obbekToR
- '/.z'\ LUa-CKpMATEI 3 Ynpaenexwe dainam dnneTpos HTTP-obkekToE, Co3AaHME, YOANSHWE, KNOHWPOBIHWE M MEMEHEHKE,
:_- AreHTel Sensor 1

=), AHanM3 aHHEN
T CeoicTea obrexTos GuneTpa Jefctena ¢ obeekTammn guneTpa
=] MpeABapUTENLHER BMNETPAELMA P P
@ Lua-cepune Wna CoctoAHue  [efcTene Hoeu#t o6bext
kS ﬂ Jj s W_OGBEOE = “V Default HTTP objects filter for Ethersens. .. TnsTp
JAeTexTHposaHue cobbImhi o E Ocosran Tabnuia .
[ % 3apepwatollan dunsTpauMa = E——— = TaBnuua
[k [ocTaEka pesynsTaTos «f Sendin ponoms... |
&), vonosua =! Mpasuno M
-4 ARCHIVING e
&[T oLp W fencTena @), Ycnoene -
w58 sEM Q Delete objects larger 50 Mb 3abeme 1 Deiicrane .
-9 SANDBOYX e Accept objects MpuHATE
-] STATS O6ume
----- 7, GROUP-npadinm i Boipesats
----- OBWwMe HICTPORKK QOCTIEKM e
= = MoacMcTEMa HyPHANMPOBaHHS ndin [ Konnpoeate
1/ HypHane! cofibimii Y"—"'_UJ_BIM? . [] Kenuposars Tekcr
e iy CTETHCTIKE - Trabaou sanpoc
.. . JeiacTeua:
1 ¥nanénHsit aoctyn - COXPEHWTD MHopMaLMo of offbekTe B topMaTe CEF [CEF-HTTP] Bcrasuts
H -1 RAPI npodunm - CoXpaHWTE MHboprawo of obkekTe B dopmaTe SQUID ACCESS x YaanuTe
=% Muuersvposarne [SQUID-ACCESS]
| Thuesns @ CeoiicTea
=] 3anpoc MULEHZHK
: J:IPKanmaumn DuneTp | http.filter.xml v | He nanonezosaTe CoXpaHTE
----- 4 PenaxkTop =

Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.33. YnpaBneHue punovrpaumeit HTTP-o6veKToB.

Mcnonb3yliTe NpaByto YacTb OKHA ANA pPefaKTMpoBaHMA GUNbTPA, AOMNYCKAETCA peaaKTUpoBaHme
aktTMBHoro ¢puabTpa. Ho ans Toro, utobbl cnyxkb6a EtherSensor Analyser Hayana ncnonb3oBaThb
N3MEHEHHbIN GUNLTP, 3TOT GUNLTP CrenyeT caenaTb aKTUBHbIM U Nepe3anycTUTb CAYKOY.

MoapobHee 03HaKOMUTLCA C PaboToi aTo GYHKLNM MOXKHO B pasaene Mpedunbtpauma HTTP-
158
3anpocos

4.1.2. leTeKTMpOBaHUe U HOpManM3auma cobbiTnii

[ns ynpaBneHns HacTpOMKaMu AETEKTMPOBAHUA U HOPMann3aLumnmn obbeKToB/cobbITUIA UCNONb3YINTE
OKHO ZlemekmuposaHue cobbimuii KOHCONWN YyNPaBIEHUA:
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&4 Hacrpoiika - Microolap EtherSensor PCAP Edition — O *
P P
Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA ?
L OP @ 2y
[l]  MporssoavTensHOCTS {3 Hactpoiika | { AwarnocTiks | 5L OfHOBReHmA
i fad DNSBL-cepEepe! ~ 6 "
@ Toru ayTeHTIgMIKaLIM ,E,ETEKTHPOBEHHE CORbITHUA
: r LUS-CKPMTE! [JETEKTHPOBEHME M HOPMANWMZELMA COBEITHIA, NONYYEHHEIX OT MCTOYHMKOE A&HHEIX,
:_- AreHTel Sensor
[Z-+4 15}, AHANMS AHHBIX
=¥ MpeasapuTensHaA hUALTRAaLAR | | | S | | L |
'ﬂ Lua-ckprnTil AxvBtie
) DubTpbl HTTP-06bekTos N2 A daiing BepcuA  MMA ckpUNTa KoMMEHTapMIt &
B
ﬂ Y UalﬂTb Q 1 |2-conmect.lua 1.0 connect Method CONMECT detector
- Z;‘;.::;Bepmaromaq F—— 2 I2-doh.lua 1.0 doh DMS over HTTPS detector
ek | focraska pesynstatos Q 3 |2-websocket-skype.lua 1.0 websocket-skype Websocket Skype detector
[-4= ARCHIVING Q 4 |2-websocket-whatsapplua 1.0 websocket-whatsapp  Websocket Whatsapp detector
=-[F] oe 5 I2-websocket-ok.ru.lua 1.0 websodket-ok.ru Websocket Ok.ru detector
-[58 SIEM Q 6  |2-websocket-xmpp.lua 1.0 websocket-xmpp Websocket XMPP detector
-5 SANDBOX Q 7 |2-websocket-generic.lua 1.0 websocket-generic Websocket generic detector v
[ - ' ' - ' - ' T
[H- STATS < >
----- =< GROUP-mpodwini
----- L OBlLME HACTPOMKKM AOCTABKN Hoctynhue
[F MoAMCTEME #KYPHANMPOBAHWA Ma Bepowa  MMa ckpunTa KoMMEHTapHIA 2
=4 Kyprane coBermuit @ - i dump-htin equests to 3 so
i, Crameria 01 o e Fauesis o g
-1 ¥aanéHHeEIR gocTyn @ B o )
T 3 o
i [-[7 RAPInpodwimm @ - o
== i‘ NMULEH3MPOBEHME N w
i | LEH3NA @s o
|| 3arpoc AMUeHsMM g b L ¥
T Nokanusauma v ||l % >

Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.34. YnpaeneHue getekropamm 06beKkTos/cobbITuii.

B aTOM OKHe Ha3Ha4atoTcA Lua—CKpVII'ITbI Ana JeETEKTUPOBAHUNA U HOPMaAZIN3aUnUn
O6'b€KTOB/CO6bITMVI. CKpVII'ITbI BbI3bIBAOTCA OT NeEPBOro KO BTOPOMY U TaK Aanee. Konnyectso
CKpUNTOB, Y4aCTBYHOLWMUNUX B AETEKTUPOBAHUNN C06bITM[;1, MOKET ObITb CKO/b yroaHo 6onbwnMm.

PefaKTMpoBaTb CKPMMTbI MOXHO C MOMOLLbIO /1I060ro TEKCTOBOro peaakTopa (CKpUNTbl HAXOAATCA B
KaTanore nHctannaumm [INSTALLDIR]/scripts/an-detect), nam e npamo B OKHE KOHCOM

ynpasneHus Lua-ckpunmel.
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

MpOHIE0AHTENEHOCTE g:d} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

i fad DNSBL-cepEepe! ~ Py Lua-
B8 norw ayrermidukaiym . LUa-CKpunTel
) Lua-ckpunTin ' 1 HacTpoiika Lug-ckpunToE AN AETEKTUPOBEHUA M HOPMENW3ALMM COBBITHIA, NONYYEHHEIX 0T MCTOYHUKCOE
£ ArevTe: Sensor Aarrb:
[Z-+4 15}, AHANMS AHHBIX e —,
=¥ MpeasapuTensHaA hUALTRAaLAR |——J El] | |_=—¢
@ Lua-ogpunen |I2-a|:|:uunts.lua ~ | |\I process(event) w
/' onneTpe _OﬁbEK;rDB 132 function process(event) ~
[—]ﬂ LeTerTiposaHie cobbmii 133
134 -- get http request/response
[~ 5 3apepwiatowas dHnsTPaLMA 135 local req = event.bodies:get_by type("parsed/http-request™);
(=4} [oCTaEKS PE3YNETATOR 136
B ARCHIVING 137 -- check http request
@-{E] owp 138 if (reg == nil) then return NEXT_SCRIPT; end
[#-{2%| SIEM 139
[~ SANDBOX 148 -- HTTP GET/POST
-1l sTATS 141 if (reg.method_id ~= const.HTTP_GET and req.method_id ~= const.HTTP_P
..... . GROUP-mpodwini %12 return NEXT_SCRIPT;
----- OBLME HACTPOIRKK AOCTEBKM :713 end
[Zl{=5 MoaoUCTEMa #YPHENMPOBAHWA :?‘: ) i . .
1/ MyprHane coBermii L -- sea chJ.n? and filling parameters
Ll CTatucTika L2 eparams = {}; . .
L 147 collect_params_from_request_data(req, find_param, fill_params);
1M YaangHHeii focTyn 148 - - - - - -
. B-12 RAPLmpoduni Ei'-J - create event
: i‘ UT”EHWDDBE'H“E 158 local e = create_event_by_paramas();
| [iMuersna 151 if (e == nil) then return MEXT_SCRIFT; end
=] 3anpoec MMUEHZMK 152 W
=50 Mowkanusawa vl € »

Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.35. PepaktMpoBaHUe CKPUNTOB, AeTEKTUPYIOLUX COBLITUA YPOBHA NPUNOKEHUA.

4.1.2.1. INCLUDE: Lua scripts functions
= AHanun3 URL-encoded ob6bekToB

= AHanus cogeprknmoro MIME yacTen

= AHanus obbekTos JSON/XML/HTML

AHanu3 obbektoB WebSocket: custom binary, json, xml, xmpp

= PacnakoBKa ob6bekToB baseb4, gzip, brotli

AHanus obbeKTOB ¢ Nomoubto hyperscan u pcre-2

= PeKOHCTPYKUUA painnios, nepenaBaembix Mo 4acTam

AHann3 6UHapHbIX 06bEKTOB, HaNpUMep:
= DNS over HTTPS
= Protobuf.
= HaKonneHne n XxpaHeHne MeTagaHHbIX, Hanpumep:

= dopmunpoBaHue u xpaHeHne npodpuaeit Nonb3oBaTeNei/ycTpocTs ANa AanbHelnwen
NpuBA3KM CObbITUI
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= XpaHeHue Cookie

= XpaHeHue User Account Information.

4.1.3. 3aBepwatowan punbTpayma

[na ynpaBneHUA HacTpoKamuM 3aBepluaroen punbTpaumumn nepexsadyeHHbIX 06beKToB/cobbITUM
NCNONb3YNTe OKHO 3aeepwarowas (hunbmpayusa KOHCOAN ynpaBieHus.

&4 Hactpoiika - Microolap EtherSensor PCAP Edition - O X
m HacTpoiika  MpoM3BoAMTENBHOCTE OuarHocTiika  OBHoBREHWA ?
[
- o B & |
MpoHEE0AHTENEHOCTE ;_—i} Hactporka ﬁ AHarHocThEa @ CEHOENEHHA

-fad DNSBL-cepsepb!

Noru ayTeHTIduKaLM
@ Lua-ckpunThl

&

¢~ AreHTBl Sensor

12}, AHaNM3 AaHHBLX

} Lua-ckpunTel

ﬂ NeTerTHpoBaHie coBbimui
'ﬂ Lua-ckpunThl

b Lua-cvpunTel

F OuneTpel cooBleHmi
E-4! AocTaeka pesyneTatos
-4 ARCHIVING

GROUP-npodwinia

[=]1 % MoaoicTema KypPHANMPOBaHKS
e f HypHaNE CoBbITMEA

Ly CTaTucTiKa

Y¥aanEHHLIR gocTyn

i[5 RAPI npodwni

E| ] NvuerzposaHue

{0 & Muuensis

—-"F MpeasapuTensHas GUNETPELA

< OUNETPpEI HTTP-00beKTOB

5 EE—

OBLMe HECTPONKK AOCTSBKM

-~

3aBepliatolan GpunsTpauma

. OfpaboTka HOPMaNM30BaHHLIX AETEKTMPOBaHHLIX CoBbITHIA. BosMoHa GMALTPaWR M oboralweHme
METALEHHEIMH,
| | | DUnsTp | | + 3 |
Ak TMBHbIE
Ne MHa daiina Bepoua  MMA ckpunTa KOMMEHT SpIIA
@ 1 3-script.lua 1.0 3-script Demonstration script
< >
MNe Mnma daina Bepoua  MMA ckpunTa HomMMeHTapIiA

Beponm: =) £ Ceaze: i) ©) @ @ Coucen: W n ]

Puc.36. 3asepwatowan puabrpauma 06beKToB/ cobbITHIA.

B 3TOM OKHe Ha3HavatTcA Lua-cKpunTbl ANA 3aBepiatoler GuabTpaumMm HOPMAN30BaAHHbIX
06beKTOB/CObbITMIA. CKPMNTbI BbI3bIBAOTCA OT NEPBOro KO BTOPOMY M TaK ganee. Konmyectso
CKPWMTOB, Y4aCTBYHOLIMX B 3aBepLluatoLen GuabTpaLnm, MoxKeT 6biTb CKO/Ib YrogHO 6onbLnM.

PefaKTMpoBaTb CKPMNTbI MOXHO C MOMOLLbIO /1I060ro TEKCTOBOro peaakTopa (CKPUNTbl HAXoAATCA B
KaTanore uHctannaumm [INSTALLDIR]/scripts/an-postfilter), nnm e npamo B oOKHe KOHCOAN

ynpasneHus Lua-ckpunmeol.
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() HacTpoika - Microolap EtherSensor PCAP Edition — O *
Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA ?
= OP @ 2y
MpoHzE0AHTENEHOCTE g:d} HacTpokka ﬁ AKarHocTHES @ CEHOBNEHHA
i fad DNSBL-cepEepe! ~ Py L
B8 norw ayrermidukaiym . LUa-CKpunTel
) Lua-ckpunTin ' ' HacTpoiika Lua-aKpunTos ANS aHaNMsa HOPMANUS0BaHHEX COBBITHIA, NONYYEHHEX Ha 3Tane
P N ; AETEKTHPOBaHWA,
¢~ AreHTEl Sensor
-{1Z), AHENM3 AEHHEI = = =
=7 MpeasapuTensHan dUALTPaLMA |——°9 El] | |—’—°
@ Lua-ogpunen |I3-script.lua ~ | |\I process(event) w
7 ouneTpel HTTP-ofiberTos el ~
ﬂ NeTerTHpoBaHie cobbimii fa Variables
@ Lua-cpunThl :q __________________________________________________________________________
% 3aBepWalowan hunbTpaLys 28
¢ e T oo -
S ouneTpe! coofiweHni 22 local ACCEPT = 1;
[Z-4J [OCTEEKE PE3YNLTATOR 23 local CONTINUE = 2;
-4 ARCHIVING 24
[ owe 25 e
&7 SIEM 26 Debug
=, SANDBOX R T S mmmomom—oo—o—o-
STATS 28 local dprint = debug.print;
= GROUP-npodwnia 239
OBLME HACTPOIKKM AOCTEBKK = T
31 function process(event)
=14 MoaoMcTema KypHanMpoBaHUa =
/ .
AF Hyprianat cofermast 33 -- 5top further event handling after script complete
ity CTaTveTiea 34 -~ return DROP;
=3 "'“ Y¥aanEHHLIR gocTyn 35
E [~ RAPI npodunm 36 -- Continue event handling after script complete
-/ % Mmersuposarue 37 return ACCEPT; bt
& | MiugHsmMa vl < >
Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.37. PepgakTMpoBaHue CKPUMNTOB 3aBepLuaioLueii Gpuabrpaummn 06beKros/cobbiTuil.

HacTtpolika 3aBepwatowen dnnbTpaLum HOPManM30BaHHbIX COObITUIN TaKKe BO3MOXKHA C NMOMOLLbIO
dunnbTpa coobLleHUn B OKHe Puabmpesl coobuieHuli KoHConM ynpassieHua. Mpasuna puabTpaumm,
co3gaBaemble C NoMOLLb0 GUAbTPa coobleHuin xpaHaTca B XML-dalinax, Haxoaawmxca B
anpektopum [INSTALLDIR]\config\filter.

Bo Bpems 3anycKa cnyx6bl EtherSensor Analyser aktTMBHbIN GUAbTP M3 popmaTa XML
TpaHchopmumpyeTca B Lua-CKpUNT 1 BCeraa CTaHOBUTCA NEPBbIM B LLeMOYKe BbI30Ba CKPUMTOB
3aBepwatowein puabTpaymu.
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA !
[ o]
= 0P @ 8y
MpOHIE0AHTENEHOCTE g'} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

i fad DNSBL-cepEepe! ~ % " w
B8 norw ayrermduaLsm 'S HacTpouka ¢puneTpoe cooblieHn
) Lua-ckpunTin ¥npaenenne dainamt gMNETPOE CoODLLEHWA: COSAAHME, YOAANEHME, KNOHWPOBEHWE M M3MEHEHKME,
:_- AreHTel Sensor 1
AHAMWZ A3HHBIX - -
5 %7 MpensapUTEnsHaA GUILTPELIA CeoiicTea obwekToE GuALTPa JeiicTena c obbexkTamn prnsTpa
d Lua-ckpinTel mMa CocTosnre  JeficTere | HobBodd ofbest
Xr HTTF o
GunbTpe! _OﬁbEK;rDB \/} OTApaswTL cofibiTie B cucTe. .. MpUHATE Dunetp
n JAeTexTHposaHue cobbImhi .
- i Lua-cpanmes = E Messengers Tabnuya
- Eésepmarou.l.aq MnETpaLMa & smspms MepefiTi
' Lua-CrpunTel W Wnboprawa o npodune MepeirTi % Mpasuno T
LS # W Crvcok KOHTEKTOE MepeiTi Q ¥cnoemne -
Erkg| focraska pesynoTatos W DaKT NoAKNKOYEHIA K cepBepy MepeiTi & Neiicrome .
1 ARCHIVING # CrauvsaHne NonyqeHHEX ba. .. MepeiRTi -
[F] op # Otnpaska thaiinos (Upload) Mepeiith OGume
5% SIEM W MecceHamepsIKIMEHTEl, COO... MepeiTi gbg BripesaTe
= SANDBOX W Bed-BEpoM MECCEHOMEDOS, ..\ MepefTi
STATS 4 MpogomsuTe ofpafoTry cof... BosspaT v | [ Kermpoeate
=, GROUP-npodiani
pod m CHCOK KOHTAKTOB [-] Konupoeats Teket
OBLWME HACTPORKK ADCTEBKM
=14 MoaoMcTema KypHanMpoBaHUa Yonosms: _ Becraente
1/ HKypHans! cobermuii - Tema coobweria [=] [Contact list]
LefcTEMA: K Ypanute
ik CratucTika - Mepelitv B Tabnuuy [OTnpaeuTh B cucTemsl WE]
=3 "'“ Y¥aanEHHLIR gocTyn @ CeoiicTaa
[~ RAPI npodiana
=RE UT”EHWDDBE'H“E Punetp | msg.flter.defaultru.xml w | He ncnonesosaTe
| TueHzuA o

Beponm: [ £ Cease: [ e ‘Q% Coucerm: W n e

Puc.38. KondpurypuposaHue ¢punbtpoB 06beKT0B/ CcO6LITUIA.

Mcnonb3yliTe NpaByto YacTb OKHA ANA pPefaKTMpoBaHMA GUNbTPA, AOMNYCKAETCA peaaKTUpoBaHme
aktTMBHoro ¢puabTpa. Ho ans Toro, utobbl cnyxkb6a EtherSensor Analyser Hayana ncnonb3oBaThb
N3MEHEHHbIN GUNLTP, 3TOT GUNLTP CrenyeT caenaTb aKTUBHbIM U Nepe3anycTUTb CAYKOY.

v 105
MoapobHee c cosgaHnem GUNbTPOB MOXKHO 03HAKOMUTLCA B pasaene OuabTpauma coobLieHmi

4.2. dopmupyemblie cobbiTna/coobueHns

Pe3ynbtaTom paboTbl EtherSensor sinatotca cobbiTva/coobweHns cuctemam-notTpebutenam,
chopmMpoBaHHbIE U3 OO BEKTOB YPOBHSA MPUNOKEHMUA, U3BAEYEHHbIX U3 TpaduKa. Ana AanbHenwemn
06paboTkn EtherSensor nepeaaeT Takme coobLeHNA CMCTEMaM-NOTPEOUTENAM C MOMOLLLIO CAYXKO bl
[OCTaBKM pe3ynbTaToB LS

[ns dopmmnpoBaHMA COOBLLEHNA CUCTEME-MOTPEOUTENIO O PEKOHCTPYMPOBAHHON KOMMYHMKaLUK
NPUMEHAIOTCA CieaytoLLmMe MexaHU3Mbl:

1. NepexsavyeHHoe RAW-cobbiTve popmupyeTca B GUHAPHbIA OOBEKT, rae onMcaHbl U3BECTHbIe
[aHHble O XapaKTepe nepexBavyeHHbIX 06 BEKTOB, OTNPaBUTENAX, NonydYaTenax. B npouecce
06paboTkn RAW-cobbITe HanonHAeTcs cobnpaemMbiMU JaHHbIMU.
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2. Mo oKoHYaHMUK 0b6paboTkn ob6bekTa EtherSensor Analyser nepenaér ero B Buae
HOPMa/IM30BaHHOro cobbITMA N Apyrnx Ganmnos AaHHbIX B CNYXKOY AOCTaBKU pe3ynbTaTos.

3. Cnyxb6a AoCTaBKM pe3ynbTaToB, B 3aBMCMMOCTM OT Tpebyemoro TMna TpaHCnopTa U ero
HacTpoek, popMupyeT N3 HOPMaNN30BaHHOro cobbITUA FOTOBLIN K AOCTaBKe cucTeme-
notpebutento ob6bekT. CTPyKTypa 3Toro ob6bekta onpeaensaerca NpodpuaaMmn A0CTaBKU
pe3ynbTaToB.

Hanpumep, gns [oOCTaBKM pe3ynbTaToB No npotokony SMTP dopmupyeTca coobuieHne
3NEKTPOHHOM MOYTbI, FAe B aapeca oTnpasuTensa n nonydatensa (FROM, TO, CC, BCC)
NOACTaBAAKOTCA NepexBayYeHHble AaHHble 06 NCTOYHUKE N HAa3HAYEeHUUN COObLEeHMA, eCIM TaKne
AaHHble ecTb. TeKcT coobLeHnA cTaHOBUTCA TeKCTOM email-coobweHuns, nepegasaemole Gannbl —
aTTayMeHTamu K coobuieHuto. Mpoyme gaHHble, HakonneHHble EtherSensor npu obpaboTke
coeanHeHnsA, coxpaHatoTca B Buae MIME-3aronoBkoB cooblieHus.

¢opma1‘ COOGI.I.I,EHMFI ANA AOCTaBKU pe3ysibTaTa

[octaBnaemble cucteme-notTpebuTtento coobLeHna A0NKHbI COOTBETCTBOBATL TpeboBaHMAM K

coobweHnaAm, nepegaBaembiM No npotokony SMTP. IMHHbIe 3aronoBKM MoryT pa3busaTtbeca u
KOAMpPOBaTbCA, OCHOBHOM KoauposKon asaaetca UTF-8. EtherSensor geTekTnpyeT TMNbl AaHHbIX
06BbEKTOB Ha OCHOBE 3aro0/1I0BKOB NMPOTOKO/I0B.

1. Ona pana seb6-cepBMCOB A0MNYCKaeTcsA NepexBaT HECKONbKUX COOBLIEHNIA Ha OA4HY OnepaLuio
nonb3oBaTens B Beb-uHTepdelice — 3To peakyma EtherSensor Ha OoTNpaBKy B CEPBUC YEPHOBUKOB
NN aTTaYMEHTOB.

2. [lonyctmma cuTyauma, Koraa TEKCT M aTTauMeHTbl AOCTaBAAIOTCA KaK OTAeNbHble CoobLueHuns.

3. [lonyctmma cuTyaumsa, Koraa Ana HeCcKo/bKMX coobLueHuii B cuctemy-notpebutens nepegaercs
OAMH KOHTEMHEP C COAEPKMMbIM 3TUX CO0bLLEeHNI (B ocHoBHOM Ans |IM-npoTokoioB Ans
MWUHUMMU3AUUM TPadMKa U CBA3AHHbIX C HUM HaKNagHbIX pacxoaos).

CnyxebHblie MIME-3aronosku EtherSensor, npumepbl 3HaueHUM

X-Sensor-Version: 6.1
TekctoBas cTpoka. UaeHTndunumnpyet Tekyulyto Bepcuto EtherSensor.

X-Sensor-Id: sensor-01

TekcToBaA CTpPoKa. MaeHTUdPUKaTOp ceHcopa, MO3BOAAET OTIMYUTL COODLLEHNA OT pa3HbIX
ak3emnnapoB oEtherSensor nau crpynnupoBaTtb No 3Tomy 3HadyeHuto. MoxkeT 6biTb toboit ASCII
naeHTMdUKaTop, No ymondaHuto sctasnaerca UHID.

X-Sensor-Session-ld: 6612456

Llenoe uncno. BHyTpeHHUM naeHTMdUKaTop coegmHeHni, obpabotaHHbix EtherSensor. BbigaeTcs
NCTOMHUKOM coobuieHni (cnyxbamm EtherSensor ICAP nnun EtherSensor EtherCAP). Peructpupyetcs
B XKypHase capture.log.
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X-Sensor-Net-Interface-Id: 00-21-28-10-58-80

TekcToBaA CTpOKa. B cnyvae, ecnm coobuieHme nepexsaveHo caykbon EtherSensor EtherCAP, To
3HaveHnem aaaetca MAC-agpec nHtepderica unm capdrop — BUpPTyanbHbI MAEHTUPUKATOP
Aparsepa pasbopa PCAP-daiinos.

B cnyuyae ICAP-cepBepa 6yaet npuBeaeH naeHTMdMKaTop U3 KoHourypaumm ICAP-cepsepa. 3ToT
3aroN0BOK NO3BONAET NPOCAEAUTb NCTOYHUK COODLLEHUA: C KAKOTO MMEHHO MHTepdelica nam
cepsuca 6biav NosyyeHbl gaHHble Ans 06 paboTKu.

X-Sensor-Session-Level: 0

Llenoe ymncno. MNokasbiBaeT, CKO/IbKO NOTpeboBanoch pa3obpaTb Pas/IMYHbIX NPOTOKO/IO0B, YTOObI
nob6paTtbcsa A0 coobuleHus. MPOTOKONOM MOKeT bbITb, Hanpumep, coeguHeHne HTTP, HTTP-proxy
CoegMHeHMe Yepes 3TO coegmHeHune, a Takke GRE-MHKancynauma.

X-Sensor-Src-Address: 10.31.90.22:47016

X-Sensor-Dst-Address: 193.203.100.139:8080

IP-agpeca 1 nopTbl coeguHeHms: source u destination. MoryTt 6bITb He onpeaeneHbl, ecnv NAET
obpaboTka ICAP-TpadumKa, B KoTopom HeT 3aronoBkoB X-Client-IP n X-Server-IP. Mpumep ICAP -
3aronoskos: X-Client-IP: 192.168.3.67, X-Server-IP: 123.45.67.89.

X-Sensor-Src-Host: pc-test.msk.su

X-Sensor-Dst-Host: nns-team.ru

TekcToBble CTPOKK. MMeHa XOCTOB, COOTBETCTBYIOLWME 3aroioBKkam X-Sensor-Src-Address n X-Sensor-
Dst-Address. Tak Kak MHOrMe ceTu BblAatoT BHYTpeHHMe agpeca no DHCP, chegyeT BbIACHATL UMA
XOCTa MMEHHO B MOMEHT nepexBaTa coobueHus. EtherSensor genaet 310, ncnonb3lya obpaTHbIN
DNS-3anpoc K ykazaHHOMY B KoHUrypaumnm cny»bbl EtherSensor Analyser DNS-cepBepy. B cnyyae
€CNKM pacno3HaTb He yaanoch, 3HayeHue byaet <not resolved>.

X-Sensor-Protocol: HTTP
TekcToBan CTpoKa. HasBaHMe AeTeKTopa NPOTOKONA, KOTOpbI 6bln ncnonb3oBaH Ana pasbopa
AaHHbIX. BoamoxkHbl SMTP, ICQ, MRA 1 apyrue.

X-Sensor-Detector: phpbb
TekcToBas cTpoka. HasBaHue aeTtekTopa EtherSensor, KOTopbii onpeaennn Haandme AaHHbIX B
COeaMHEHUMN.

X-Sensor-Attachments-Count: 0
Llenoe uncno. Ecan B coobeHnmn 6biam 0bHapyKeHbl Gannbl, UX KONNMYECTBO YKa3blBAETCA B 3TOM
3aro/sioBKe.

X-Sensor-Object-Date: Fri, 17 Sep 2010 17:30:24 +0400
TekcToBas CTpoka. Bpema nepexsaTta coegmMHeHUA (Bpema co3gaHna obbekTta B EtherSensor).
Taim3oHa BblbnpaeTca no HacTpoikam OC ceHcopa.

X-Sensor-Object-Size: 2735
Llenoe uncno. Paamep nepexsavyeHHOro o6bekta B 6aTax 4o 06paboTku.

X-Sensor-Object-MD5Hash: ¢326230de58279229862b18e818a3912
TekctoBasa cTpoka, md5 X3l OT nepexsBavyeHHOro obbekKra.
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Ecnm y coobuieHnin oanMHaKoBbIN TEKCT, HO pa3Hble pa3mep, X3, AaTta obbeKTa nan agpeca m
NMOPTbl MCTOYHWUKA M HAa3HAYEHWA, TO 3TO He AyHANKATbI, @ CUNBHO NOXOXKME 0O bEeKTbI.

CoBnageHua md5 xawwei y AByX pa3HbiX 06bEKTOB HE A0MKHO BbiTb B HOPMANbHOW CUTYaLUN.
Ecamn oHO NpoucxoamnT, 3Ha4YMT O4HO U TO Ke coeanHeHne obpabaTtbiBaetcs EtherSensor
HEeCKo/IbKo pas (netns).

X-Sensor-Via: 1.1 off:1080 (squid/2.6.STABLE18)

X-Sensor-Forwarded-For: 10.255.241.31

TeKcToBble CTPOKN. 3aronoBkM n3 coeguHeHna HTTP, ana nmerowmxca 3aronoBKoOB NOACTABAAIOTCA
nx 3HayeHus. Mo AaHHbIM 3HAYEHUAM MOXKHO BbIACHWUTb, YTO KANEHT coeanHeHUA paboTaeT 3a
NPOKCU-CEPBEPOM, @ TaKKe MHOrAa y3HaTb ero agpec Ha MOMEHT pPerncTpaymm coobLeHms.

X-Sensor-lcap-Client-Username: userl
X-Sensor-Icap-Subscriber-ld: mike.smith@mycompany.com

X-Sensor-Icap-Authenticated-User:
TERBUDoVLzE5Mi4xNjguMTIuMTAwL289bXIjb21wYWS55LCBvdT1lbmdpbmVicmluZywgY249bWIrzZ
S5zbWI0aA==

X-Sensor-Ilcap-Authenticated-Group:
TERBUDoOVLZE5Mi4xNjguMTIuMTAwL289bXljb21wYW55LCBvdT1lbmdpbmVicmluZw==

3HayeHMA AaHHbIX 3aronoskos ¢opmupytoTca npu obpabotke ICAP-TpadmKka. [Ana atoro
ncnonb3ytoTca cooTBeTcTBYOWMeE 3aronoBku ICAP-npotokona (X-Client-Username, X-Subscriber-1D, X-
Authenticated-User, X-Authenticated-Groups).

X-Sensor-Filter-Name: TEST

X-Sensor-Tags: Filtered=1

X-Sensor-Labels: filter-begin-time="2010-09-17T17:30:24.6318125+04:00",
dns-begin="2010-09-17T17:30:24.6318125+04:00",
dns-end="2010-09-17T17:30:24.6318125+04:00",
Filtered="true",

filter-end-time="2010-09-17717:30:24.6318125+04:00"
Cny»xebHble 3aronosku cayx6bl EtherSensor Analyser. [o3BonAtoT onpeaennTb cpaboTaBLUni
bUNbTP, XapaKTep COAEPKMMOro CO0OLEHMSA, YCTAHOBIEHHbIE TErM M METKM, a TaKKe OTCNeaAnTb
06paboTKy cooblieHns B dUnbTpe. Pe3ynbTUpyoLwmnii cocTaB 3STUX 3aroI0BKOB CU/IbHO 3aBUCUT OT
NONUTUKM UAbTpPA.

Date: Fri, 17 Sep 2010 17:30:24 +0400
B paHHbIM 3aronoBok aybampyetca 3HayeHmne X-Sensor-Object-Date.
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From: anonymous@nns-team.ru
To: forum@nns-team.ru
CC, BCC 1 gpyrue 3arosioBKku

Subject: Re: World of Tanks

Ecnmn 37O BO3MOXKHO, B 3ar0/I0BKM OTNPaBUTENA U NoyYyaTens NoACcTaBAAOTCA agpeca Uau
naeHTUPUKaTopbl NOb30BaTENEN, N3BJIEYEHHbIE U3 COObLEeHWNIA, 3aroN0BKOB 3anpocoB U T.4. OHKU
MOryT 6bITb He onpeAeneHbl, a TaKKe 3aBUCAT OT AETEKTOpa: HaNnpumep, ec/iv MPOTOKOAN He
NCNoNb3YyeT NnoJsie TeMbl COOBLLEHMA, OHO MOXKET BbITb MCNONAb30BaHO AN MHGOPMaL MK OT CEHCOPA.

X-Sensor-RawSource-Type: LotusMail
Bce cooblieHna nomeyvatoTca 3aronoskom X-Sensor-RawSource-Type ans toro, 4ytobbl 66110
M3BECTHO, U3 KaKOro MMEHHO MCTOYHUKA AaHHbIX 6bI10 NONlYy4EHO KOHEeYHOe coobLieHue.

3HayeHMAMM ITOro 3arosIoBKa B TekyLuel sepcum EtherSensor (6.1) moryT 6bITb:
raw/http-request

O3HayvaerT, YTo NepPBUYHbIM UCTOYHMKOM AaHHbIX 6b11 HTTP-3anpoc

raw/http-response

OsHauvaer, uT0 nepBnuvyHbiMm UCTOHHUKOM AAHHDbIX 6611 HTTP-oTBET

raw/ftp-file

O3HayvaerT, YTo NepBUYHbIM UCTOYHMKOM AaHHbIX 6bis1 FTP-dpaiin

raw/smtp-eml

O3HayvaerT, YTo NepBUYHbIM UCTOYHMKOM AaHHbIX 6b110 SMTP-coobuieHne B popmaTte
EML

raw/pop3-eml

O3HayaeT, YTo NepPBUYHbIM UCTOYHUKOM AaHHbIX 6b110 POP3-coobuweHune B popmaTte
EML

raw/icq-contact-list

O3HayaeT, YTO NePBUYHbLIM UCTOYHUKOM AaHHbIX OblN CNMCOK KOHTaKToB ICQ

raw/icq-message-list

O3HauvaerT, YTo NepPBUYHbIM UCTOYHMKOM AaHHbIX O6bl/1 CNIMCOK coobweHun ICQ

raw/icq-file

O3Ha4yaeT, YTO NePBUYHbBIM UCTOYHUKOM AaHHbIX 6b11 dalin, nepesaHHbIn MexXay
ICQ-KAneHTamm

raw/icg-login-info

O3HayvaeT, YTo NEPBUYHBLIM UCTOYHUKOM AaHHbIX bbina ICQ-MHbopmayma o
nonb3osBaTene

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



AHanus cobbiTuit u o6beKToB 102

raw/mra-user-info

O3HayvaerT, YTo NepPBUYHbIM UCTOYHMKOM AaHHbIX 6bl1a MRA-nHbopmayma o
nosnb3osaTene

raw/mra-contact-list

O3Hauaer, uTo nepsn4YHbIM NUCTOYHUKOM OaHHbIX 6bln CNUCOK KoHTakToB MRA

raw/mra-message-list

O3HayvaeT, YTo NEPBUYHBLIM UCTOYHUKOM AaHHbIX 6bln CNUCOK coobueHnii MRA

raw/mra-file

O3HayvaeT, YTo NEePBUYHBIM UCTOYHUKOM AaHHbIX 6bia haiin, nepeaaHHbIn Mexay
MRA-KnneHTamm

raw/msn-contact-list

O3Hau4aerT, YTo NepPBUYHbIM MCTOYHMKOM AaHHbIX bl CMIMCOK KOHTaKToB MSN

raw/msn-message-list

O3Ha4aerT, 4To NePBUYHbIM UCTOYHMKOM AaHHbIX Obl1 CANCOK coobleHnn MSN

raw/msn-file

O3Hau4aerT, 4YTo NePBUYHbIM UCTOYHMKOM AaHHbIX Obl1 Gann, nepegaHHbIi Mexay
MSN-KAMeHTamm

raw/xmpp-contact-list

OsHauvaer, uTo nepBnuvyHbiMm UCTOHHUKOM AAHHDbIX 611 CNNCOK KoHTakToB XMPP

raw/xmpp-message-list

O3Hau4aerT, YTo NepPBUYHbLIM NCTOYHMKOM AaHHbIX Obl/1 CMNCOK coobueHnin XMPP

raw/xmpp-file

O3Hayvaer, YTO NEePBUYHbIM UCTOYHUKOM AaHHbIX 6bia haiin, nepeaaHHbIn Mexay
XMPP-knneHTamu

raw/irc-message-list

O3HayvaeT, YTo NEPBUYHBLIM UCTOYHUKOM AaHHbIX bl cNUCoK coobueHuni IRC

raw/irc-file

O3HayaeT, YTo NepPBUYHbIM UCTOYHUKOM AaHHbIX 6bi1 dalin, nepeAaHHbI MexXay
IRC-kKAneHTamm

raw/ssl-session-list

O3HauvaerT, YTo NepPBUYHbIM UCTOYHMKOM AaHHbIX Obl cNNCOK SSL-ceccunia

raw/lotus-mail

O3HayaeT, YTO NePBUYHbIM UCTOYHUKOM AaHHbIX 6b110 coobuweHne npotokona LOTUS
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raw/lotus-attachment

O3HayvaerT, YTo NepPBUYHbIM UCTOYHMKOM AaHHbIX 6bl1 Gann aTTaymMeHTa CoobLLEeHMS
LOTUS.

X-Sensor-LicOption: Lotus

Bce coobuieHna nomeyatoTca 3aronoskom X-Sensor-LicOption gns Toro, 4To6bl 66110 N3BECTHO,
KaKMm moaynem b6bino obpabotaHo AaHHOe cooblieHmne. 3HaYeHUAMM 3TOro 3aro/I0BKa B TEKYLLEN
Bepcum EtherSensor (6.1) moryT 6bITb:

webmail

O3HauvaerT, 4To coobuieHne bblno ob6paboTaHO MoAyNeEM C INLLEH3NOHHOM onuMen
"Beb-nouTta"

websocial

O3HauaerT, 4To coobuieHne bbino 0b6paboTaHO MOAYNEM C INLLEH3UOHHOM OnuMen
"CoumanbHble cetn"

email

O3HauvaerT, 4To coobLeHmne 66110 06paboTaHO MoayNEM C NLEH3UOHHON ONLMeEN
"IneKTpoHHas noyta"

im

O3HauaerT, 4To coobuieHne bbino ob6paboTaHO MoayneEM C INLLEH3NUOHHOM onuMen
"MrHoBeHHble coobueHuna"

ft

O3HauaerT, 4To coobuleHne bbino 0b6paboTaHO MOAyNEM C INLLEH3UOHHOM onuMen
"Mepenava pannos"

webmailread

O3HauvaerT, 4To coobuieHne bblno 0b6paboTaHO MoAyNEM C INLLEH3NOHHOM onNuMen
"YreHune Bxoaswei Beb6-noytol"

lotus

O3Hauvaert, 4To coobuieHne bbino 0b6paboTaHO MoAyNEM C IMLLEH3UOHHOM onuuen
"MepexBaT coobuieHn cuctemsl Lotus Notes"

lotustxn

O3HauvaerT, 4To coobleHmne 66110 06paboTaHO MoayNeM C INLEH3UOHHON oNLMeNn
"UsBneyeHune coobueHnin n3 Lotus Notes Transaction Log".

X-Sensor-UID: 0e515c8c-61eb-11e1-a529-000c29ff0707

[aHHbIN 3aroNoBOK popmupyeTca Npu B3aumogenctemm cepsepa EtherSensor n aksemnnapos
EtherSensor Agent, ycTaHOBNEHHbIX Ha Pabo4ynx CTaHLUUAX NONb30BaTENEN CETU.

3HayeHMe 3aro/oBKa YHUKaNbHO NAEHTUGMUMPYET NONb30BaTENA OPraHM3aLUMmn Ha KOHKPETHOM
KOMMbloTepe.
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X-Sensor-UID-UserName: CN=Administrator,CN=Users,DC=bigbrother,DC=foo
[aHHbIM 3aronoBok popmupyeTca npu B3anmogencTsnm cepsepa EtherSensor n asksemnnapos
EtherSensor Agent, ycTaHOB/AEHHbIX Ha paboumx cTaHUMAX NONb30BaTENEN CETU.

3HayYeHMe 3aro/oBKa YHUKaNbHO MAEHTUGUUMPYET NONb30BaTENA BHYTPU OpraHM3aumu.

X-Sensor-UID-UserSID: S-1-5-21-86032015-1269853868-1024056280-1001

[aHHbIN 3aroNoBOK popmupyeTca Npu B3aumogenctemm cepsepa EtherSensor n aksemnnapos
EtherSensor Agent, ycTaHOB/NIEHHbIX Ha Pabo4ymx CTaHUMAX NONb30BaTENIeN CETU.

3HayeHue 3arosoBKa YHUKAIbHO MAEHTUOULMPYET NONb30BATENS BHYTPU OPraHM3aLmmn U COAePKUT
naeHtTnomKaTop 6e3onacHocT Tekylero nonsb3osaTens (SID).

X-Sensor-UID-ComputerName: WS325-LOCK.bigbrother.foo
[aHHbIM 3aronoBok popmupyeTca npu B3aumoaencTenm cepsepa EtherSensor n sksemnnapos
EtherSensor Agent, ycTaHOBNEHHbIX Ha paboumx cTaHUMAX NONb30BaTENEN CETU.

3HayeHMe 3aronoBKa YHUKaNbHO MAEHTUDMULMPYET KOMMNbIOTEP BHYTPWU OpraHM3aumnm.

X-Sensor-UID-AdapterType: if_type_ethernet_csmacd
[aHHbIN 3aroNoBOK popmupyeTca Npu B3aumogeinctemm cepsepa EtherSensor n aksemnnapos
EtherSensor Agent, ycTaHOB/NIEHHbIX Ha Pabo4YmnX CTAHLMAX NO/Ib30BATENEN CeTU.

3Ha4yeHue 3aronoBKa COAEPMKUT TUM CETEBOro aZianTepa, Yepes KOTopblid 6bI0 OTNPaBAEHO
coobuieHmre. MoMHbIA CIMCOK BO3MOMKHbIX BapUaHTOB 3HaYeHUI AAaHHOro Noaa A0CTyneH Ha canTe
KomnaHuu Microsoft.

X-Sensor-UID-MacAddress: 00-1F-C6-2D-EA-40
JaHHbI 3aronoBok popmMmupyeTcs npu B3ammoaeincTesmmn cepsepa EtherSensor n aksemnnsapos
EtherSensor Agent, ycTaHOBNEHHbIX Ha Pabo4ymx CTaHUMAX NONb30BaTENEN CETU.

3HayeHMe 3aronoska cogepxknt MAC-agpec ceTeBoro agantepa, Yepes KoTopblit 66110 OTNPaBAEHO
coobueHue.

X-Sensor-UHID: UO2D-RNVO-JRN7-R1EN-91C0-61TA-1HP7-YRVF
ConepnUT YHUKANbHBIN NAEHTUOMKATOP ANA KaXKAoro sk3emnaapa EtherSensor u Habopa
obopyaosaHua (Unique Hardware IDentifier).

X-Sensor-Lotus-Messageld: <OF4D026078.B21F0CAF-ON44257C15.002E1625-
44257C15.002E2225@LocalDomain>
CoaepsKnUT YHUKaNbHbIN naeHTUdMKaTop cooblieHus, nepegasaemoro no npotokony Lotus Notes.

X-Sensor-Lotus-Form: Reply
CoaepXuT uma ¢opmbl nepegasaemoro no npotokony LOTUS coobeHus.

X-Sensor-Lotus-Mailer: Lotus Notes Release 8.5.2FP2 SHF236 October 24, 2011
CoAepKUT CTPOKY, NAEHTUPULMPYIOLLYIO TUN KAneHTa cuctembl Lotus Notes.

X-Sensor-Lotus-INetPrincipal: UserName/OU/O@ServerName.Domain.com
CoAepKuT pacluMpeHHyo nHpopmauuto o6 otnpasuTene coobLueHus.

X-Sensor-Lotus-RouteServers: CN=lotus1/0O=Company
CopepnT cnncok cepsepos Lotus Notes, KoTopble yyacTBOBanM B nepeaaye coobLieHus.
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X-Sensor-Lotus-References: <OF02B9DAC2.33CDF581-ON44257C15.002DF8CD@LocalDomain>
Coaepu1T CNMCOK NAEHTUPUKATOPOB COODLLLEHMI, HA KOTOPbIE CCbIJTAETCA TeKyllee cooblieHue.

4.3. dunbTpauma pesynbTaToB Nepexsara

OcHoBHaA naea 06paboTkM 06bEKTOB/COBbLITUI COCTOUT B GOPMUPOBAHUM LLEMOYEK NPaBU,
KoTopble 06 beanHATCA B Tabanuybl. O6bEKT NPOXOANT NPOBEPKY NPaBUIAMU, KOTOPbIE, B
3aBMCUMOCTU OT cpabaTbiBaHWA NpaBKAQ, MOTYT U3SMEHATb COAEPKMMOE 0O BEKTA, ero MeTafaHHbIX,
NN xo4 ero ganbHenwen o6paboTku.

ITa naen o4eHb CXOXa ¢ npasuaamu GuabTpaLmm, Ucnonblyembimu B iptables.

Mcnonb3oBaHue GUNLTPOB NO3BONAET YNPaBAATb NpoL,eccom 06paboTkM cobbiTUi, HaNpPaBAATb
cobbITUA B Pa3/iMuHble BHEWHWE CUCTEMbI-NOTPEBUTENN ANA Aa/ibHEMLWEero aHaAnsa, a TakKe
yAanaTb 3aBeOMO He MHTepPeCHble COBbITUA C LLeNbio CHUXKEHMA Harpy3ku Ha EtherSensor.

4.3.1. OcHoBblI PpunbTpaLUMU
KntoueBbIMU NOHATUAMMU GUNbTPALMUM NEPEXBAYEHHbIX COObLWEHNI/0OBEKTOB ABAAIOTCA:

Kputepuit

Jlornyeckoe Bbipa*keHUe, COCTOALLEE U3 OAHOr0 AN bonee ycaoBui, 06 beAUHEHHbIX
norunyecknmu onepatopamum OR, AND, XOR 1 NOT, nposepsatoLlee cogepskumoe n/mam
MeTagaHHble coobleHnsa u onpeaensatollee, NoagnagaeT M AaHHbIN KOHKPETHbIN 06BbEKT noa,
AEeNncTBMe TeKyLwero npasua.

YcnoBue

dnemeHTapHOe YCNI0BME NPOBEPKM CO0bLWEHNSA U/ MK ero meTaaaHHbIX. [poBepaeT 04HO UK
HECKO/IbKO Nonei coobLweHns Uam ero meTafaHHbIX eAMHO06PasHbIM CNOCObOM Ha
COOTBETCTBME HEKOMY YC/I0BUIO (PaBEHCTBY, HEPABEHCTBY, COBMAAEHMIO C NATTEPHOM U T.4,.).

DeiictBne

OnucaHne AeNUCTBMSA, KOTOPOE HEOOXOAMMO BbINOJHUTL HaA, COOOLWEHNEM B C/ydae

cpabaTtbiBaHMA npaBmaa. bonee NnogpobHO 0 BO3MOMXKHbIX AEACTBUAX HaA COObLLEHNAMM
o 133

yKa3aHo B pa3gene [delcteua

Mpasuno

CocTouT 13 ycnoBuii n aencteuin. Ecnm cooblieHmne cOOTBETCTBYET YC/IOBUSM, K HEMY
NPUMEHSIOTCA AENCTBUA. YCNIOBUIA MOMKET U He ObiTb — TorAa HesiBHO npeanonaraerca
Kputepuit "Bce coobeHna" nam "nioboe coobueHne".

Tabauua

YnopagoyeHHas nocnenoBaTeNlbHOCTb Npasua. Tabamua AoNKHA UMETb YHUKAaNbHOE UMS.
CyuiecTByeT oaHa cucTtemMHas Tabanua c umeHem "main", oHa ABAAeTCA TOYKON BXoAa ANA
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npoBepKn coobueHna emuabTpom. Tabanua "main" gonKHa NPUCYTCTBOBATL B KaxKaAom GUbTpeE.
107
Bbonee noapobHO TabanLbl paccmaTpmBatoTca B pasgene Tabamubl — .

MpuHUMnbl pabotbl punbTPOB

Bce coobuieHna npoxoaaT yepes Tabanubl dunbTpa, HauMHaA ¢ Tabamuybl "main". Mpwn
NPOXOoXKAeHUUN coobleHrem TabanLbl K HeMy NocaefoBaTeIbHO NPUMEHAIOTCA BCE NPaBUaa 3TOM
Tab/MUbl B NOpAgKe X CNefoBaHUA.

Moa NnpuMeHeHueM npaBuia NOHMMaEeTCs:
» [poBepKa coobuieHns (BKAOYaA MeTagaHHbIe) Ha COOTBETCTBME YCNOBUAM

= [lpumeHeHne K Hemy ﬂ,el\;iCTBMIZ npasuna, ecam COO6LLI,€HI/1€ COOTBETCTBYET 3TOMY YC/N10BUIO.

Moa AecTBMEM MOXKET Noapa3ymMmeBaTbCs Kak 6a3oBas onepaumna (BCTpoeHHOe AelicTBuE,
Hanpumep, ACCEPT, DROP, JUMP nan RETURN), Tak U OpMeHTUPOBaHHOE Ha No/b30BaTe s
AevictBue (3To A4eNCTBUA YCTAaHOBKM METOK, TeroB, U3MeHeHUsA coobLeHna n/mam ero metagaHHbIX
1 1.n.). basoBble onepaunm MoryT 6biTb KaK TEPMUHUPYIOLLMMM, TO €CTb NPeKpaLLatoLWmMmMn
06paboTKy coobuieHnsa punbTpom (310 ACCEPT, DROP), Tak U HETEPMUHUPYIO UMM, TO €CTb He
npepbiBatoWmMmMmm 06paboTky coobueHuna (3to JUMP n RETURN).

Tabaunua "main" Bcerga AonXKHa 3aKaHYMBATLCA NPABUIOM C KpuTepuem "Bce coobuieHna" n
ooHUM U3 TepMmUHUpyowmnx aenctemin (ACCEPT nan DROP). OctanbHble Tabanubl Bceraa obssaHbl
3aKaH4YMBaTbCA NPaBUIOM C ycaoBuem "Bce cooblieHuns" u TepmuHanbHbim aericteuem (ACCEPT
nnn DROP), nnu e pericteBmem RETURN.

Ons nepexona cooblieHNA U3 Tekylen Tabamubl B apyryto ncnonbsyetca aencrtsne JUMP. B ciyyae
npMMeHeHun B 3Tol Tabaunue K coobweHuto genctena RETURN 137, cooblieHne BepHeTCA B
NCXOAHYIO TabauLy U NPOAOIKUT ee NPOXOXKAEHMNE, HAYMHaAA COo ceayowero npasuna. Apyrue
Tabmubl, Kpome "main”, n nepexoabl B HUX MOTYT NOHaA06UTLCA AN MUHMMU3ALMKN KOJIMYECTBa
npaBuA, Yepes KoTopblie HEOBXOAMMO NPOMUTM COOBLLEHMIO, YTODbI AN HEro 6blN0 NPUHATO
peweHne ACCEPT nan DROP.

Tak»Ke Ucnosib3oBaHMe Tabauu MoxeT 6biTb N0NE3HO NPU 06beaUHEHWU TPyNN NPaBUA ANA
06paboTKM coobLeHnn, 0bbeanHAEMbIX HEKUMU "'T1oBanbHbIMK" KaTeropuamm, KOTopble
HEBO3MOXHO ONucaTb B KOHTEKCTE KpUTEPUSA 0AHOro npasua.

WUcxopa 13 aToro cnepyet, 4To Tabmua main He MOXKET 3aKaHYMBATLCA NPABU/IOM C AENCTBUEM
RETURN, Tak Kak U3 Heé NpocTo HeKyda BO3BPaLlaTbcA. TakxKe B Tabanuy main HEBO3MOXHO
caenatb nepexog JUMP.

CnepyeT 0co60 NoAYEPKHYTb, YTO 3aMpPELLEHO UCMNO/Ib30BaThb ABHbIE UM HeABHbIe "UnKanyeckme"
nepexonbl, U 3TO NPOBEPSETCA HA 3Tane KOMNUAALUMKU NpaBua. Hanpumep, cueHapuii "Tabamua
"main" -> jump -> Tabamua "boss-messages" -> Tabamua "shopping" -> Tabamya "spam" -> Tabamya
"boss-messages" 6yaeT 3a6/10KMpoBaH Ha CTaanM KOMNUAALNKU GUAbTPA.
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4.3.1.1. KoHpurypauua ¢punbtpa
HacTtpoiikn ¢unnbTtpa xpaHaTca B XML-panne, umetowem onpeaenéHHyo CTPYKTypY.

®ainn kKoHOUrypaummn GmMabTpa HAYMHAETCA CO CTaHAAPTHOro Tera Havana XML-goKymeHTa ¢
yKaszaHuem Bepcmun XML 1.0 n KoaMpoOBKN AOKYMEHTA.

Mpumep:
<?xml version="1.0" encoding="utf-8"?>

Hanee yka3biBaeTcA KopHeBow Ter filter, KOTOpPbIM coaePKUT HAacTponku dunbTpa. KopHesol Ter
nmeetT aTpnbyTbl "name" — kpaTKkoe Uma unbTpa, 1 "version" — Homep Bepcun dunbTpa. Cenvac ato
Tonbko "1.0".

Mpumep:

<?xml version="1.0" encoding="utf-8"?2>

<filter name="main filter" version="1.0">

</filter>

,D,/'Iﬂ d)vmpra MOXHO HannucaTtb KOMMeHTale‘;I — TEKCTOBOE OnncCaHne anAa NoACHEHUA coaepaHuA

M Ha3HavyeHnA ¢uabTpa. KOMMeHTapum MoryT coaepaTtb N06OM TeKCT U Npu paboTe ¢puabTpa
nrHopupyrotca. KommeHTtapuin fobasnaeTca B KayecTse OTAE/bHOro Tera <comment>.

Mpumep:

<?xml version="1.0" encoding="utf-8"72>
<filter name="main filter" version="1.0">
<comment>This is a comment.</comment>

</filter>
To4YHO TaK XKe KOMMEHTapPUN MOXKHO YKa3blBaTb AN1A Ta6J1l/ILI| M NpaBun.

4.3.1.2. Tabnnupbl

®dunbTp BCerga coctouT U3 Tabanubl "main” 1, BO3MOXKHO, Apyrux Tabauu,.

O6paboTka coobueHMa GUNbTPOM BCeraa HaumHaeTtca ¢ Tabamubl "main”. Tabanya onpeaensertcs B
dunbTpe Terom "table". Kaxkgasa tabanua fonKHa MMeTb YHUKaA/IbHOE UMA, YKa3biBaeMoe B
atpnbyte "name" XML-tera "table". Tabamua moxeT umeTb B KayecTBe HeobA3aTeIbHOro
KoMmmeHTapua XML-ter "comment".

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



AHanus cobbiTuit u o6beKToB 108

Mpumep:

<?xml version="1.0" encoding="utf-8"?>
<filter name="main filter" version="1.0">
<comment>This is a comment.</comment>
<table name="main">
<comment>This is a comment for the table "main".</comment>

</table>
<table name="spam">
</table>

</filter>

B naHHOM ¢uMAbTpe yKasaHbl ABe Tabanubl — obA3aTenbHas Tabanua "main" u gonosHUTENbHAA
Tabamua "spam".

4.3.1.3. NpaBuna

MpaBuKAa COCTOAT U3 KPUTEPUSA, COCTOALLENO U3 OAHOrO AN Honee yCNOBUIN, U O4HOTO UK
HECKONbKNX AENCTBUI, BbINOAHAEMbIX B C/ly4ae COOTBETCTBMA COObLEeHMA aHHOMY Habopy
KpuTepues.

MpaBuna onpeaenaoTca BHYTpU Tabamy, npy nomowm XML-Tera "rule”.

MpaBnno moxeT MMeTb HeobA3aTeNbHOE NMSA, yYKa3biBaeMmoe B aTpubyte "name" XML-tera "rule".
MpaBnAO MOXKeT UMeTb HeobsA3aTeNbHbIM KommeHTapuit — XML-Ter "comment".

MpaBnao MOXKeT BbITb aKTUBHBbIM — ByAEeT BbINONHATLCA B TEKYLLEN KOHOUTYpaummn dunbTpa, nam
HEeaKTUBHbIM — B X0 BbINONIHEHUA TeKyLLen KoHPUrypaunm ¢uabtpa oHo byaeT UrHOpUpoBaTbCA.

AKTMBHOCTb NpaBuaa onpeaensetca obazatenbHbim aTpnbyTom "enabled” XML-tera "rule". Atpnbyt
"enabled" moxeT npuHMMaTbL cneayolmMe 3HaYEHUA:

1 vau true:

MpaBWAO BKAOYEHO, y4aCTBYET B GUIbTPALLUM COODLLLEHWN

0 unm false:

MpaBWUNO BbIK/NOYEHO, HE Y4acTBYET B GUNbTPALUKN COOBLLEHUIN, UTHOPUPYETCA.

Kputepuin npasunaa onncbiBaetca XML-Terom "match" sHyTpu Tera "rule". enctena npasuna
onucbiBaeTca nocaeaosatenbHocTbio XML-Teros "action" sHyTpu Tera "rule".
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Mpumep:

<table name="main">
<comment>This is a comment for
<rule enabled="1">

<match ...> ... </match>
<action ...> ... </action>
</rule>

<rule name="spam" enabled="1">

<match ...> ... </match>

<action ...> ... </action>

<action ...> ... </action>

<action ...> ... </action>
</rule>

<rule enabled="1">
<action name="drop" />
</rule>

</table>
</filter>

<?xml version="1.0" encoding="utf-8"?>
<filter name="main filter" version="1.0">
<comment>This is a comment.</comment>

the table "main".</comment>

<comment>The rule for the messages of the SPAM category.</comment>

B sTom npumepe B Tabmue "main" ectb TpM NpaBuaa, BCE NpaBu/ia BKIOYeEHbl. BTopoe npasuno (B
OT/INYME OT NEPBOro) UMeeT MMA, KOMMEHTAPUI U HECKONBbKO AeNCTBUIA. TpeTbe NpaBmIo — 3TO
06A3aTeNlbHOE TEPMUHUPYIOLLLEE MPABUJIO: "OTKNOHUTb BCE COOBLLEHUA, HE NPUHATbIE NPaBUAaMU

Bbilwe".

Ecau kKpuTepuin "match" oTcyTcTByeT B NpaBuae unam asasetca nyctbim (<match />), To HesBHO
noApa3symeBaeTcs Kputepuii "Bce coobuieHma": <c name="all"/>.

4.3.1.3.1. Kputepum u ycnosus

Kputepuin B npasune onucbiBaetca XML-terom "match" n onpegenset, 6yayT M BbINOAHATLCA
AencTBMA NpaBuaa AN AaHHOro coobleHuns.

KpuTepuii B npaBuie cocTouT U3 oaH

Ooro nan HeCKONbKUX yCﬂOBMﬁ, KOTOpble CBA3aHbl IOrTNYEeCKNMMU

onepaymammn AND, OR, XOR unm NOT. 3To Nno3BONAET CTPOUTb KPUTEPUI HA OCHOBE /TIOTUYECKUX

Bblpa)KeHMVl, cocToAwmnx 13 yCl'IOBMVI.

Mpumep:

<rule>
<match>
<c name="all" />
</match>
<action name="drop" />
</rule>

[aHHbI KPUTEPUIA COCTOUT U3 eAUHC

TBEHHOrO yc/ioBMA: "Bce coobuieHna".
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Ycnosusa B Kputepuax

YcnoBue — 3T0 3leMeHTapHanA NpoBepKa COobLEHMA NN ero MeTaAaHHbIX Ha COOTBETCTBUE YEMY-
nmbo.

Ycnosue onucbiBaetca XML-terom "condition" nam "c". CoobuweHune nmbo yposnetsopseT ycaoButo,
n B 3TOM c/lydae ycnosue numeet 3HadyeHue TRUE, nmbo He ya0BNeTBOPAET YCAOBUIO, U B TAaKOM
Cnyyae pesynbTaToM NpoBepku ycaosus 6yaet FALSE. [lna ycnoBus yKasblBaeTca ero MMs B
aTpmbyTe "name", KoTopoe onpeaensieT, YTO U Kak NPoBepATb B cOobLEeHNN. B npouyunx aTpubyrax
Tera yKa3sblBatoTCA NMapameTpbl A1A BbINOAHEHUA AencTBUA. MMeHa aTpnbyToB AONONHUTENbHbIX
NMapameTpoB 3aBUCAT OT KOHKPETHbIX YCOBUN.

O6uwasn ctpykTypa XML-Tera, onncbIBaloLWEro ycaoBume:

<condition name="The name of the condition." [additional parameters] />

nnn

<condition name="The name of the condition." [additional parameters] >

</condition>

nnn

|<c name="The name of the condition." [additional parameters] />

nnn

<c name="The name of the condition." [additional parameters] ></c>

BonbWKWHCTBO YCAOBMI Mcnonb3yeT aTpmbyT value="...", B KOTOpPOM yKa3blBatoTCcA 3HAYEHUNA ANA
NPOBEPKM Ha COOTBETCTBME YCNOBUIO, UM aTpMbyT data="...", B KOTOPOM MOKHO YKa3biBaTb

BHELWHWUIN dain Ana 3arpy3kn AaHHbIX 419 TAaKON NPOBEPKM (3TO MOryT 6bITb HabOpbI CN0B, CNUCKK
AOMEHHbIX UMEH U1 Aapyrne napameTpbl). Kakne aTpubyTbl U KaK MMEHHO NPOBEPAIOTCA, ONUCAHO B
pasaenax CooTBETCTBYHOLLUX YCNOBUA.

Jlornyeckue BbiparKeHUA B KpUTEPUAX

B cnyuae, Korga HeobxoaMmo co3gaTb ANA NPABUAA CNOXKHbINA KPUTEPUIA, COCTOALLMI M3 HECKONbKUX
YCN0BWIA, 3TU YCNOBUA MOXKHO 00 beAMHATbL B IOTMYECKME BbiParKEHUA C NCNONb30BAHMEM
nornyecknx onepaumin AND, OR, XOR, NOT. /lornyeckume onepauum B suae XML-Teros sbirnagat
cnepyrowmm obpasom:

<and> ... </and>:

CootsetcTByeT ( ... & ... & ... & ... ) — BCce ycnoBus, Haxogawmecs BHyTpu Tera "and",
obbeanHAOTCA nornyeckon onepauuerr AND.

<or>...<for>:

CootsetcteyeT (... | ... | ... | ... ) — BCce ycnoBus, Haxoasawmeca BHyTpu Tera "or", obbeanHaTCA
normvyeckon onepaumnen OR.
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<xor> ... </xor>:

CootBetctByeT (... ... M ... A ... ) — BCe yc/IOBMA, HaxoasLLMeca BHYTpuU Tera "xor",
ob6beanHATCA normyeckom onepauuneit XOR.

<not> ... </not>:

CootBeTcTByeT !(...) — K yCN0BMIO NPUMEHAETCA onepauma oTpuLaHums.

Mpumep:

<and>
<c name="cccl"/>
<c name="ccc2"/>
</and>

Oo3HayvaerT pe3ynbTaT (cccl & ccc2),

a KpUTepumn:

<not><c name="cccl"/></not>
Oo3Hayvaert pe3ynbTaT "He (cccl)".
JTtobble Tern NorMyeckmx onepaumin MoryT 6biTb BIOXKEHHbIMU.

Mpumep:

<and>
<c name="cccl"/>
<or>
<c name="ccc2">
<c name="ccc3">
</or>
<or>
<c name="ccc4">
<c name="ccc5">
<not><c name="ccc6"></not>
</or>
</and>

o3Ha4aet pe3ynbTaT (cccl & (ccc2 | cee3) & (cecd | cec5 | leceh)).

To ecTb coobuieHme byaeT ya0BNETBOPATL YKa3aHHOMY B MPUMeEpPe KPUTEPULD, EC/IN: OHO
YZ0B/IETBOPAET YCNOBUIO CCC1, A TaKKe y0BNETBOPAET (YCNOBUIO CCC2 UM YCNOBUIO CCC3), A TaKKe
(ymosnetBopseT (ycnosuto cccd UaM yCNOBUIO CCC5) MK He yA0BNETBOPAET YCIOBUIO CCCH).

[na HarnAAHOCTU MOXKHO Pa3buTb JaHHbIA KpUTEPUI HA BAI0KM ycnoBUi, KOTopble 06A3aTeNbHO
AOMKHbI Bo3Bpawatb TRUE npu cnegyowmx nposepkax:
1) cooblieHne AONKHO yA,0BNETBOPATL YCN0BMIO cccl

n
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2) coobuieHme AONKHO YA0BNETBOPATbL OAHOMY M3 ycnoBKUIA (ccc2 nam ccc3)

n

3) coobueHMe A0NKHO YyA0BNETBOPATL OAHOMY U3 ycnoBuii (cccd nnm cccs) N He
YA0BNETBOPATb YCNOBUIO cCCH.

4.3.1.3.1.1. Ycnosue ALL, *

CneumanbHoe ycnoBue, KOTOPOMY YA,0BNETBOPAIOT BCe GpUAbTPYEMbIE 0B BEKTI.

OnucaHue

370 ycnoBue ABAAETCA UCTUHHBIM ANA Nt0bbiXx 06 bEKTOB, HEABHO NOAPA3YMEBAETCA, €CN KPUTEPUIA
<match>...</match> aBnsercs nycTbim UM OTCYTCTBYET B NpaBuse (NPaBMIO COAEPKUT TONbKO Teru
"action")

dopmar

<c name="all" />
<c name="*" />

ATpnbyTt "name":

B atpnbyte "name" ykaxute nmsa ycnosua: name="all" nam name="*".

Mpumep:

MpaBunno NnpUHUMaET Anda AasbHenwel o6 paboTkM BCe COOOLLEHMS.

<?xml version="1.0" encoding="utf-8"72>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>

<table name="main">

<rule enabled="1">
<comment>This rule accepts all messages for further processing.</comment>
<match>

<c name="all" />

</match>
<action name="accept" />

</rule>

</table>

</filter>
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Mpumep (HeaBHoe ycnosue all):

<?xml version="1.0" encoding="utf-8"7?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter comment.</comment>
<table name="main">
<rule enabled="1">
<action name="accept" />
</rule>
</table>
</filter>

4.3.1.3.1.2. YcnoBue DETECTOR

MpoBepUTb UMA AETEKTOPA, KOTOPbIA NAEHTUGULMPOBAN coobLLeHME.

OnucaHue

Mpu cpabaTbiBaHMKM AETEKTOPA CUCTEMA COXPAHAET ero MMA B MeTagaHHbIX coobuieHuna. Ycnosue
DETECTOR no3BonsaeT BbIACHUTb Ha 3Tane pUAbTPaLMN COOBLLEHMA, KAKON MMEHHO AETEKTOP Ha
Hero cpaboTtasn (OH MOXKEeT 6biTb TONIbKO OAMH).

dopmar

<c name="detector" value="[detector-name(s)]" />

ATpnbyT "name":

B aTpnbyTte "name" yKkaxkute nmsa ycnosua: name="detector".

Atpnbyt "value":

B aTpnbyTe value="..." yKarKnte nms, c KOTOpbiM CPaBHUBAETCA MMSA AETEKTOpa, cpaboTaBLlero
Ha coobueHne. UMEH aeTeKTopoB MoxeT HbITb HeCKONbKO (normyeckoe U/1U), B aTom cnyyae
OHW NepeyncaatoTca Yepes 3anatyro ','. [Ina 4yMTaemocTy No3BONAETCA NOC/e 3aNATON CTaBUTb
npobensl.

Mpumep:

CoobueHuns ot getektopoB mail.ru, yandex.ru.
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<?xml version="1.0" encoding="utf-8"72>
<filter name="Message filter" version="1.0">
<comment>Messages filter.</comment>
<table name="main">
<rule enabled="1">
<comment>
Messages from detectors mail.ru,
yandex.ru.
</comment>
<match>
<c name="detector" value="mail.ru, yandex.ru" />
</match>
<action name="drop" />
</rule>
</table>
4.3.1.3.1.3. Ycnhosue PROTOCOL
I'IposepMTb, MO KaKOMY NpoTOKoNy 6blno nonyyeHo COO6LLI,EHVIE.
OnucaHue
3710 ycnosue npoBepAaeT, N0 KaKoMy NpPoToOKoNy 6bin0 nosy4yeHo COO6LLI,€HMe.
dopmar
<c name="protocol" value="[protocol-name(s)]" />
ATpnbyT "name":
B atpnbyTte "name" ykaxknte nmsa ycnosmua — name="protocol".
Atpnbyt "value":
B aTpnbyTe value="..." yKarKnte nms, c KOTOpbIM CPaBHMBAETCA MMS NPOTOKOA, MO KOTOPOMY

nosy4YeHo cooblueHme.

MpoBepaemblx NPOTOKONOB MOXKET OblTb HECKO/IbKO (normnyeckoe U/1U). B aTom cnydae oHu
nepeyncnaoTca Yepes 3anatyto ','. [na 4ynTaemocTn A4onycTMMOo nocse 3anAaTon CTaBUTb

npobensl.

Mpumep:

<?xml version="1.0" encoding="utf-8"?2>
<filter name="Message filter" version="1.0">
<comment>Messages filter.</comment>
<table name="main">
<rule enabled="1">
<comment>
Drop messages received by SMTP or IMAP.
</comment>
<match>
<c name="protocol" value="smtp, imap" />
</match>
<action name="drop" />
</rule>
</table>
</filter>
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4.3.1.3.

1.4. Ycnosue MSG-SIZE, TOTAL-SIZE

MposepnTb pasmep coobueHuns.

OnucaHue

Ycnosua MSG-SIZE n TOTAL-SIZE nposepAtoT pazmep coobuieHns.

msg-size

YuntbiBaet pasmep M3BJIEYEHHbIX TEKCTOB U pasmep NU3BNEYEHHbIX aTTAYMEHTOB

total-size

YuutbiBaeT cymmaprlﬁ pasamep N3BNEYEHHbIX TEKCTOB, pasamep M3BAEYEHHbIX aTTA4YMEHTOB U
pasmep NCXoaHbIX AaHHbIX, N3 KOTOPbIX OHU NONYy4EHbI.

dopmar

<c name="msg-size" op="<operation>" value="<compare pattern>" />
<c name="total-size" op="<operation>" value="<compare pattern>" />

ATpnbyT "name":

B atpnbyte "name" ykamute nmsa ycnosua: name="msg-size" nam name="total-size".

AtpnbyT "value":

B atpnbyTe value="..." yka*Knte 4umMcno, c KOTOpbIM CPaBHUBAETCA pa3mep coobLeHUA:

<Yyucno> nam <yucno>B

YKasbiBaeT pasmep B 6anTax

<yucno>K

YKa3bIiBaeT pasmep B Knnobaltax

<yucno>M

YKa3biBaeT pazmep B merabanrtax

<yucno>G

YKa3bIiBaeT pasmep B rurabaiitax.

ATpnbyT "op":

ATpnbyT op="..." yKasbIBaeT Ha TUM ONepaLn CPaBHEHMUS N MOXKET MPUHUMATb 3HAYEHUSA:

eq U = UAn ==
Ycnosue BbinonHaetca, ecnm pasmep PABEH ykazaHHomy uncny

ne unm != unm <>

Ycnosue BbinonHaetca, ecam pasmep HE PABEH ykaszaHHoOmy uncnay
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It unn &it

Ycnosue BbinonHaetca, ecam pasmep MEHbLUE ykasaHHoOro umcna

gt unm >

Ycnosue BbinonHaetca, ecam pasmep bOJIbLUE ykaszaHHOro uncna

le unu <=

Ycnosue BbinonHaetca, ecam pasmep MEHbLUE NN PABHO ykasaHHOro 4mcna

ge nnm >=

Ycnosue BbinonHaetca, ecam pasmep bOJIbLUE MU PABHO ykasaHHOro uncna.
Mpumep:

MpaBuno npekpalaeT obpaboTKky coobLEHNI, Y KOTOPbIX pa3mep 6e3 y4ETa NCXOAHbIX AaHHbIX
6onbuwe 100KB nan pasmep ¢ y4ETOM UCXOAHbIX AaHHbIX 6onbwe 1MB.

<?xml version="1.0" encoding="utf-8"?>
<filter name="Message filter" version="1.0">
<comment>Messages filter.</comment>

<table name="main">

<rule enabled="1">
<match>
<or>
<c name="msg-size" op=">" value="100K"/>
<c name="total-size" op="gt" value="1M"/>
</or>
</match>
<action name="drop" />
</rule>

</table>
</filter>

4.3.1.3.1.5. Ychosue CHECK-MD5

MposepnTb MD5-Xx3wW coobLLeHNA Ha NOBTOPHOE NOABAEHME B TeYEeHMe onpeaeNEHHOro MHTepBana
BpeMeHu (oTcnexnBaHme ay61MKaToB COOOLEHUN).

OnucaHue

370 ycnoBue NpoBepaeT, He BCTPEYaioCh N yKe B TeYeHMe yKa3aHHOro nepmoaa BpemeHu
coobeHne ¢ Takum ke MD5 xawem, Kak 1 y TeKyLLEro NnpoBepsemoro coobLweHms.

dopmar

<c name="check-md5" time="<timeout>" />

ATpubyT "name":

B atpnbyTte "name" yKkaxuTte numsa ycnosua: name="check-md5".
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ATpnbyT "time":
B atpnbyte time="..." ykarKnte Bpems oKnaaHUA B MUANNCEKYHAAX.

Bpemsa oXuAaHMA He MOXKET HbiTb MeHbLie 1 MUAMCeKyHAbI U 6onble 5 MUHYT, T.e.
5*60*1000 = 300000 MUANUCEKRYHA,

Mpumep:

Ecnn B TeueHme AByxX ceKyHA Obl/iM NOBTOPHbIE CO0DLWEHMA ¢ Taknum Xe MD5, To yaanaTtb ux.

<?xml version="1.0" encoding="utf-8"72>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<match>
<c name="check-md5" time="2000" />
</match>
<action name="drop" />
</rule>

</table>
</filter>

4.3.1.3.1.6. Ycnhosue CHECK-MESSAGE-ID

MpoBepuTb 3aronoBok Message-ID (ana npotokona LOTUS nposepsieTca 3aronoBok X-Sensor-Lotus-
Messageld) coobuieHna Ha NOBTOPHOE NOAB/AEHME B TEYEHME ONpeaeEHHOro MHTepBasia BpeMeHMU
(oTcnexuBaHue Ayb61MKaTOB COOOLLEHUN).

OnucaHue

3TO ycnoBUeE NPOBEPAET, HE BCTPEYANOCH /N YXKE B TEYEHUE YKAa3aHHOro Nepnoga BpeMeHmn
cooblueHre ¢ TaKMM e 3aronoskom Message-ID (gns npotokona LOTUS nposepsieTca 3aronoBoK X-
Sensor-Lotus-Messageld), KaKk 1 y TeKyLero npoBepaemoro coobLeHuns.

dopmar

<c name="check-message-id" time="<timeout>" />

ATpnbyT "name":

B atpnbyte "name" ykaxute nmsa ycnosma: name="check-message-id".

ATpnbyT "time":
B atpnbyte time="..." ykarKnte Bpemsa OXKMAaHUA B MUANNCEKYHAAX.

Bpemsa oxuAaHMA He MOXKET HbiTb MeHble 1 MunaMcekyHabl u 6onbwe 5 MUHYT, T.e.
5*60*1000 = 300000 MUAANCEKRYHA,
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Mpumep:

Ecnn B TeueHme AByx cekyHA ObliM NOBTOPHbIE COOBLEHNA C TAKMM XKe 3arosioBkom Message-ID,
YBANATb UX.

<?xml version="1.0" encoding="utf-8"7?>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>
<table name="main">
<rule enabled="1">
<match>
<c name="check-message-id" time="2000" />
</match>
<action name="drop" />
</rule>

</table>
</filter>

4.3.1.3.1.7. YchoBne HOSTNAME

I'IpoaepMTb MMeHa XOCTOB NCTOYHWNKA N HAa3HAYEeHNA B COO6LLI|eHMM.

OnucaHue

370 ycnoBue NpoBepAeT MMEHA XOCTOB MCTOYHMKA MAN Ha3HAYeHUA HA COOTBETCTBME CTPOKE UM Ha
cootBeTcTBME WabnoHy wildcard nnm regexp. Ona KOPPEKTHOM NOAHODYHKLMOHANbHON PaboTbl

. o 143
ycnosma HeobxooMMOo NPON3BECTU paspeLlleHna MMEH XOCToB (cm. pasgen ferictene DNS ).

CoBeT: ecim He0H6Xo0ANMMO NPOBEPUTL TO/IbKO XOCT Ha3HAYeHUA U TONIbKO A5 npoTtokona HTTP, To
pa3pelleHne MMEH Yepes "goporoe" ¢ TO4KM 3peHna 3aTpaT BpemMeHU U pecypcos genctame DNS
HE MMEEeT CMbIC/1a, TaK Kak MMA XOCTa Ha3HavyeHus 6yaeT AOCTYNHO U3 3aronoBka Host B HTTP-
3anpoce.

dopmar
<c name="hostname"
address="<address type>"

op="<operation>"
value="<compare pattern>" />

ATpubyT "name":

B atpnbyTte "name" yKkaxuTte nmsa ycnosua: name="hostname".

ATtpubyt "address":

B aTpnbyte address="..." ykaxkuTe TMN agpeca oA NPoBepPKU. BO3MOKHbIe 3HaYeHUA:
src nam client

npOBepﬂTbTOﬂbKoaApeCMCTOHHMKa

dst nnum server

HposepﬂTbToanoaApecHa3HaquMﬂ
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both nau all unn *

MpoBepaTb 0b6a agpeca (M UCTOYHUKA U Ha3HAYeHUA).
Ecnum atoT aTpnbyT oTcyTCcTBYET, TO NoApa3symesaeTca "both" — npoBepaTb 06a agpeca.
ATpnbyT "op":
ATpubyT op="..." yKa3biBaeT Ha TMN onepaLn CPaBHEHUA U MOXKET NPUHUMATb 3HAYEHMUA:

eq UAn = unn ==
Ycnosue BbINosHAETCA, ecnn nposepAemoe 3HavyeHne COLEPHKUT ykazaHHOe
3HayeHue

ne uam != nam <>

Ycnosue BbiNonHaeTca, ecam nposepaemoe 3HavyeHne HE COOEPKUT ykasaHHOe
3HayeHue

wc uam wildcard

Ycnosue BbINONHAETCA, €CAU MpoBepAemoe 3Ha4YeHMne COOTBETCTBYET YKasaHHOMY
wildcard-wabnoHy

re UK regex Uu regexp

YcnoBsue BbINOMHAGTCA, €CAN NPOBEPAEMOE 3HaUYeHNe COOTBETCTBYET YKa3aHHOMY
regexp-wabnoHy

ATpnbyT "value":

B atpnbyTe value="..." ykaxKnte CTPOKy, C KOTOpPOI CpaBHUBAETCA 3HaYeHue, Uan WabnoH ansa
NPOBEPKM.

Mpumep:

CoobuweHuns, oTnpaBasemble Ha XOCTbl *.yandex.ru, UTHOPUPOBATH.

<?xml version="1.0" encoding="utf-8"7?>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<match>
<c name="hostname" address="server" op="wc" value="*.yandex.ru" />
</match>
<action name="drop" />
</rule>

</table>
</filter>

4.3.1.3.1.8. Ycnosue IP

MpoBepuTb IP-agpeca KAMEHTA UK CEPBEPA HAa BXOXKAEHWE B AMANA30H MW HA NPUHAANEKHOCTb K
noaceTu.
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OnucaHue

370 ycnosue nposepsaet IP-agpeca KAMeHTa Nan cepBepa Ha BXOXKAEHUE B AMANA30H MW Ha
NPUHALNEXHOCTb K NOACETU.

CoserTbl:

1. HexenaTtenbHbl TpadUK HYKHO OTCEKATb KaK MOXHO paHble. OT 3TOro 3aBucuT
npoussoanTenbHocTb EtherSensor.

2. Becb Tpaduk c HekoToporo IP nan ananasoHa fyylle Bcero otcekatb B IP-dunbtpe cnyxbbl
EtherSensor EtherCAP.

3. OnpegenéHHbin Tpaduk HTTP c HekoToporo IP (ecnv BO3MOXKHO onpeaennTb Takne Kputepum)
Nydlwe Bcero otcekatb B HTTP-punbtpe.

4. OnpeaenéHHble cooblieHns ¢ HeKkoToporo IP-agpeca Heobxoaumo obpabaTbiBaTb B pUAbLTPE
coobLeHun.

dopmar

<c name="ip" address="<address type>" value="<ip-range>" />

AtpnbyTt "name":

B atpnbyTte "name" ykaxkute nmsa ycnosua: name="ip".

Atpubyt "address":

B aTpnbyTte address="..." yKaxuTe TN agpeca ANa NpoBepKu. Bo3amoxkHble 3HaYeHuA:

src unm client

MpoBepsATb aApec UCTOYHWUKA

dst unm server

MpoBepATb agapec HazHaYeHus
any wam *

CootBseTcTBMe Nt0HOro M3 aapecos.

Ecan atpnbyT nponyuieH, To noapasymeBaeTca no ymonyaHuio "*".

ATpnbyt "value":

B aTpnbyTe value="..." ykarknute 3HauyeHune 414 CpaBHEHUA. BO3MOXKHble 3HaUYeHuA:
ipaddress
MposepseT IP-agpec Ha paBeHCcTBO. Hanpumep, value="192.168.0.10"

ipl-ip2

MpoBepsaeT Ha BxoxaeHue |IP-agpeca B agnanasoH. Hanpumep, value="192.168.0.1-
192.168.0.10"
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ip/netmask

MpoBepaeT Ha NnpuHaanexXHocTb IP-agpeca yKasaHHOM noacetn. Hanpumep,
value="192.168.0.1/255.255.255.0"

ip/netmaskbits

MpoBepsaeT Ha NpUHaANEXKHOCTb IP-agpeca yKasaHHOW noaceTty. Hanpumep,
value="192.168.0.1/24".

Mpumep:

CoobLleHnA oT KnMeHTa ¢ MawmnHbl 192.168.0.15 nrHopuposaThb.

<?xml version="1.0" encoding="utf-8"?2>

<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">

<rule enabled="1">

<match>
<c name="ip" address="client" value="192.168.0.15" />
</match>
<action name="drop" />
</rule>

<rule enabled="1">
<action name="accept" />
</rule>

</table>
</filter>

4.3.1.3.1.9. YchoBue HEADER

lNpoBepsaeT 3HaYeHMe O4HOro U3 3aro/I0BKOB COO6IJ.I,EHMF|.

OnucaHue

370 ycnoBue NpoBepsaeT 3Ha4YeHUe 3aroNoBKa COOOLLEHNA HA Ha/IMYMe NOACTPOKM B CTPOKE UM Ha
cooTBeTcTBME WabnoHy wildcard nnum regexp. 3aronoBku coobuieHns — 3To Ntobble reHepupyemble

[EeTeKTopaMu 3aro/IoBKM MeTaZlaHHbIX Buaa "X-Sensor-...".

TaK*Ke 3TO 3aroN0BKU U3 NOYTOBbLIX COO6LLI,€HMI\/'1, Kpome 3aro/ioBKoB:
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From

To

Cc

Bcc

Subject

Date
Content-Type

Content-Transfer-Encoding

CnepyeT NOMHUTDL, 4TO ANA 6bonee appeKTMBHON GUNLTPALUM HE CTOUT PUABTPOBATL 3ar0/I0BKK
MeTagaHHbIX "X-Sensor-...", AnA KOTOpbIX eCTb Cneymanm3npoBaHHbIe YCA0BUA NMPOBEPKU.
Hanpumep, gna 3aronoska "X-Sensor-Detector" 6onee a¢p¢dpekTMBHO NpoBEPATL HE 3HAYEHUE ITOTO
3arosioBKa yepes ycnosne HEADER, a ncnonb3oBatb cneumnanbHoe ycaosume <c name="detector"
value="..." />

dopmar

<c name="header"
headername="<header name>"
op="<operation>"
value="<compare pattern>" />

ATpnbyTt "name":

B atpnbyTte "name" yKkaxuTte nmsa ycnosua: name="header".

AtpnbyTt "headername":

B atpnbyTte headername="..." yKaxute nms npoBepsieMoro 3aro/0BKa.
ATpubyt "op":
ATpnbyT op="..." yKa3biBaeT Ha T1MN onepaLMn CPaBHEHMUS N MOXKET MPUHUMATb 3HAYEHUSA:

eq UWan = Unun ==

YcnoBsue BbINosHAETCA, ecnn npoBepAemoe 3HaveHne COLEPHKUT ykaszaHHOe
3HayeHue

ne uam != nam <>
Ycnosue BbInonHAeTcA, ecnm nposepaemoe 3HadyeHne HE COOEPAKUT ykasaHHoOe
3HayeHue

wc uam wildcard

Ycnosue BbINONHAETCA, €C/IM NPOBEpAeMOoe 3HaYeHMe COOTBETCTBYET YKazaHHOMY
wildcard-wab6nony
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re nam regex nunam regexp

YcnoBue BbINOMHAGTCA, €CIN NPOBEPSEMOE 3HAaYEHNE COOTBETCTBYET YKa3aHHOMY
regexp-wabnoHy

ATtpubyr "value":

B atpnbyte value="..." yKasbiBaeTca CTPOKa, C KOTOPOI CpaBHMBAETCA 3HaYeHUe, NN WabnoH
ANA NPOBEPKMU.

Mpumep:

|<c name="header" headername="X-Priority" op="eq" value="3" />

Ycnosue BbINONHAETCA, €C/IM B COODLEHMN NPUCYTCTBYET 3aro/ioBoK X-Priority n ero sHayeHune
COAEPKUT CTPOKY "3".

|<c name="header" headername="X-Mailer" op="!=" value="Outlook" />

Ycnosue BbINONHAETCA, €C/IM B COOOLWEHMN NPUCYTCTBYET 3aronoBok X-Mailer n ero 3HayeHune He
coaepKuT cTpoky "Outlook".

<c name="header"
headername="X-Sensor-Net-Interface-Id"
op="eq”
value="0l-icap" />

Ycnosue BbINONHAETCA, €CM B COODBLLLEHMM NPUCYTCTBYET 3aronoBok X-Sensor-Net-Interface-Id u ero
3HaYeHMe coaepKnT cTpoKy "01-icap".

<c name="header"
headername="X-Sensor-Net-Interface-Id"
op="wc"
value="*-icap" />

nnun

<c name="header"
headername="X-Sensor-Net-Interface-Id"
op="wildcard"
value="*-icap" />

YcnoBsue BbINOMHAETCA, €CN B COODBLLLEHUMN NPUCYTCTBYET 3aronoBok X-Sensor-Net-Interface-Id u ero
3HauyeHue cootBeTcTBYeT wildcard-wabnoHy "*-icap".

Mpumep:

CoobuweHuns, otnpasnsemble yepes Outlook, urHopuposaTb.
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<?xml version="1.0" encoding="utf-8"72>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<match>
<c name="header"
headername="X-Mailer"

Op="=="
value="Outlook" />
</match>
<action name="drop" />
</rule>
</table>
</filter>

4.3.1.3.1.10. Ycnosue ATTACH-NAME

MpoBepuTb UMEHa aTTaYMEHTOB B COODLLLEHMN.

OnucaHue

970 ycnosue nNpoBepsaeT MMeHa aTTa4MEHTOB Ha COOTBETCTBME CTPOKE U/IM Ha COOTBETCTBUE
wabnoHy wildcard nnm regexp.

dopmar

<c name="attach-name" op="<operation>" value="<compare pattern>" />

ATpnbyTt "name":

B atpnbyTte "name" ykaxuTte numsa ycnosua: name="attach-name".

ATpnbyT "op":

B atpnbyTte op="..." yKaxuTe TMN onepaymun cpaBHeHMA. BO3MOXKHble 3HaYeHUA:

eq UIu = UAn ==

Ycnosue BbiNonHAeTCA, ecam nposepaemoe 3HavyeHne COLAEPHKUT ykasaHHoe
3HayeHue

ne uam != nam <>

Ycnosue BbINnonHAETCA, ecnn nposepAaemoe 3HadyeHne HE COOEPHKUT ykasaHHoe
3HayeHue

wc uam wildcard

Ycnosue BbINONHAETCA, €C/IN MPOBEpAEMOe 3HaYeHMe COOTBETCTBYET YyKazaHHOMY
wildcard-wabnony

re UAv regex Uau regexp

Ycnosue BbINOMHAETCA, €CIN NPOBEPAEMOE 3HaYeHNEe COOTBETCTBYET YKa3aHHOMY
regexp-wabnoHy
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ATpnbyT "value":

B atpnbyTe value="..." ykaxKnute CTPOKy, C KOTOpPOI CpaBHUBAETCA 3HaYeHue, Uan WabnoH ansa
NPOBEPKM.

Mpumep:

<c name="attach-name" op="eqg" value="instruction.doc" />

YcnoBue BbINONHAETCA, €C/IM KaKoe-TMbo MMA aTTauMeHTa coobueHua coaepxuT "instruction.doc".

|<c name="attach-name" op="eq" value="instruction.doc" />

YcnoBue BbINONHAEGTCA €C/IN KaKoe-MMbo MMA aTTauMeHTa COObLEeHNs He COAePHKUT
"instruction.doc".

|<c name="attach-name" op="wc" value="*.doc" />

nnun

<c name="attach-name" op="wildcard" value="*.doc" />

YcnoBue BbINOMHAETCA, €CAN KaKoe-1Mbo MmMAa aTTaumeHTa coobueHmna cooteeTcTByeT wildcard-
wabnoHy "*.doc".

<c name="attach-name" op="re" value=".+\.doc" />
nnn
<c name="attach-name" op="regexp" value=".+\.doc" />

Ycnosue BbINONAHAETCA, €C/IM KaKoe-1Mbo MMA aTTaumeHTa CoobLEeHNA COOTBETCTBYET regex-
wabnoHy ".+\.doc".

<c name="attach-name" op="re" value=".+((\.doc) | (\.exe) | (\.zip))" />

YcnoBue BbINONHAETCA eCn KaKoe-NMbo MMA aTTayMeHTa COObLLEHMA COOTBETCTBYET regex-
wabnoHy ".+((\.doc)|(\.exe)|(\.zip))".

Mpumep:

CoobuweHns ¢ aTTayMeHTaMn *.exe UTHOPUPOBaTb.

<?xml version="1.0" encoding="utf-8"?2>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<match>
<c name="attach-name" op="re" value=".+\.exe" />
</match>
<action name="drop" />
</rule>

</table>
</filter>
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4.3.1.3.1.11. Ycnosue ATTACH-EXIST

MpoBepuTb CoobLeHME Ha HanYmne aTTayMeHTOB.

OnucaHue

370 ycnoBue, KOTOPOMY YA,0BNETBOPAIOT BCE COOBLLEHUA, coaepKaLume nobble aTTauMeHTbI.

dopmar

<c name="attach-exist" />

ATpubyT "name":

B aTpnbyTte "name" yKkaxuTte nms ycnosua: name="attach-exist".
Mpumep:

COO6IJ.I,€HMF| C Nto6bIMKN aTTauUMEHTaMM NUrHopmnpoBaThb.

<?xml version="1.0" encoding="utf-8"7?>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<match>
<c name="attach-exist" />
</match>
<action name="drop" />
</rule>

</table>
</filter>

4.3.1.3.1.12. Ycnosue TAG

.. < 140
npOBepMTb Haan4yme yCtaHOB/NIEHHOIoO Tera U 3Ha4eHMe ero CHeT4YnNKa (CM. pasaen Denctene TAG

).
OnucaHue

3T0 ycn0BUeE NPOBEPAET CylLLeCTBOBaHME Tera AN 3HauyeHne CHETYNKA Tera.

Ecnun Ter OTCYTCTBYET, YCN10BME HE BbINO/IHAETCA.
dopmar

<c name="tag" op="<operation>" value="<compare value>" />

ATpnbyTt "name":

B atpnbyTte "name" yKaxuTte nmsa ycnosua: name="tag".
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ATpnbyT "op":
ATpnbyT 0p="..." YKa3bIBAaET Ha KPUTEPUI NPOBEPKN:
eq W = UK ==
Ycnosue BbINONHAETCA, eC/in 3HaYeHue cyétumka PABHO ykazaHHOMY umncny

ne unm != uam <>

Ycnosue BbINONHAETCA, eC/in 3HaYeHue cyétuymka HE PABHO ykazaHHOMY umncny

It unu &lt

Ycnosue BbINONHAETCA, eC/in 3HaYeHne cyétumka MEHbBLUE ykasaHHOro umcna

gt wam >

Ycnosue BbINONHAETCA, eC/in 3HaYeHue cyétumKka bOJIbLUE ykaszaHHOro uncna

le unn <=

Ycnosue BbINONHAETCA, eC/in 3HaYeHue cyétumka MEHbLUE U/TN PABHO ykazaHHOro
ymncna

ge uam >=

Ycnosue BbINOMHAETCA, ecnn 3HavyeHue cyétumka bOJIbLIE NN PABHO yKasaHHOro
ymncna

exist

YcnoBue BbINONHAETCA, €C/IN TET CYLLECTBYET (YXKe YCTaHOBNEH paHee A/s 3TOro
obbeKTa).

Mo ymonyaHuto (ecnm aTpmnbyT "op" oTcyTCTBYET) NPUHMMAETCA 3HaveHue "exist". s onepaunm
"exist" ykasbiBaTb aTpubyT "value" He obsA3aTenbHoO.

Atpnbyt "value":
B atpnbyte value="..." yKakute 4nmcno, c KOTOpPbIM CPAaBHMBAETCA 3HAUYEHME CYHETYMKA Tera.
Mpumep:

|<c name="tag" tag="SPAM" op="exist" />

nnun

<c name="tag" tag="SPAM" />

Ycnosue BbINOHAETCA, eCAn ans obbekTa ycTaHoBNeH Ter "SPAM".

<c name="tag" tag="SPAM" op="eq" value="1" />

YcnoBue BbINOMHAETCA, ecan AN coobuleHna yctaHosaeH Ter "SPAM" 1 ero cyétyumk paseH 1.

|<c name="tag" tag="SPAM" op=">" value="1" />

YcnoBue BbINOMHAEGTCA, ecAn AnsA coobueHna yctaHosneH Ter "SPAM" 1 ero 3HauyeHWe ero cHéTYMKa
6onbue 1.
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<c name="tag" tag="SPAM" op=">=" value="3" />

Ycnosue BbINONHAETCA, eCAn AnA coobeHna yctaHosneH Ter "SPAM" 1 ero 3HayeHUWe ero cHETYMKa
6onblue nam paBHo 3.

Mpumep:

CoobuweHuns, nomeyeHHble Terom SPAM co 3HayeHnem 6onble 1, MITHOPUpPOBaATb.

<?xml version="1.0" encoding="utf-8"72>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<match>
<c name="tag" tag="SPAM" op=">" value="1" />
</match>
<action name="drop" />
</rule>

</table>
</filter>

4.3.1.3.1.13. Ycnosue FROM, TO, CC, BCC, ADDRESS, SUBJECT

MpoBepnTb 3Ha4YeHMe ogHoro 13 nonek from, to, cc, bec, subject, address.

OnucaHue

3T0 yc/i0BUE NpoBepAeT 3HaYEeHUE NOMA Ha CoAepKaHMe YKa3aHHOW NOACTPOKM UK Ha
cootBeTcTBME WabnoHy wildcard nnu regexp.

from

MNposepsaeT none FROM (agpec oTnpasuTens)

to

MposepsaeT none TO (agpec nonyyatens)

ccC

MNposepseT none CC

bcc

MposepsaeT none BCC

address

MposepseT Bce nonsa agpecos (from, to, cc, bcc). Ecam B nto6om U3 HUX HAAEHO COOTBETCTBUE,
TO YC/IOBUE BbINONHAETCA
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subject

MNposepsaeT none SUBJECT.

dopmar

<c name="from" op="<operation>" value="<compare pattern>" />

<c name="to" op="<operation>" value="<compare pattern>" />

<c name="cc" op="<operation>" value="<compare pattern>" />

<c name="bcc" op="<operation>" value="<compare pattern>" />

<c name="subject" op="<operation>" value="<compare pattern>" />
<c name="address" op="<operation>" value="<compare pattern>" />

ATpubyT "name":

B atpnbyTte "name" ykaxkute nmsa ycnosua: name="from", name="to", name="cc", name="bcc",
name="subject" nam name="address"

ATpnbyT "op":

ATpunbyT op="..." yKa3biBaeT Ha TMN onepaLnn CPaBHEHUA U MOXKET NPUHNUMATb 3HAYEHMUA:
eq W = UK ==
Ycnosue BbinonHAeTcA, ecnm 3HavyeHune nona COAEPHKUT ykazaHHOe 3HauYeHne

ne uau = nam <>

Ycnosue BbinonHAaetca, ecam 3HavyeHne nona HE COLEPHKUNT ykaszaHHOe 3HavyeHue

wc nnm wildcard

YcnoBue BbINOHAETCA, €CN 3HAYEHMe NoAA COOTBETCTBYET yKasaHHoMy wildcard-
wabnony

re Uau regex uam regexp

Ycnosue BbINOMIHAETCA, €CIN 3HAYEHME MONA COOTBETCTBYET YKa3aHHOMY regexp-
WwabnoHny.

Atpnbyt "value":

B aTpnbyTe value="..." yka3biBaeTcs CTPOKa, C KOTOPOI CpaBHUBAETCA 3HaAYeHune, Uan WabnoH
ANA NPOBEPKMU.

Mpumep:

|<c name="from" op="eq" value="xxx@mail.ru" />

Ycnosue BbinonHAeTcA, ecam nosne FROM coobuieHns coaepXuT CTPoKy "xxx@mail.ru".

<c name="to" op="!=" value="xxx@mail.ru" />

Ycnosue BbinonHseTca, ecam none TO coobuweHna He cogepXuT CTPOKY "xxx@mail.ru".

<c name="cc" op="wc" value="*@mail.ru" />

nnun
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<c name="cc" op="wildcard" value="*Q@mail.ru" />

Ycnosue BbinonHaeTcs, ecam none CC coobuweHums coorsetctayeT wildcard-wabnoHy "*@mail.ru".

<c name="address" op="re" value=".+Q@mail.ru" />
nnn
<c name="address" op="regexp" value=".+@mail.ru" />

YcnoBue BbINONHAETCA, ecv Ntoboe 13 aapecHbIX nonen coobueHma (FROM, TO, CC unaum BCC)
coOoTBeTCTBYeT regex-wabnoHy "+@mail.ru".

|<c name="subject" op="re" value=".* ((badwordl) | (badword?) | (badword3)) .*" />

Ycnosue BbINONHAETCA, €C/IM B Teme coobLeHnA HalgeHo COOTBETCTBME regex-wabnoHy
" *((badwordl) | (badword2) | (badword3)).*".

Mpole roBopsa — yCNOBUE BbINOAHAETCA, €C/N B Teme ecTb caioBa badwordl, badword2 nam
badword3.

<c name="subject" op="re"

value=" (\+2\d ([ \-\(1)2\d{3} ([ \-\)1)2)2([ -1)2((\d{7}) |
(\NA{3} ([ \=-1)2\d{2} ([ \-1)2\d{2}) |
(\Nd{2} ([ \=1)2\d{3} ([ \=1)2\d{2}))" />

YcnoBuve BbINOMHAETCA, €C/IN B TeMe Co0bLeHMA HailaeH Homep TenedoHa (cTpoka,
COOTBETCTBYIOLLAA regexp).
TenedoHHbII HOMEP B 3TOM C/ly4ae MOXKET COOTBETCTBOBaTb OAHOMY M3 c/iefyroLmx GopMaToB:
1234567
123 45 67
12 345 67
89031234567
8(903)1234567
8-903-123-45-67
8903 123 45 67
+79031234567
+7(903)1234567
+7-903-123-45-67
+7 903 123 45 67

Mpumep:

Mucbma c agpeca uam Ha agpec *@mail.ru npogonkuTb obpabaTbiBaTb, BCE OCTaNbHOE
NUTHOPUPOBaTb.
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<?xml version="1.0" encoding="utf-8"72>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">

<rule enabled="1">

<match>
<c name="address" op="wildcard" value="*@mail.ru" />
</match>
<action name="accept" />
</rule>

<rule enabled="1">
<action name="drop" />
</rule>

</table>
</filter>

4.3.1.3.1.14. Ycnosue TEXT

npOBepMTb Haan4yme KNr4esbiX C/10B B TEKCTE COO6IJ.I|EHVIF| nan B €ro teme.

OnucaHue
310 ycnosue npoBepAeT Ham4ne Knko4eBbiX CN10B B TEKCTE COO6LLI,eHMﬂ Nnnm Teme.

MpoBepKa Ha/IMYMA HaMYUA KNHOUYEBbIX C/I0B NPOMUCXOAMT NO 06LEMY BXOXKAEHMIO KNHOUYEeBOro
C/I0Ba B TEKCT, @ He TONbKO KaK oTAe/bHble caoBa. [pyrumu cnoBamu, 3To paboTtaeT Tak, Kak byaTo
AN1A KaXKaoro Ka4yesoro cnosa uuetcs wildcard-wabnoH "*kntouesoe cnoso™*".

Hanpumep, nog, Kputepunin Kntouesoro cnosa "secret" 6yayT nonagate cnosa "secret”, "sECrEt",

"secretary", "insecretory" u 1.n.

an NONCKE KNKYEBbDLIX C10B PETNCTP CMMBOJ/1I0B HE Y4UTbIBAETCA.

dopmar

<c name="text" op="<operation>" value="<compare pattern>" />
<c name="text" op="<operation>" data="<data source>" />

ATpnbyT "name":

B atpnbyte "name" yKkaxkute nmsa ycnosmua: name="text".

AtpnbyT "op":
ATpnbyT op="..." yKa3biBaeT Ha KPUTEPUI1 MPOBEPKMU:

all

B coobuweHnn AonKHbl bbITb HalAeHbl BCE YKa3aHHbIE KOUYEBbIE C/10BA

one

JocTaTouHO, 4TOObI B COOOLWEHMM BbINO HANAEHO XOTA Bbl OAHO KAHOYEBOE C/OBO.
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Mo ymonyaHuto (ecnm aTpmbyT "op" oTcyTCTBYET) NPUHMMAETCS 3HaveHue "one".

ATpnbyt "value":

B aTpnbyTe value="..." nepeuncnmTte Kntouesble caoBa. Ecan KAOYEBBIX CIOB HECKO/bKO, TO
nepeyncanTe nx yepes 3anatyto ','. Takke KAtoyeBble cnoBa MOryT ObITb yKa3aHbl B 3HAYEHUU
camoro Tera <c>key-word-list</c>

Atpubyr "data":

B aTpnbyte data="..." MOXeT yKa3bIBaTbCA APYroi UCTOYHMK KAOYEBbIX CNOB. ITO No3BoONAET
yKa3blBaTb Honbwme Habopbl cnoB, Korga 310 HeyaobHo aenatb B aTpnbyTe value="...".

BO3MOXKHble 3HaYeHuA:

data="<external data name>"

3arpy3suTb CAMCOK KAOYEBbIX CNOB U3 BHeLwHero 610Kka B ¢puabTpe (Ter <data
name="extern-data-name">...</data>)

data="extern://<external data name>"

3arpysuTb CNUCOK KOYEBbIX C/I0B M3 BHELWHero 610Kka B punbTpe (Ter <data
name="extern-data-name">...</data>). KnoueBble cnosa nepeymncastotca yepes
3anAaTyto

data="file://<full-file-path>"

3arpy3suTb CAMCOK KAOYEBbIX CNOB M3 yKa3zaHHoOro ¢aiina. Kntouesble cnosa
NepevYmncNsatoTCa KaXKaoe Ha OTAE/IbHOW CTPOKE (3anATblie HE HYXKHbI).

Mpumep:
|<c name="text" op="one" value="secretl, secret2, secret3, secretd" />

nnn

<c name="text" op="one">secretl, secret2, secret3, secretid</c>

Ycnosue BbINONHAETCA, €CN B TEME COODLLEHUA AN B €ro TEKCTE HAaUAETCA XOTA Hbl OAHO U3
YKa3aHHbIX KJOYEBbIX C/IOB: KAK CAaMOCTOATE/IbHbIX CN0B, TaK U KaK YacTb APYroro c/osa.
Mprmepbl TEKCTOB:

1. Tema nucbma — "RE: secret 1 secret2" — ychosue BbIMOJ/THAETCA.

2. Tema nucbma — "RE: secret3 secret4" — ycnosune BbIMO/THAETCA.

3. TeKcT nMcbma — "nocbifiato Bam Haw secret 1 secret2" — ycnosume BbIMO/THAETCA.

4. Tema nnucbma — "The quick brown fox jumps over the lazy dog" — ycnosue HE BbINOJ/THAETCA.

|<c name="text" op="all" value="secretl, secret2" />

nnun

<c name="text" op="all">secretl, secret2</c>
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Ycnosue BbINONHAETCA, €CN B TEME COODLLEHUA NN B €0 TEKCTE HanayTcA 06a YKa3aHHbIX
K/II0YEBbIX C/I0BA KaK CAMOCTOATE/IbHbIE C/I0BA, U/IW }Ke, KaK YacTu ApYrux C1oB.
Mpumepbl TEKCTOB:

1. Tema nucbma — "RE: secretl secret2" — ychosue BbIMO/THAETCA.

2. Tema nucbma — "RE: secretl ot 6yxa" — ycnosue HE BbINOJ/IHAETCA.

3. TekcT nMucbma — "nocbinato Bam Hauw secret2" — ycnosme HE BbINOJTHAETCA.

4. TeKkcT nMcbma — "nocbinato Bam Haw secretl ot secret2" — ychosue BbIMO/THAETCA.

<c name="text" op="one" data="dictionary.txt" />

3arpy3snTb CNMCOK KIOYEBbIX CNOB AJ1A NPOBEPKU M3 daiina "dictionary.txt".

Mpumep:
nMCbMa, cogepxauwue Knro4yesble CnoBa U3 CNMUCKa keywords, NPUHATL ONA p,aaneﬁUJeVl
O6pa6OTKVI. Bcé octanbHoe MrHopmnpoBaThb.
<?xml version="1.0" encoding="utf-8"?2>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">

<rule enabled="1">
<comment></comment>

<match>
<c name="text" data="extern://keywords" />
</match>
<action name="accept" />
</rule>

<rule enabled="1">
<action name="drop" />
</rule>

</table>

<data name="keywords">
secretl,
secret?2,
secret3,
secretd

</data>

</filter>

4.3.1.3.2. fleiictBUA

Bce penicteuna onucbiBatotca B XML-Terax "action". s Kaxkaoro AencTBmA yKa3blBaeTca ero uMs B
aTpnbyTe "name", KoTopoe onpeaenseT, Kakasa onepauuna byaeT BbiNnoNHeHa AasA coobuleHna. B
npoYmnx aTpmbyTax Tera ykasbiBatoTca napameTpbl 414 BbINOAHEHUA aectBua. MmeHa aTpnbyTtoB
AOMONHUTENbHbIX MAPAaMETPOB 3aBUCAT OT KOHKPETHbIX AENCTBUN.
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Obwan cTpykTypa XML-Tera, onncbiBatoLWwero AencTeue:

<action name="action name" [parameters] />

nnm

<action name="action name" [parameters]></action>

BonblnHCTBO AencTBUIA Ucnonb3yeT aTpubyT value="...", B KOTOPOM YyKa3bIBatOTCA 3HaYEHMs AN
BbINO/IHEHWNA AeNCTBUA, AN aTpmbyT data="...", B KOTOPOM MOKHO YKa3biBaTb BHELWHWI Pain ans

3arpysKu AaHHbIX AN BbINOJHEHUA AeNcTBUA (3TO MoryT 6bITb Habopbl CNOB, CMINCKU AOMEHHbIX
UMEH 1 gpyrme napameTpbl). OnucaHue aTpMbyTOB U UX AecTBUI NOAPOOHO yKa3aHO B pasgenax
COOTBETCTBYIOLWNX AECTBUNA.

basoBble aeuncreuna

basoBble 4encTBUA — 3TO AENCTBUA, USMEHAIOLLME NOPALOK NPOXOXKAEHNA CO0bLEeHNA Yyepes
dunbTp. K 6a30BbIM aencteuam otHocAaTcas ACCEPT, DROP, JUMP n RETURN.

Monb3oBaTenbCcKue AeucTems

Monb3oBaTenbCckne AeNCTBUA — 3TO AENCTBUA, U3MeEHAOLWME coobLLeHne UK ero meTafaHHble, a
TaKXe BbINoNHAIOWME 06paboTKy coobLieHMA Yepes BHELWHME CEPBUCHI (MECOYHMLbI, aHTUBUPYCbI,
URL-kaTeropm3saTtopbl, DNSBL-cepsepb! 1 T.0.).

4.3.1.3.2.1. fevicteue ACCEPT

MpuHATbL coobLeHMe K AanbHelwen 0bpaboTke.

OnucaHue

OevictBne ACCEPT npeKpawaeT paboTy puUNbTPOB C TEKYLLMM COODLLEHNEM N HEMEA/IEHHO
NponycKaeT ero K ganbHelwen 06paboTke (To ecTb, K AacTaBKe ero cucteme-noTpebuTento cornacHo
npeaonpeaeneHHoMmy npoduno AO0CTaBKN pe3yibTaToB UM NPOGUID NO YMONYAHUIO).

dopmar

<action name="accept" />

ATpnbyT "name":

B atpnbyTte "name" ykaxknte nmsa genctema: name="accept".

Mpumep:

CoobleHuna, 4OCTUTWNE 3TOro NPaBMAa, NPUHUMALOTCA K AanbHelwen obpaboTke.
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<?xml version="1.0" encoding="utf-8"?>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">

<match ...> ... </match>
<action ...> ... </action>
</rule>

<rule enabled="1">
<comment>
All the messages reaching this rule are accepted for
further processing.
</comment>
<action name="accept" />
</rule>
</table>
</filter>

4.3.1.3.2.2. fleiictBue DROP

MpekpaTUTb 06PaboTKY COObLEHMS, HAKONNEHHbIE AaHHble YAANUTb.

OnucaHue

3710 AencTBMe npekpawaet o6paboTKy Tekywero coobueHna n coobuaet EtherSensor, uto Bce ero
AaHHble U MeTaZaHHble He0HX0AMMO YHUUTOXKNUTD.

dopmar

<action name="drop" />

ATpnbyT "name":

B atpnbyTte "name" ykaxkute nmsa genctema: name="drop".
Mpumep:

JaHHble 1 meTagaHHble COO6IJ.I,eHVIl7I, AOCTUTLWNX 3TOro npasuaia, YHUHYTOXKNUTL.

<?xml version="1.0" encoding="utf-8"?2>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<comment>
Details/metadata of any message reaching this point
are destroyed (discarded).
</comment>
<action name="drop" />
</rule>
</table>
</filter>
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4.3.1.3.2.3. feicteue JUMP

MpoaonxknTb 06paboTKy cooblueHns B gpyron Tabauue.

OnucaHue

3710 pencTeme npoaonKaeT 06paboTky cooblieHnsa B aApyroin Tabaumue.
dopmar

<action name="jump" value="<table name>" /><action name="jump" value="<table name>" />

ATpubyT "name":

B atpnbyTte "name" yKkaxuTte umsa genctama: name="jump".

ATpnbyT "value":

B atpnbyTe value="..." ykaxkute nms Tabanubl, B KOTOPYHO HEOBXO0AMMO NepenTn AnA
AanbHenwen o6paboTkn coobuieHus.

CnepyeT NOMHUTb, 4To Nnepexog no JUMP B Tabamuy main 3anpeléH. TakxKe 3anpeLueHbl
nepexoAbl, KOTOpble MOTYT NPUBECTU K ABHOW UM HEABHOM LIUKANYHOCTH.

Mpumep:

N3 Tabanubl main nepexog B Tabamuy yandex ana o6 paboTtkm coobuweHmnii ot mail.ru n yandex.ru.
Tabnunua yandex: ea4MHCTBEHHOE NPABUAO YHMUUTOXKAeET coobueHua 6onblie 100Kb. Mocne storo
NpPoOMCcXoaunT BO3BPAT B Tabmuy main.
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<?xml version="1.0" encoding="utf-8"72>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<comment>
Processing of messages from the mail.ru,
yandex.ru detectors in the yandex table.
</comment>
<match>
<c name="detector" value="mail.ru, yandex.ru" />
</match>
<action name="jump" value="yandex"/>
</rule>

<rule enabled="1">
<action name="drop" />
</rule>
</table>

<table name="yandex">
<comment>
The table processes messages from the mail.ru,
yandex.ru detectors.
</comment>

<rule enabled="1">
<comment>
Discard messages larger than 100 Kb.
</comment>

<match>
<c name="size" op=">" value="100K"/>
</match>
<action name="drop" />
</rule>

<rule enabled="1">
<comment>
Returning to the main table for further processing.
</comment>
<action name="return" />
</rule>
</table>

</filter>

4.3.1.3.2.4. fleictene RETURN

BepHyTbcA B NpeablayLLyto (Bbi3BaBLy) TabanLy U NpoaoXKUTb BbINOHEHWE B HEW CO
cnefytoLLero npasuia.

OnucaHue

370 pencTBMe Bo3BpaLlaeT 0bpaboTKy coobuieHna B npeablayLlyto (Bbi3BaBLIYIO) TabanLuy u
NPOAOMKMUTb BbINOAHEHME B HEW CO CNeAyOLLEero npaBuna.

dopmar

<action name="return" />
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ATpnbyTt "name":

B atpnbyTte "name" yKkaxkute nmsa gencrema: name="return".

[enctBne He MOXKeT NPUMEHATbLCA B Tabanue main.

Mpumep:

B naHHOM npumepe B Tabanue "main" nponcxoauT Kakasa-To obpaboTtka coobuieHuna. Mpu
06paboTKe co0ObLLEHMA BTOPbIM NPaBMUIOM CTOMT NPaBUAO C UMeHeM "spam': ecan coobueHne
yO0BNETBOPAET KPUTEPUIO 3TOrO NPaBUAA, TO OHO NepesaéTtca Ha ganbHenwyo obpaboTky B
Tabanuy "spam".

Mocne npoxoxkaeHunaA npasua B Tabanue "spam", ecnm obpaboTka coobuieHna He byaert npepBaHa
npeAblayLmMmm npasunamm, To 4omaa A0 npaBuaa c umeHem "return-to-main", o6paboTka
cooblueHnA cHoBa NPoAo/KMTCA B Tabanue "main" ¢ npasuna, cneaytowero 3a npasuaom "spam'.

<?xml version="1.0" encoding="utf-8"7?>
<filter name="main filter" version="1.0">

<table name="main">
<rule enabled="1">

<match ...> ... </match>
<action ...> ... </action>
</rule>
<rule name="spam" enabled="1">
<match ...> ... </match>
<action name="jump" value="spam"/>
</rule>

<rule enabled="1">
<action name="drop" />
</rule>
</table>

<table name="spam">
<rule enabled="1">

<match ...> ... </match>
<action ...> ... </action>
</rule>
<rule enabled="1">
<match ...> ... </match>
<action ...> ... </action>
</rule>

<rule name="return-to-main" enabled="1">
<action name="return" />
</rule>
</table>
</filter>

4.3.1.3.2.5. fleictBne LABEL

[lobaBnseT K MeTafiaHHbIM COODLLEHMA CTPOKOBYIO METKY.
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OnucaHue

370 AelicTBME YCTAaHAB/IMBAET CTPOKOBYIO METKY B MeTaZaHHbIX TEKyLLero obpabaTtbiBaemoro
coobuieHus.

Ecnu ata cTpokoBas meTKa yxe bblna ycTaHoBAeHa paHee Ana coobueHua (mnm HTTP-obbekTa, 13
KOTOPOro nosiy4eHo coobLLEHNE), TO ero 3HaYeHne 3ameHseTca 6onee HOBbIM.

Ucnonb3yeTtca ans AobaBieHUA ONMCcaHui K coobLeHnam.

dopmar

|<action name="label" label="<label name>" value="<label value>" />

nnn

<action name="label" label="<label name>" > label value </action>

ATpnbyTt "name":

B atpnbyTte "name" ykaxute nmsa genctama: name="label".

Atpnbyt "label":

B atpnbyTe label="..." yKaxute nms yctaHaB/IMBaEeMON CTPOKOBON METKN.

ATtpubyr "value":
B atpnbyTe value="..." yka3biBaeTcs 3HaueHne (CTpoKa) AN1A METKM.

3HayeHMe TaKKe MOXKHO NepevyncnaTb B camom Tere "action”.

Mpumep:

<action name="label"
label="VIRUS-DESCR"
value="Win.32.BlackHorse.trojan.virus - mail worm, very dangerous!!!" />

nnun

<action name="label"
label="VIRUS-DESCR">
Win.32.BlackHorse.trojan.virus -
mail worm, very dangerous!!!
</action>

YcTaHaBAMBaET A4 COOOLWEHUA CTPOKOBYIO MeTKy ¢ umeHem "VIRUS-DESCR" 1 3anucbiBaeT B Heé
cTpoky "Win.32.BlackHorse.trojan.virus — mail worm, very dangerous!!!".

Mpumep:

MomeTnTb cooblleHun, obpaboTaHHble AgeTekTopamm mail.ru, yandex.ru metkot CONTENT-DESCR.
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<?xml version="1.0" encoding="utf-8"72>

<filter name="TEST" version="1.0">
<comment>This is the comment for the filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Mark messages detected by the mail.ru,
yandex.ru detectors with the CONTENT-DESCR label.
</comment>
<match>
<c name="detector" value="mail.ru, yandex.ru" />
</match>
<action name="label"
label="CONTENT-DESCR"
value="Russian mail services"/>
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.1.3.2.6. Oeincteue TAG

JobaBnseT K meTagaHHbIM COODLLEHMs Ter (YMCIOBYIO METKY).

OnucaHue

370 AelicTBME YCTaHABIMBAET B METaAaHHbIX COObLWEeHMA Ter (4McnoByto MeTKy). TeroB MoXKeT 6biTb
HECKO/NIbKO. B 3TOM c/lyyae OHUM NepeyvncaatoTcs Yepes 3anaTyro ',' uam Touky ¢ 3anaton ';'. Ecam
OOMH M TOT }Ke Ter ycTaHaB/AMBaTb AN 0O6beKTa HECKO/IbKO pas, TO y Tera noBblLIaeTcs

"ypoBeHb" (ero uncnosoe 3HauyeHune). MHaye rosops, y KaxKaoro Tera eCcTb BHYTPEHHUI CHETYUK,
MOKa3bIBaO LN, CKOIbKO Pa3 OH Bbi/ yCTaHOBAEH ANs 3TOro obbekKTa.

YCTaHOBNEH TEr NN HET, a TaKKe 3HaUYeHMe ero CY4ETYMKa (CKONbKO pa3 OH Obln yCTaHOBAEH AN
TeKyLLero o6beKkTa) MOXHO BNOCNeACTBUM NPOBEPATb B YCIOBUAX GUABTPOB ANA NPUHATUA
peleHun.

Mo ymonyaHUIo 3HaYeHMe CY4ETYMKA NPU YCTaHOBKe Tera yBennumsaetca Ha 1. Ecam cyétymk Tera
Heobxoanmo yBennumnTb bonee 4em Ha 1, TO MOXKHO 3aJaBaTb 3HAaYEHNE, Ha KOTOPOE HEOHBX0AMMO
YBE/IMYNTb CYETYMK NOC/IE MMEHU Tera B Kpyr/abix ckobkax: "TAG(...)". Hanpumep, SPAM(3) —
yBeNnYMBaeT 3HaYeHMe c4EéTuMKa ana tera SPAM Ha 3, a SPAM(1) paBHocunbHO npocto SPAM. 370
MOXKeT O6bITb HEO6X0ANMMO B C/Iy4HasX, KOrga ycnoBums, YCTaHABAIMBAOLWME OAMH U TOT XKe Ter, UMetoT
pa3Hy 3HAYMMOCTb, BaXKHOCTb UM NPUOPUTET.

3HayeHuMe ANA USMEHEHMUA CHETYMKA MOXKET ObITb OoTpMuaTenbHbiM. SPAM(-3) — ymeHbLuaeT
3Ha4YeHne c4éTYMKa anAa tera SPAM Ha 3.

dopmar

<action name="tag" value="<tag list>" />
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nnun

<action name="tag" > tag list </action>

ATpnbyT "name":

B atpnbyTte "name" ykaxknute ums genctema: name="tag".

ATpnbyT "value":
B atpnbyte value="..." nepeuncnatotca nmeHa Teros.

MMmeHa TeroB TaKxe MOXHO Nepe4yncnsaTb B camom Tere "action".

Mpumep:
|<action name="tag" value="SPAM" />

YcTtaHaBnamBaeT Ter c umeHem "SPAM".

<action name="tag" value="SPAM(3)" />

YctaHaBamBaeT Ter ¢ umeHem "SPAM" n yBennumBaeT ero CYETYMK Ha 3.

|<action name="tag" value="SPAM, shopping" />

YcTaHaBnmBaet Tern ¢ umeHamm "SPAM" n "shopping".

<action name="tag" value="SPAM(3), shopping(2)" />

YcTaHaBAMBaeT Tern ¢ umeHamm "SPAM" n "shopping" 1 yBenmumBaeT nx CHETYUKM Ha 3 1 2
COOTBETCTBEHHO.

<action name="tag" value="SPAM, shopping">VIP-OFFICE</action>

Takke ycTaHaBAmMBaeT Tern ¢ umeHamm "SPAM" u "shopping".

|<action name="tag" value="SPAM, shopping">VIP-OFFICE</action>
YcTaHaBnmBaet Tern ¢ umeHamum "SPAM", "shopping", "VIP-OFFICE".
Mpumep:

MomMmeTnTb 3anpockl Ha NONYAAPHbIE POCCUIACKME NoYTOoBbIEe cepBuchl Terom RUS_MAIL.
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<?xml version="1.0" encoding="utf-8"72>

<filter name="TEST" version="1.0">
<comment>This is the comment for the filter
<table name="main">

<rule enabled="true">
<comment>
Mark requests to popular Russian mail
with the RUS MAIL tag.
</comment>
<match>
<c name="reg-header"
headername="Host"
op="eq"
value="win.mail.ru" />
<c name="reg-header"
headername="Host"
op="eq"
value="mail.yandex.ru" />
<c name="reg-header"
headername="Host" op="eqg"
value="mail.rambler.ru" />
</match>
<action name="tag" value="RUS_ MAIL"/>
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.1.3.2.7. fevicteue DATETIME

.</comment>

services

YCTaHOBUTb AN1A COOBLLEHMA CTPOKOBYIO METKY CO 3HaYEeHNEM TEKYLIMX AaTbl U BPEMEHMU.

OnucaHue

142

3710 AencTBMe yCTaHaB/IMBAET CTPOKOBYIO MeTKy (label) ana coobuieHns co 3HaueHnem TekyLLmnX

AaTbl U BPEMEHMN. Ecam paHHan CTPOKOBaA METKa Yxe 6blna paHee yCTaHOB/1IEHA ONA COO6LLI,€HM$|, TO
€€ 3HayeHne 3ameHseTca 6osiee HOBbIM. MCI'IOﬂb3yE‘TCFI Ana otcnexXmnsaHmAa BpemeHU NpoxoxxaeHnAa

coobuweHua no ¢puabTpy.

dopmar

<action name="datetime" value="label-name" />

ATpnbyT "name":

B atpnbyTte "name" ykaxkute umsa geinctema: name="datetime".

AtpnbyT "value":

B atpnbyte value="..." ykaxkute nma yctaHaB/IMBaeMOIn CTPOKOBON METKMU.

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc




143 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

Mpumep:

[o6aBnTb MeTKy Ha4yana 06paboTkm FILTER-BEGIN 1 meTKy KoHua o6pabotkm FILTER-END BO BCe
coobuieHus.

<?xml version="1.0" encoding="utf-8"7?>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<comment>
Set the FILTER-BEGIN processing start label
for all the messages.
</comment>
<action name="datetime" value="FILTER-BEGIN" />
</rule>

<rule enabled="1">
<comment>
Set the FILTER-END processing end label
for all the messages.
</comment>
<action name="datetime" value="FILTER-END" />
<action name="accept" />
</rule>
</table>
</filter>

4.3.1.3.2.8. fleiicteue DNS

MposoauTt paspeweHne nmén DNS B IP-agpeca n IP-agpeca B meHa Ana HEM3BECTHbIX a4pecos
XOCTOB.

OnucaHue
970 AeincTBME NPON3BOAMT Pa3pelleHne MMEH xoctos U IP-agpecos ceccuu.

B Kakaol ceccum ectb UCTOYHUK (KAMEHT) U MPUEMHUK (cepBeEpP) CO CBOMMM MMEHaMU uam |P-
agpecamn. BosamoxkHa cuTyauma, Korga gnsa coobLieHmnsa N3BECTHO MMA XOCTa KAMEHTA UK cepBepa,
HO He u3BecTeH ero IP-agpec nan Haoboport. denctene DNS nponsBoanT paspelleHmne
HepocTatowen nHbopmaummn ob agpece KIMeHTa UK cepBepa.

Ecnn nssecteH IP-agpec, HO He N3BECTHO MMA XOCTa, COOTBETCTBYOLWEee aTomy IP, TO OHO
3anpawwnsaeTtca y DNS-cepsepa. To e camoe genaetca U eC/M U3BECTHO MMA XOCTa, HO He
nssecTeH ero IP-agpec. Ecnm B coobLWeHNM yKe NPUCYTCTBYET M MMA XOCTa U ero IP, To HUKaKux
AEeNCcTBMIN He NPON3BOAMUTCA.

TakKe B C/yyae ycrnewHoro noiy4yeHms MMEH B MeTagaHHble A06aBAAOTCA 3aronoBKM X-Sensor-Src-
Host, X-Sensor-Dst-Host 1 cTaHOBMTCA BO3MOKHbIM MX UCNOSIb30BAaHME B YCNOBUU
"header" (npoBepka 3HauYeHWNA 3aro/ioBKa).

CneayeT TaKKe NOMHUTb, YTo ycnoBue Tuna "hostname" (mpoBepKa MMeHM XocTa) MMEET CMbICA
NPMMEHATb TONIbKO Noc/e BbiNofHeHUA aenictema DNS.
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dopmar

<action name="dns" address="<address type for resolving>" />

ATpubyT "name":

B atpnbyTte "name" ykaxuTte umsa genctamna: name="dns".

AtpnbyT "address":

B aTpmnbyTe address="..." ykaxuTe TN agpeca Ana paspeeHna uMmeH. Bo3aMoKHble 3HaYeHUA:

src unum client

npOBOAMTb pa3pewieHne MMeH TONIbKO ANA agpeca MCTOYHUKa

dst nnum server

npOBOAMTb pa3pewieHne MMeH TONIbKO ANA agpeca HasHAYeHUA

both nau all unun *

npOBOAMTb pa3pewieHne MmeH anA obounx ajgpecos (M MCTOYHUKa, U Ha3Ha‘-IeHVIﬂ).

Ecan aToT aTpnbyT OTCYTCTBYET, TO NoApasymeBaeTtca aenctemne "both" — npoBoanTh paspelieHue
UMeH ans 0boux agpecos.

Mpumep:

npOBeCTM pa3peweHne nmeH anAa COO6LLI,eHl/1ﬂ.

<?xml version="1.0" encoding="utf-8"7?>

<filter name="TEST" version="1.0">
<comment>This is the comment for the filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Resolve names for the message.
</comment>
<action name="dns" address="server"/>
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.1.3.2.9. feiicteue DNSBL-LH, DNSBL-RH

MpoBepseT BxoxaeHne agpecos coobueHns B DNSBL cnucku, 1 eciv OHO NOATBEPIKAAETCA,
yCTaHaB/AMBaET yKa3aHHbIN Ter.

OnucaHue

dnsbl-rh — nposepka IP-agpeca B8 DNSBL-RHSBL.
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dnsbl-lh — npoBepka nmeHn xocta 8 DNSBL-LHSBL.

Mpu BXOXAEHUN OAHOrO M3 aapecos B oanH M3 DNSBL 310 geicTBME yBeANYMBAET 3HaYEHMEe
yKasaHHoOro Tera Ha 1.

Cnuncok npoBepAeTcA Bcerga nosIHOCTbHO.

BxoxaeHue Kaxkaoro agpeca (MnmM MMeHu xocTa) B Kaxkablt DNSBL yBennumnsaet Ter Ha 1. To ecTb,
ecan B oauH u ToT XKe DNSBL BX0oAAT M agpec NCTOMHMKA M aApec Ha3HavYeHusa, TO Ha Kaxkgoe
BXOXOEHWE NPONCXOANT yBEAUYEHUNE Tera.

B nanbHelwem 3Ha4YeHMe Tera MOXHO NPoBEPATb B YCN0BUAX PUIBTPOB U NPUHUMATb PeLleHne Ha
OCHOBaHUM BXOXKAEHMA agpecos coobuweHns B DNSBL.

dopmar

<action name="dnsbl-rh"
address="<address-type>"
tag="<tag-name>"
value="<dns-bl domains list>" />
<action name="dnsbl-rh"
address="<address-type>"
tag="<tag-name>"
data="<dns-bl domains list source>" />
<action name="dnsbl-1h"
address="<address-type>"
tag="<tag-name>"
value="<dns-bl domains list>" />
<action name="dnsbl-1h"
address="<address-type>"
tag="<tag-name>"
data="<dns-bl domains list source>" />

AtpnbyTt "name":

B atpnbyTte "name" ykaxkute numsa gencrama: name="dns".

Atpubyt "address":

B aTpnbyTte address="..." yKaxuTe TMn agpeca Ana paspelieHns UMeH. Bo3MOKHble 3Ha4YeHus:

src unm client

MpoBepsATb TONbKO aApec UCTOYHMKA

dst unm server

MpoBepsATb TONbKO aApec HasHaYyeHUs

both nau all unmn *

MpoBepATb 0ba agpeca (M UCTOMHUKA, U HAa3HAYeHuUs).

Ecnum atot aTpnbyT oTcyTcTBYET, TO NoApasymesaeTca gencrteume "both" — nposepatb 0ba agpeca.

ATpnbyT "tag":

B atpubyte tag="..." yKaxute uma ysean4ynmBaemoro Tera.
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ATpnbyT "value":
B atpnbyTe value="..." nepeuncnsatorca gomeHbl DNSBL.
Ecan AOMeHOB HECKO/IbKO, OHM MepevymncnntoTcsa Yyepes 3anartyio ','.

TakKe AOMeHblI MOTYT ObITb YKa3aHbl B 3Ha4eHUM camoro Tera <action>dns-bl-domains-
list</action>

Atpnbyt "data":

B aTpnbyTe data="..." MoXeT yKa3blBaTbCA APYron MCTOYHMUK cnncka DNSBL gomeHoB. 3T0
No3BO/AET YKa3blBaTb AJ/IMHHbIE CMNUCKK, KOrga 3To HeyaobHo aenatb B aTpnbyTe value="...".

BO3MOXKHble 3HaYeHuA:

data="<external data name>"

3arpy3suTb CAIMCOK U3 BHelHero 610Ka B ¢uabTpe (Ter <data name="extern-data-
name'">...</data>)

data="extern://<external data name>"

3arpy3uTb CNMCOK U3 BHewHero 610ka B puabTpe (Ter <data name="extern-data-
name">...</data>). JlomeHbl DNSBL nepeuncnatotcsa yepes 3anaTtylo.

data="file://<full-file-path>"

3arpysunTb CNUCOK U3 YKa3aHHoro ¢aina. lomeHbl DNSBL nepeyuncnsioTcs Ha
OTAENbHbIX CTPOKAaX (3anATble He HYXKHbl).

Mpumep:

<action name="dnsbl-rh" tag="SPAM">
bl.spamcop.net, vote.drbl.sandy.ru,
sbl.spamhaus.org, cblplus.anti-spam.org.cn
</action>

YeBennuusaert Ter "SPAM", ecnmn agpeca coobueHmsa BxoaAaT B oauH M3 DNSBL. Ecnm Kakoi nmbo
agpec BXOAWUT TOIbKO B 0ANH cnncok — "SPAM" 6yaet paseH 1. Ecnm aapec BxoguT B ABa CNMUCKA —
"SPAM" 6yaeT paBeH 2 n 1.A4.

B panbHelwem moxKHO npoBepuTb, ecaun ("SPAM" > 3), TO 3TO TOYHO CNam, a eCIM MeHbLLEe — TO 3TO
NpPOCTO HEMHOro nogo3putenbHo. Ecan oba agpeca Bxoaat B oanH DNSBL, To Ter ysennumnsaetca Ha
2.

<action name="dnsbl-rh" address="src" tag="SPAM">
bl.spamcop.net, vote.drbl.sandy.ru,
sbl.spamhaus.org, cblplus.anti-spam.org.cn
</action>

lMposepaeT TonbKo IP-agpec UCTOMHUKA.
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<action name="dnsbl-1h" address="dst" tag="SPAM">
bl.spamcop.net, vote.drbl.sandy.ru,
sbl.spamhaus.org, cblplus.anti-spam.org.cn
</action>

MposepseT TonbKo hostname Ha3HauyeHus.

Mpumep:

MpoBepuTb BCe agpeca coobuieHns yepe3 DNSBL list. MonoxkntenbHble cpabaTbiBaHMA NOMETUTb
Terom SPAM. CoobuweHuns ¢ Terom SPAM yaanuTb, ocTasibHble NPUHATH.

<?xml version="1.0" encoding="utf-8"72>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<comment>
Checks all message addresses against the DNS-BL list. Hits
are to be marked with the SPAM tag.
</comment>
<action name="dnsbl-rh"
address="both" tag="SPAM"
data="extern://dns-bl-1list" />
</rule>

<rule enabled="1">
<comment>Delete spam.</comment>

<match>
<c name="tag-exist" value="SPAM" />
</match>
<action name="drop" />
</rule>

<rule enabled="1">
<comment>Accept the rest.</comment>
<action name="accept" />

</rule>

</table>

<data name="dns-bl-list">
bl.spamcop.net,
vote.drbl.sandy.ru,
sbl.spamhaus.org,
cblplus.anti-spam.org.cn
</data>

</filter>

4.3.1.3.2.10. Aeuicteue SAVE RAW DATA

BKJ'IPO‘-IMTb/BbIKI'IIO‘-WITb COXpaHEHUNE UCXOAHbIX AaHHbIX, N3 KOTOPbIX 6bin0 noy4yeHO COO6LLI|eHMe.
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OnucaHue

370 AencTBME BKNHOYAET/BbIKNHOYAET COXPaHEHME UCXOAHbIX AaHHbIX, U3 KOTOPbIX BbI10 NONYYEHO
coobuieHmne. B cnyyae ecam coobuieHne nonyvyeHo u3 nepexsata HTTP-TpaduKa, To UCXOAHbIMU
AaHHbIMK 6yayT ABa danna, cogepxawme HTTP-3anpoc n HTTP-oTBeT. B chyyae, ecam coobueHue
nosiydeHo u3 nepexsata SMTP nam POP3 npotoKkona, To UCXOAHbIMK AaHHbIMKU ByaeT daiin,
copeprawmim ncxoaHbin email 8 popmate EML.

Mo ymonyaHUIO ONA KaXaoro COO6LU,EHVIF| COXpaHeHMe UCXOAHbIX AAaHHbIX OTKAoYeHO. Ecau ero
BK/IHOYUTb, TO d)a[;iflbl C ncxogHbiMmn oaHHbIMU 6yp,yT npnaTrayvyeHbl K COO6LLI,eHMIO.

CnepyeT NOMHUTb, YTO BKOYEHUE COXPAaHEHUA MCXOLHbIX AaHHbIX Honee yem B ABa pasa
yBeNn4ymBaeT 06 bem CoOXpaHAEMbIX AAaHHbIX, MO3TOMY AaHHOM BO3MOXHOCTbO CTOMT NONb30BATLCA
TO/IbKO AN OTNAA0UHbIX LEeNen, UK e KOoraa HalMume NCXOAHbIX AaHHbIX KpailHe Heobxogmmo.

dopmar

<action name="save-raw-data" value="<true/false/1/0>" />

ATpubyTt "name":

B atpnbyTte "name" ykaxkute numsa gencrema: name="save-raw-data".
ATpubyr "value":
B aTpnbyte value="..." yKasbiBaeTca aKTMBHO AeNCTBUE UK HET.

truevmmn 1

BknouunTb COXpaHeHNEe UCXOAHbIX AaHHbIX ANnA COO6LLI|eHM‘i|.

false unan 0

OTKNOYNTb COXPaHEHME UCXOAHbIX AaHHbIX ANA coobueHunn (ecnun paHee B punbTpe
OHO 6bINI0 BK/IOYEHO).

Mpumep:

BKNIOUYMTL COXpaHEHUE UCXOAHbIX AaHHbIX CO06LWEeHMM, nonydyeHHbIx no HTTP-npoTokony.
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<?xml version="1.0" encoding="utf-8"72>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">
<rule enabled="1">
<comment>
Enable saving source data for messages
intercepted over the HTTP protocol.
</comment>
<match>
<c name="protocol" value="http" />
</match>
<action name="save-raw-data" value="true" />
</rule>

</table>
</filter>

4.3.1.3.2.11. fileiicteBne TRANSPORT

YcTaHOBUTb Npodurab AOCTAaBKU pe3ynbTaToB A5 COODLEHUA, KOTOPbIM OHO A0/MKHO ObITh
[0CTaBJIeHO B C/ly4ae ero ycnewHon o6pabotkn ¢unbtpom ¢ aencrtenem ACCEPT.

OnucaHue

Ecnun Tako TPaHCMNOPTHbLIN NPOdUb y:Ke Bbln paHee YCTaHOBAEH ANA CO0bLWeHMnA, To AencTBUue
HMYEro He BbINOHSET.

[na coobuieHnAa MOXKHO yKa3blBaTb HECKObKO TPAHCMOPTHbLIX Npoduaei, ANA 3TOro YKa3blBaAOTCA
HecKo/ibKo aencteuii "transport”.

Taknm ob6pa3om Bbl MOXKETE A0CTaBAATb Pe3y/bTaTbl aHA/M3a OAHOMO U TOro e coobLeHunn
Cpa3y HECKO/IbKMM cuctemam-noTpebutensm. Hanpumep, metagaHHble otnpasuTb B SIEM-
cucTemy, a camo coobuleHue - B eDiscovery u B DLP.

Ecnun B xope opunbTpaunm ana coobweHna He 6b110 NPUMEHEHO HYU OAHOMO TPAHCMNOPTHOrO
npoduna, To cooblieHMe B caydae NpUHATUA ByaeT A0CTaBAeHO NpodnaemM No YMOAYaAHMUIO.

dopmar

<action name="transport" value="<transport-profile-name>" />

AtpnbyTt "name":

B atpnbyTte "name" ykaxkute umsa aencrtema: name="transport".

ATtpubyr "value":

B atpnbyTe value="..." ykarknte nms yctaHaB/IMBaeMoOro TPaHCMNOPTHOro Npodus.
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Mpumep:

YcTaHOBUTbL TpaHCNopTHble npoduam "smtp-archive" n "smtp-archive-rezerve" gnsa Bcex coobueHUNn.
Ecnm coobuweHne 6yaet NpMHATO GUABTPOM, TO OHO ByaeT AocTaBaeHO ¢ nomolbio OBOUX
npodunen.

<?xml version="1.0" encoding="utf-8"?2>
<filter name="Message filter" version="1.0">
<comment>Message filter.</comment>

<table name="main">

<rule enabled="1">
<comment>
Set the "smtp-archive" and "smtp-archive-rezerve"
transport profiles for all messages. If the message
is accepted by the filter, it will be delivered by
BOTH profiles.
</comment>
<action name="transport" value="smtp-archive" />
<action name="transport" value="smtp-archive-rezerve" />
</rule>

</table>
</filter>

4.3.1.3.2.12. AeictBue HEADER

,ﬂ,06anlﬂeT K MeTaAaHHbIM 06bEKTA NONb30BATENbCKMI 3ar0N0BOK X-Sensor-... AN u3ameHaeT
3Ha4YeHWne CyecTByroulero X-Sensor-... 3aro/ioBKa.

OnucaHue

370 AelictBue AobaBnaeT B cooblieHME NONb30BaTENbCKUIA 3ar0N0BOK X-Sensor-...

Ecnuv 3aro/loBoK € TaKMM MMEHEM YXKe CYLLLEeCTBYET B COODLEHMN, TO ero 3Ha4YeHue 3aMeHsAeTcs
6onee HOBbIM.

dopmar

<action name="header" headername="<UserHeader>" value="<user header value>" />

ATpnbyTt "name":

B atpnbyte "name" ykaxkute nmsa genctema: name="header".

AtpnbyTt "headername":

B atpnbyte headername="..." ykaxxute nma nobasnaemoin CTPOKOBOM METKM.

ATpnbyt "value":

B atpnbyTe value="..." yka3biBaeTcsi 3HaueHMe 3aro/ioBKa.
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Mpumep:

[JobasnseT K coobuieHuno 3aronosok: X-Sensor-UserHeader: user header value.

<?xml version="1.0" encoding="utf-8"72>

<filter name="TEST" version="1.0">
<comment>This is the comment for the filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Adds the following header to the message:
X-Sensor-UserHeader: user header value.
</comment>
<action name="header"
headername="UserHeader"
value="user header value" />
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.1.3.2.13. fleiicteue HEADER_EX

JobaBnaeT K meTagaHHbIM 06beKTa No/ib30BaTE/IbCKUIA 3ar010BOK UM M3MEHSAET 3HaYeHMe
CYLLLECTBYIOLLErO 3aro/IoBKa, 3a UCKAOYeHMem 3aronoskos From, To, Cc, Bcc, Subject, Date.

OnucaHue
3710 AelictBne aobasnseTt B cooblleHMe NONb30BaTeNbCKUI 3aro/IoBOK.

Ecnn 3arofioBOK C TaKMM MMeHeM (He3aBMCMMO OT PermcTpa) y»e cyliectsyeT B COO6LWEHUM, TO ero
3HayeHue 3ameHsAeTca 6onee HOBbIM.

MmA 3aronoBKa He MoXKeT BbITb:

From
To

Cc

Bcc
Subject
Date

dopmar

<action name="header ex"
headername="<UserHeader>"
value="<user header value>" />
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ATpnbyTt "name":

B atpnbyTte "name" yKkaxkute nmsa genctema: name="header_ex".

AtpnbyTt "headername":

B aTpnbyte headername="..." ykaxute umsa gobasnsaemoi/3ameHsatoLLEl CTPOKOBON METKM.

ATtpubyr "value":

B aTpnbyTe value="..." yka3biBaeTcsi 3HaueHme 3aro/ioBKa.

Mpumep:

Jobasnset K coobuieHunio 3aronosok "X-SomethingElse-UserHeaderEx: user header value".

<?xml version="1.0" encoding="utf-8"7?>

<filter name="TEST" version="1.0">
<comment>This is the comment for the filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Adds the following header to the message:
X-SomethingElse-UserHeaderEx: user header value.
</comment>
<action name="header ex"
headername="X-SomethingElse-UserHeaderEx"
value="user header wvalue" />
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.1.3.2.14. OeiictBne LOG

[lenaet 3anucb B 10r B COOTBETCTBUM C Ha3HAYEHHbIMU KaHa/OM U NPUEMHUKOM, UCMONb3YNTE ero
ANA oThaakv GUNbTPOB.

OnucaHue

370 AelnicTBMe OTNPaABAAET B YKa3aHHbIN NPUEMHUK (paiin, syslog-cepsep) CTPOKY TEKCTa, 3HAYEHUe
Teros Coob6LEHNA, 3HAYEHNE METOK COOBLLEHMA UAN MEeTafaHHble COOBLLEHMUA.

dopmaTt CTpoKM Nora:

[<timestamp>] <value>

B nor moxKHO OTNpaBuTb:
= CTpOKY, YKa3biBaemyto B aTpmbyte value="..."

* CNMCOK METOK N UX 3HaYEHUN, YKa3biBaembix B aTpunbyte field="#labels"
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* CNMCOK TEroB U MX 3HAa4YEHWUM, YKasbiBaemblx B aTpnbyte field="#tags"

= 3HaYyeHMe 3aronoBKa MeTagaHHbIx coobleHuna. Ans atoro B aTpmbyTe field="X-Sensor-..."
YKaXXnTe MMs 3arosnoBKa.

Oenctene LOG nosesHo Ucnosib3oBaTth A5 oTAaAku ¢uabTpoB. PaccTtaBasn ero B HyXKHbIX NpaBuaax
dUNbTPA, MOXKHO NONYYUTb AETa/lbHbIN OTYET O TOM, KaK CO0DLLEHMA NpoXoaAT 06paboTKy, U Kak
npuv 3TOM MeHAeTcA 3HaYeHne MeTafaHHbIX, TEFOB U METOK.

CnepyeT NOMHUTb, 4TO 3TO Aenctene LOG npumeHsaeTca Ana uenen otnagkum GuabTpos npu
dunbTpaumnm coobuieHni. NMocToaAHHOE ero NPMMEHEHME MOXKET NPUBECTU K CHUXKEHUIO 06 Lel
npounssoanTenbHoctn EtherSensor, ecnm 6yaet nponcxoanTe MHTEHCMBHAA 3aNUCb HA AMUCK.

dopmar

<action name="log" dst="<log-destination>" value="<user string value>" />
<action name="log" dst="<log-destination>" field="<field type>" />

ATpnbyTt "name":

B atpnbyTte "name" yKkaxkute nmsa genctema: name="log".

Atpubyr "dst":

B atpnbyTe dst="..." yka3biBaeTcs NPUEMHUK 3aNMCKU B J1OT. ITO MOXKET ObITb:
dst="syslog://<syslog-server-ip:port>"
OTnpasnseT coobuleHue Ha syslog-cepsep no npotokony UDP (RFC-3164)
dst="channel://<channel-name>"

OTnpaBnseT cooblleHWe B KaHa, NpefiBapuTe/IbHO HAaCTPOEHHbIN B cayxkbe
EtherSensor Watcher

dst="file://<full-file-path>"

CoxpaHseT coobuieHune B pann.

Atpubyt "field":

B aTpnbyte field="..." yKaxuTe TMn nona coobLieHnn, KOTopoe HeobXoAUMO OTMNPaBMUTb B /Or.
Bo3moOXKHble 3HavyeHuA:

t#labels

BbiBOA CNCKa METOK COOBLLEHNA U UX 3HAYEHU
#tags
BbiBOA cnncKa Teros coobLeHna U MX 3HaYEHUM

t#ifrom

BbiBOA, cnncKka agpecos FROM
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#ito

BbiBoa cnncka agpecos TO

#subject

BbiBOA TeMbl coobLeHUA

X-Sensor-...

BbiBOA, 3HAaUEHUA 3aroN0BKA MeTagaHHbIX COobLeHuUs.
Atpnbyt "value":
B atpnbyTe value="..." yka3biBaeTcs CTpOKa cooblleHns, KoTopasa byaeT oTnpaBs/ieHa B Jior.
Mpumep:

Oevictue:

<action name="log" dst="file://d:\file\path.log.txt"
value="user string value" />

CoxpaHsnert B dpaiin nora d:\file\path.log.txt cTpoky:

"[<timestamp>] user string value".

Deticteune:

<action name="log" dst="file://d:\file\path.log.txt" field="#tags" />

CoxpaHsaet B ¢pann nora d:\file\path.log.txt cTpoky:

"[<timestamp>] Tags:"

" <TAG value>"
" <TAG value>"
" <TAG = value>"

Ka)KLI,bIVI TEer COXpaHAETCA B OT,CI,EJ'IbHOf/‘I CTPOKe.

HeictBune:

<action name="log" dst="channel://debug.log.txt" field="#labels" />

OTnpasnseT B KaHan debug.log.txt cTpoky:

"[<timestamp>] Labels:"

" <LABEL = "value">"
w <LABEL = "value">"
" <LABEL = "value">"

Kakaan MeTKa COXpaHAEeTCA B OTAE/IbHOMN CTPOKe.
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HetictBune:

<action name="log"
dst="syslog://192.168.0.1:514"
field="X-Sensor-Src-Address" />

OTnpaBnseT Ha syslog-cepsep c agpecom 192.168.0.1:514 cTpoky:

"[<timestamp>] X-Sensor-Src-Address: <metadata header value>"

Mpumep:

OTocnaTb gaHHble cooblieHmna Ha syslog-cepsep.

<?xml version="1.0" encoding="utf-8"?2>

<filter name="TEST" version="1.0">
<comment>This is the comment for the filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Sending message details to syslog.
</comment>
<action name="log"
dst="syslog://192.168.0.1:514™"
value="Message info dump:" />
<action name="log"
dst="syslog://192.168.0.1:514"
field="X-Sensor-Src-Address" />
<action name="log"
dst="syslog://192.168.0.1:514"
field="X-Sensor-Dst-Address" />
<action name="log" dst="syslog://192.168.0.1:514"
field="#labels" />
<action name="log"
dst="syslog://192.168.0.1:514"
field="#tags" />
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.1.4. Kpatkue npaBuaa HanucaHua GUNbTPOB

1. dunbTp BCceraa AonXKeH coaepXaTb Tabamuyy "main”, c Heé HaunHaeTca BbINOJIHEHME
dunbTpa.

2. Tabanua He moxKeT 6bITb NycTo. Kaxkaas Tabanua puabTpa A0MKHA 3aKaHYMBATLCA
npaBuaoMm c ycnosuem "noboe coobuieHne" n ogHum us gerictemin: ACCEPT, DROP nau
RETURN. 370 npaBunno ob6a3aTeNlbHO A0NXKHO ObiTb BKAOYEHO.
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Mpumep:

<rule name="end" enabled="1">
<match>
<c name="all"/>
</match>
<action name="drop" />
</rule>

nnun

<rule enabled="1">
<action name="accept" />
</rule>

3. Oencteme RETURN moxKeT npumeHATbCA B Nt06bix Tabamuyax, Kpome main.
4. Nepexoabl JUMP, 06pa3youime LUKIMYECKME CCbIJIKMN (IBHbIE MW HesIBHbIE), 3anpeLleHbl.

5. Nepexoabl JUMP B Tabanuy "main" aenatb 3anpeweHo BO M30erKaHMe LLMKANYECKUX CCbIJIOK.

4.3.1.5. CoBerTbl

B aTom pa3saene onucaHbl NPUEMbI, KOTOPbIE MOMOTYT OT/1IaXKMBaTb U TECTMPOBATb GUALTPBI.

MeTku BpemeHu

MeTku BpemeHu (<action name="datetime" value="label-name">) Mo}HO UCNONb30BaTb HE TONbKO B
KOHLLEe M B Ha4yane 06paboTkM COObLEHMA, HO U B KaXKA0M NpaBuie — Toraa MoXHo byaeT y3HaTb,
Koraa oHo 6b1710 06paboTaHO OTHOCUTENBHO Havyana ¢uabTpaymm Bcero coobeHmna B uenom. Ana
aToro aencreume "datetime" MoXKHO yKa3blBaTb HENOCPEACTBEHHO Nepes TEPMUHUPYHOLWLMM
nencTemem.

Mpumep:
<rule name="rule2" enabled="1">
<match>
<c name="attach-exist"/>
</match>

<action name="datetime" value="rule2-end" />
<action name="accept" />
</rule>

B naHHOM npumepe nocne 06paboTkm coobuieHma npaBuaom y coobuieHma 6yaeT yctTaHOB/EHA
meTKa "rule2-end", nokasbiBatlowan Bpemsa, Korga coobuieHne 6b1n10 NPUHATO STUM NPaBUIOM K
AanbHenwel obpabotke (ACCEPT).

BbinosHeHMe HEKOTOPbIX AEACTBUIA MOXKET 3aHMMATb AO0BOJIbHO ANUTeNbHOE Bpema (Hanpumep,
DNS-pa3pelueHne MMEH, NpoBepKa CoobLEeHNA BHEWWHUMM aHTUBMPYCamMM U T.M.). TaK Kak Bce
OENCTBMA BbINONHAIOTCA NOCAEA0BATENbHO, TO MOXKHO 3aMEPUTL BPEMA BbINOAHEHUA 3TOrO
ONVTEeNbHOro AecTeuma, 4obaBmB K Hemy gelicteuma "datetime".
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Mpumep:
<rule name="rule2" enabled="1">
<match>
<c name="attach-exist"/>
</match>

<action name="datetime" value="rule2-dns-start" />

<action name="dns" />

<action name="datetime" value="rule2-dns-end" />
</rule>

B stom npumepe nocne 06paboTkm coobLEHNA NPABUAOM MOXKHO ByaeT CpaBHUTb 3HAYEHME METOK
"rule2-dns-start" n "rule2-dns-end" 1 y3HaTb Bpemsa, KoTopoe 3aHMMasa onepauma DNS.

Terv npasun

Bbl MoXKeTe ncnonb3oBaTh Aencteme "tag" (ycTaHoBKa Tera B cO006LLEHNM) BO BCEX NpaBMaax, U
npv 3TOM MMSA Tera CTaBUTb TAaKUM Ke, KaK UMA NpaBuaa. Torga nocnie npoxoxaeHuna coobuweHuna
yepes ¢puabTp B HEM ByaeT nctopna o6paboTkm coobLeHna npasuaamm. ITo MOXKeT ObITb NONE3HO
ANA TeCTUPOBAHUA GUALTPOB N OTCAEKMBAHUA "MyTen" NpoxoxKaeHNA nmn obpabaTbiBaembix
06beKTOB, KOraa GUNbTP CAOXKHbLIN U COAEPHKMUT MHOrO NPaBMA U Tabauu,.

Mpumep:

<rule name="rule-attach" enabled="1">
<match>
<c name="attach-exist"/>
</match>
<action name="tag" value="rule-attach" />
</rule>

<rule name="rule-bad-words" enabled="1">

<match>
<c name="text" op="all" value="tel, respect" />
</match>
<action name="tag" value=" rule-bad-words" />
</rule>

<rule name="rule-only-for-dns" enabled="1">
<action name="dns" />
<action name="tag" value=" rule-only-for-dns" />
</rule>

<rule name="accept-all" enabled="1">
<action name="tag" value="accept-all" />
<action name="accept" />

</rule>

TaK¥Ke MOXKHO NOCTYNUTb U C METKaMW BPEMEHMN, B 3TOM C/lyyae 6y,CI,ET BNAHO HE TOJIbKO 4epes3
KaKMeraBMﬂaHpOWﬂOCOO6M£HM€,HOD1BKaKOGBpeMﬂ.

"OT npocToro K cnoxxHomy"

BbINONHEHME HEKOTOPbIX AENCTBUIA MOXKET 3aHMMaTb A0BONbHO AAnTenbHoe Bpema (DNS-
pa3pelieHne MMEH, NpoBepKa CoobLLEHMA BHEWHUMWN aHTMBMpPYCcamu U T.n.). CheayeT pasmellaTb
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TaKMe OeNCTBMA KaK MOMXKHO 6aMxKe K KOHLY 06paboTkM coobLueHms, 4ToObl HblN0 KaK MOXHO
MeHbLUEe CUTyaLMi, KOraa BbINONHAETCA AAUTEeNIbHAA onepauma, a NOTOM NpUMeHAeTca ANA
coobueHuna aencteue DROP n3-3a Toro, yto none FROM He npoluao nposepky. Jlydlle cHavyana
npoepuTb FROM 1 oTceAaTb Ha HEM YacTb COOOLLEHWI, N AULLb NOTOM BbINOAHATL AN1A HUX DNS nan
Apyrve anntenbHble onepauun Bpoae NPOBEPKM aHTUBUPYCAMMU.

4.3.2. Npedunbtpauma HTTP 3anpocos

MexaHun3m npeaBaputenbHon ¢punbTpaumnm HTTP-3anpocoB peluaeT ciegyowme 3a4a4u:

1. OTdmnnbTpOBbLIBaHME HEHYXKHOro HTTP-TpadmKa ans CHUMKEHUA Harpy3km Ha EtherSensor Ha
3Tane aHaan3a cooblieHnin (aencrems ACCEPT'™ DROPm).

2. HakonneHue nHbOpMaLMmn 0 BO3MOXKHbIX HOBbIX TeHAeHUnAX B HTTP-Tpaduke ana
npegoctaBaeHna cayxbe noaaep>km n/mnm paspaborunky Microolap EtherSensor (aencrteune
copy ).

3. lornposBaHue nHpopmaumm o HTTP-3anpocax B popmate SQUID-ACCESS-LOG (geticteume
ACCESS-LOG 7).

4. MaHUNYyNALMKM C TEraMm U METKaMM Ha 3Tane NpenpoLLecCUHra ¢ Lenbto MCnoab3oBaHUA
o v o 178 181
HaKOM/MEHHOM B HUX MHbOPMaLMK Npn aHann3e coobuleHuin (aenictema TAG n LABEL ).

KoHdurypauymsa HTTP-dpunbtpa coaepkmtca B8 XML-daline, xpaHALLEMCA B NOALMPEKTOPUN
[INSTALLDIR]\config\filter\http.

[ns pepaktmpoBaHusa GuUAbTPa BOCNONb3YyNTECH N06bIM BHEWHUM TeKcToBbIM/XML pesakTopom,
NMb0o Mcnonb3yiTe BCTPOEHHbIN B KOHCOAb ynpasnaeHua EtherSensor pegaktop ¢pmabTpoB,
crneumnanbHo paspaboTaHHbIN ANA 3TOM Lenu:

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc



159 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa
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Puc.39. Pegaktuposanune HTTP-punbrpa.

4.3.2.1. YcnhoBusa

Huke npuBeaeHbl YCNOBUA, UCNONb3YtoLWMecA B NpaBuaax npedpunbtpaymm HTTP 3anpocos.

4.3.2.1.1. Ycnosue ALL, *

CneumanbHoe ycnoBue, KOTOPOMY YA,0BNETBOPAIOT BCe GpUAbTPYEMbIE OB BEKTI.

OnucaHue

370 ycnoBue ABAAETCA UCTUHHBIM ANA Nt06bIX 06 BEKTOB, HEABHO NOAPA3YMEBAETCA, ECNU KPUTEPUIA
<match>...</match> aBnsercsa nycTbim UM OTCYTCTBYET B NpaBuae (NPaBmMIO COAEPKUT TONbKO Teru
"action").

dopmar

<c name="all" />
<c name="*" />

ATpnbyTt "name":

B atpubyte "name" ykaxute nmsa ycnosua: name="all" nam name="*".
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Mpumep:
MpaBnao NPUHUMAaET BCe coobLEeHNA K AasbHenwel obpaboTke.

<?xml version="1.0" encoding="utf-8"7?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>

<table name="main">

<rule enabled="1">
<comment>
This rule accepts all messages for further processing.
</comment>
<match>
<c name="all" />
</match>
<action name="accept" />
</rule>

</table>

</filter>

Mpumep (HeaBHoe ycnosue all):

<?xml version="1.0" encoding="utf-8"?2>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">

<rule enabled="1">
<action name="accept" />
</rule>

</table>
</filter>

4.3.2.1.2. Ychosue METHOD

Ycnosune nposepaet metog HTTP-3anpoca.

OnucaHue

370 ycnosue nposepaeT Ha3BaHue metoga HTTP-3anpoca. Ecnam nma metoga cosnagaeT — ycaosue
BbINOMHAETCA.

dopmar

<c name="method" value="<HTTP method>" />

ATpnbyTt "name":
B atpnbyTte "name" yKkaxkute nmsa ycnosua: name="method".

Atpnbyt "value":
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B atpnbyte value="..." yKaxxute nma metoaa Ana CpaBHEHUS.

Mpumep:
MpaBuKao npeKkpalLaeT 06paboTky Bcex GET-3anpocos.

<?xml version="1.0" encoding="utf-8"72>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>

<table name="main">
<rule enabled="1">

<match ...> ... </match>
<action ...> ... </action>
</rule>

<rule enabled="1">
<comment>
The rule stops further processing of GET requests.
</comment>
<match>
<c name="method" value="GET"/>
</match>
<action name="drop" />
</rule>
</table>
</filter>

4.3.2.1.3. Ycnosue IP

MNposepuTb IP-agpeca KAMeHTa NAnN cepeepa Ha BXOXKAEHME B ANaNa30OH UM HA NPUHALNEKHOCTb K
noacetu.

OnucaHue

o710 ycnosue nposepseT IP-agpeca KIMeHTa nam cepsepa Ha BXOXAEHWEe B AMaNa3oH UM Ha
NPUHaANeXHOCTb K NoACETHU.

CoBeTbl:

1. HexxenaTenbHblii TpaduK HYXKHO OTCEKATb KaK MOXKHO paHblue. OT 3TOro 3aBUCUT
npousBoguTenbHocTb EtherSensor.

2. Becb Tpaduk c HekoToporo IP uan ananasoHa Jiyylle Bcero orcekatb B IP-dunbTpe cnyxobl
EtherSensor EtherCAP.

3. OnpegenéHHbin Tpaduk HTTP c HekoToporo IP (ecivM BO3MOXKHO onpeaennTb Takne Kputepumn)
Nyyuwe Bcero otcekatb B HTTP-punbTpe.

4. OnpepenéHHble coobueHns ¢ HekoToporo IP-aapeca Heobxoanmo obpabaTbiBaTh B GUAbTPE
cooblweHun.

dopmar

<c name="ip" address="<address type>" value="<ip-range>" />
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ATpnbyTt "name":

B atpnbyTte "name" ykaxuTte numsa ycnosua: name="ip".

AtpnbyT "address":

B atpnbyTte address="..." yKaxuTe TMn agpeca ANa NpoBepKu. BoamoxkKHble 3HauYeHus:

src unum client

MpoBepsATb aApec NCTOYHUKA

dst nau server

MpoBepsaTb agpec HasHaYeHus.

ATtpubyr "value":

B atpnbyTe value="..." ykaxkute 3HayeHune Ana cpaBHeHUA. BO3MOXKHble 3HaYeHuA:
ipaddress
MposepseT IP-agpec Ha paBeHcTBO. Hanpumep, value="192.168.0.10"
ipl-ip2

MpoBepsaeT Ha BxoxaeHue |IP-agpeca B AnanasoH. Hanpumep, value="192.168.0.1-
192.168.0.10"

ip/netmask

MpoBepaeT Ha npuHaanexHocTb IP-agpeca K ykasaHHOM nogceTn. Hanpumep,
value="192.168.0.1/255.255.255.0"

ip/netmaskbits

MpoBepaeT Ha NnpuHaanexXHocTb IP-agpeca K ykasaHHoOM nogceTtn. Hanpumep,
value="192.168.0.1/24".

Mpumep:

CoobueHns oT KAMeHTa ¢ MalwmnHbl 192.168.0.15 urHopmpoBsaTb.
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<?xml version="1.0" encoding="utf-8"?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>

<table name="main">

<rule enabled="1">
<comment>
Discard messages from 192.168.0.15.
</comment>

<match>
<c name="ip" address="client" value="192.168.0.15" />
</match>
<action name="drop" />
</rule>

<rule enabled="1">
<action name="accept" />
</rule>

</table>
</filter>

4.3.2.1.4. Ycnosue REQ-SIZE, RESP-SIZE, SIZE

YcnoBue nposepsaeT NosHbINA (BKAOYaA 3aronosku) pasmep HTTP-ob6bekTa.

OnucaHue

YcnoBua rpynnbl Size NPOBEPAIOT NOMHbIN (BKAOYasA 3aronoeku) pasmep HTTP-3anpoca/oTBeTa.

req-size

Ycnosue BbinonHAaeTca, ecnm pasmep HTTP-3anpoca cooTBETCTBYET YC/I0BUIO

resp-size

Ycnosue BbinonHAeTcA, ecnm pasmep HTTP-oTBeTa COOTBETCTBYET YC/I0BUIO

size
Ycnosue BbinosHAeTcA, ecnm pasmep HTTP-3anpoca unu pasmep HTTP-oTBeTa COOTBETCTBYIOT
YCNOBUIO.

dopmar

<c name="reg-size" op="<operation>" value="<compare pattern>" />
<c name="resp-size" op="<operation>" value="<compare pattern>" />
<c name="size" op="<operation>" value="<compare pattern>" />

ATpnbyTt "name":

B atpnbyTte "name" yKaxuTte nmsa ycnosua: name="reqg-size" nam name="resp-size" nau
name="size".

ATpnbyT "value":

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



AHanus cobbiTuit u o6beKToB 164

B atpnbyte value="..." yKakute 4ncno, c Kotopbim cpaBHMBaeTca pasmep HTTP-ob6beKTa.

<4yUucno> nnam <yucno>B

YKa3biBaeT pa3mep B baiTax

<yucno>K

YKa3biBaeT pazmep B Kunobaritax

<yucno>M

YKa3biBaeT pasmep B merabaiitax

<4yncno>G

YKa3biBaeT pasamep B rurabanTax.
ATpnbyt "op":
B aTpnbyTe op="..." yKa3biBaeT TMN onepaynmn CPaBHEHNA U MOXKET NPUHUMATb 3HAYEHMUA:

eq nam = unn ==

Ycnosue BbinonHAeTcA, ecam pasmep PABEH ykazaHHoOmy yncnay

ne uam = nam <>

Ycnosue BbinonHaetca, ecam pasmep HE PABEH ykazaHHOmy uncnay

It uan &It

Ycnosue BbinonHAaetca, ecnm pasmep MEHbLUIE ykasaHHoOro umcna

gt vam >

Ycnosue BbinonHAaetcA, ecam pasmep bOJIbLIE ykaszaHHOro uncna

le unu <=

Ycnosue BbinonHAaetcA, ecam pasmep MEHbLIE NTN PABHO yka3aHHOro umcnaa

ge unm >=

Ycnosue BbinonHaetca, ecnm pasmep bOJIbLWIE NN PABHO yKaszaHHOro yncna.
Mpumep:

MpaBunno npekpalaet 0bpaboTky Bcex HTTP-o6bekToB 3anpoca pasmepom 6onee 100KB nam HTTP-
ob6beKToB oTBETa pazmepom 6onee 1MB.
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<?xml version="1.0" encoding="utf-8"?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">

<rule enabled="1">
<comment>
The rule stops processing HTTP objects with the request size
over 100KB or the response size over 1MB.
</comment>
<match>
<or>
<c name="reqg-size" op=">" value="100K"/>
<c name="resp-size" op="gt" value="1M"/>
</or>
</match>
<action name="drop" />
</rule>
</table>
</filter>

4.3.2.1.5. Ycnosue REQ-HEADER, RESP-HEADER
MNposepsaeT 3Ha4YeHMe ogHoOro 13 3aronoskos HTTP-3anpoca nau orsera.
OnucaHue

370 ycnoBue nposepseT 3HaYeHne 3aronoBka HTTP-3anpoca Ha HannMyMe NOACTPOKU B CTPOKE MU
Ha cooTBeTcTBMe WabnoHy wildcard nnu regexp.

dopmar

<c name="reg-header" headername="..." op="..." value="..." />
nnn

<c name="resp-header" headername="..." op="..." value="..." />

ATpnbyT "name":

B atpnbyTte "name" ykaxkute nmsa ycnosua: name="reg-header" nnm name="resp-header".

reqg-header

MNposepseT 3aronoskn HTTP-3anpoca
resp-header

MNposepseT 3aronoskn HTTP-oTBeTa

Atpnbyt "headername":

B atpnbyTte headername="..." ykaxute nms npoBepsieMoro 3aronoBKa.
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AtpnbyTt "headername":

CTpoOKa, C KOTOpOW CpaBHMBAETCA 3HaYeHMe UK WaboH AN NPOBEPKM, YKa3biBaeTcA B
atpubyte value="...".

ATpnbyt "op":

B aTpnbyTe op="..." yKa3biBaeT TMN onepaynmn CPaBHEHNA U MOXKET NMPUHUMATb 3HAYEHMUA:
eq U = UK ==
Ycnosue BbInonHAeTcA, ecnn 3HavyeHue nona COOAEPHKUT ykazaHHOe 3HauyeHne

ne uam = nam <>

Ycnosue BbinonHAaetcA, ecnm 3HavyeHne nona HE COOEPHKUNT ykaszaHHOe 3HavyeHue

wc uam wildcard

YcnoBsue BbINOMHAETCA, €CN 3HAYEHME NONA COOTBETCTBYET yKa3zaHHomy wildcard
wabnoHy

re nam regex nuam regexp

Ycnosue BbINOSHAETCA, €CIN 3HAYEHME MONA COOTBETCTBYET YKa3aHHOMY regexp
wabnony

[na 3aronoska Content-Length gocTynHbl cheayowme onepauum:
eq UIN = AN ==
Ycnosue BbinonHAeTcA, ecnm 3HavyeHune nona COAEPHKUT ykazaHHOe 3HauYeHne

ne uau = nam <>

Ycnosue BbinonHAaetca, ecam 3HavyeHne nona HE COLEPHKUNT ykaszaHHOe 3HavyeHue

It unn &it

Ycnosue BbinonHaetca, ecam pasmep MEHbLUE ykazaHHOro yncna

gt unm >

Ycnosue BbinonHaetca, ecam pasmep bOJIbLLE ykasaHHoOro ymcna

le unu <=

Ycnosue BbinonHaetca, ecamn pasmep MEHbLUE NN PABHO ykaszaHHOro uncna

ge unm >=

Ycnosue BbinonHaetca, ecam pasmep bOJIbLLE NN PABHO yka3zaHHOro yucna.

3Tn onepauMn BbINONHAKOTCA CO 3Ha4YeHWEM 3arosnioBkKa Kak ¢ YNC/TOM, a He KaK CO CTPOKOMW.

ATtpubyr "value":

B aTpnbyte value="..." yKaxkute nposepsiemoe 3Ha4yeHue (cTpoka, wildcard nnm regexp wabnoH).
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[ns 3aronoska Content-Length ana cpaBHeHMA QOMYCKAaETCA yKa3blBaTb TO/bKO YMCN0BOE
3HaueHue.

Yucno, c KOTOPbIM CpaBHUBAETCA pa3mep, YKa3blBaeTCA B BuaAe:

<4yncno> nam <uucno>B

YKa3biBaeT pa3mep B banTax

<ymncno>K

YKa3bIiBaeT pasmep B Knnobamtax

<yucao>M

YKa3biBaeT pazmep B merabantax

<4ncno>G

YKa3sbiBaeT pasmep B rurabaiitax.
Mpumep:

UrHopuposaTb 3anpockl ¢ Content-Length 6onee 100K. MpuHUMaTb 3anpocbl Ha win.mail.ru un
* .yandex.ru.
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<?xml version="1.0" encoding="utf-8"?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">

<rule enabled="1">
<comment>
Ignore requests where Content-Length is more than
</comment>
<match>
<c name="reg-header"
headername="Content-Length"

op=">" value="100K" />
</match>
<action name="drop" />
</rule>

<rule enabled="1">
<comment>
Accept requests to win.mail.ru
</comment>
<match>
<or>
<c name="reg-header"
headername="Host" op="eq"
value="win.mail.ru" />
<c name="reg-header"
headername="Host"

and *.yandex.ru.

op="wc"
value="*.yandex.ru" />
</or>
</match>
<action name="accept" />
</rule>
</table>
</filter>

4.3.2.1.6. Ycnosue URL

MNposepseT 3HayeHne URL HTTP-3anpoca.

OnucaHue

370 ycnosue nposepaet 3HaveHne URL HTTP-3anpoca Ha Hannyme NoACTPOKM B CTPOKE MAM Ha

cootBeTcTBME WabnoHy wildcard nam regexp.

100K.

CnepyeT NOMHUTb, 4TO NpoBepsaeTca nonHbin URL 3anpoca, T.e. B BUAe

http://www.server.com/script-or-page-path.htm.

3TOHOBHCMTCKOpOCTbHpOBepKMI4C3KOHOMMTpecprH.

dopmar

<c name="url" op="..." value="..." />

168

Ecan Heobxoanmo npoBepaTb TONILKO MMA XOCTa, TO caedyeT nosb3oBaTbca ycnosmem "HEADER".
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ATpnbyTt "name":

B atpmnbyTe "name" ykaxkute umsa ycnosua: name="url".

ATtpubyt "op":

B atpnbyTe op="..." yka3biBaeT TMN onepaLumn CPaBHEHNA U MOXKET NPUHUMATb 3HAYEHUA:
eq Uaun = UK ==
Ycnosue BbinonHAeTcA, ecnm 3HavyeHue nona COAEPHKUT ykazaHHOe 3HaueHne

ne uam = uam <>

Ycnosue BbinonHAetcaA, ecnm 3HaveHune nona HE COOEPAKUT ykaszaHHOe 3HavyeHune

wc uam wildcard

Ycnosue BbINOMHAETCA, €C/IN 3HAYEHME MONA COOTBETCTBYET yKazaHHomy wildcard
wabnoHy

re nam regex uam regexp

YcnoBsue BbINOMHAETCA, €CN 3HAYEHME NONA COOTBETCTBYET yKazaHHOMY regexp
wabnoHy

ATpnbyT "value":

B atpnbyTe value="..." ykaxkute nposepsemoe 3HayeHue (cTpoka, wildcard nnm regexp wabsoH).
Mpumep:
<c name="url" op="eq" value="game" />

Ycnosue BbinonHAeTcA, ecav B URL npucyTcTBYeT NOACTPOKA "game”.

<c name="url" op="wc" value="http://*.mail.ru/*send*" />

Ycnosue BbinonHaetcs, ecan URL cootsetcTtayeT wildcard wabnoHy "http://*.mail.ru/*send*".

<c name="url" op="re" value="satan|shopping|dating|movies|hexogen" />

Ycnosue BbinonHaetca, ecan URL cootBeTcTBYET regexp wabnoHy "satan|shopping |dating |
movies | hexogen".

Mpumep:

[leTeKTMpoBaTb 3aMpochl C Hexopoww MK cioBamu (satan|shopping |dating |movies |hexogen),
MeTUTb Terom shopping. MrHopmposaTb 3anpochl, NomevyeHHble Terom shopping.
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<?xml version="1.0" encoding="utf-8"72>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">

<rule enabled="1">
<comment>
Detect requests possibly related to bad content.
</comment>
<match>
<c name="url"
op="re"
value="satan|shopping|dating|movies|hexogen" />
</match>
<action name="tag" value="shopping"/>
</rule>

<rule enabled="1">
<comment>
Ignore requests tagged as "shopping".
</comment>
<match>
<c name="tag" tag="shopping"/>
</match>
<action name="drop" />
</rule>

<rule enabled="1">
<action name="accept" />
</rule>
</table>
</filter>

4.3.2.1.7. Ychosue TAG

. o 178
MpoBepseT Hannyne yCTaHOBNEHHOrO Tera U 3HaYeHMe ero c4éTymka (cm. pasgen deicteme TAG

).

OnucaHue

310 ycnosmne npoBepAeT akTMBHOCTb YKa3aHHOro T1era anA 06beKTa, a TaKXe ero ypoBeHb.

dopmar

<c name="tag" tag="<tag name>" op="<operation>" value="<compare value>" />

ATpubyT "name":

B atpnbyTte "name" yKkaxuTte nmsa ycnosua: name="tag".

ATpnbyT "tag":

B aTpnbyTe tag="..." yKaxkmte nums nposepsemoro Tera.

ATpnbyt "op":

B aTpnbyTe op="..." yKaxKnte Tmn onepaummn cpaBHeHMs. Bo3amMoxKHble 3HaYeHUA:
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eq AN = UAn ==
Ycnosue BbinonHAetcA, ecnm 3HavyeHne PABHO ykasaHHOMY Yymcay

ne uau != nam <>

Ycnosue BbinonHaetca, ecam 3HavyeHne HE PABHO ykasaHHomy uncny

It unn &it

Ycnosue BbinonHAetcaA, ecnm 3HavyeHne MEHbLUE ykaszaHHOro uncna

gt unm >

Ycnosue BbinonHaetca, ecnm 3HavyeHne BOJIbLLE yKazaHHOro uncna

le unu <=

Ycnosue BbinonHaetca, ecam 3HavyeHne MEHbLUE WU PABHO ykaszaHHOro uncna

ge nnm >=

Ycnosue BbinonHaetca, ecnm 3HavyeHne bOJIbLUE UJTU PABHO ykaszaHHOro uncna

exist

YcnoBue BbINONHAETCA, €C/IM TET CYLLECTBYET (yXKe yCcTaHOBNEeH paHee ans storo HTTP-
obbeKTa).

Mo ymonuyaHuto (ecnm aTpubyt "op" oTcyTCcTBYET) NPUHUMaETCA 3HaYeHue "exist". na onepaymm
"exist" ykasbiBaTb aTpubyT "value" He obsA3aTenbHoO.

ATtpubyr "value":
B atpnbyTe value="..." ykaxknte nposepsemoe 3Ha4yeHune, ecqn NPoBepAETCs 3HaYeHne CYETYMKA
Tera.
Mpumep:
<c name="tag" tag="SPAM" op="exist" />
nnu
<c name="tag" tag="SPAM" />
YcnoBue BbINONHAETCA, €Civ Ans obbeKTa ycTaHoBAeH Ter SPAM.

<c name="tag" tag="SPAM" op=">=" value="3" />

Ycnosue BbiNOMHAETCA, ecAn ans obbekTa yctaHoBAeH Ter SPAM 1 3HauYeHMe ero CHETYMKA
6onblue nam paBHo 3.

Mpumep:

[leTekTMpoBaTb 3anNpochbl C HEXOPOLWMMU cnoBamu (satan|shopping|dating | movies |hexogen),
MeTUTb Terom shopping. MrHopuposaTb 3anpocbl, NoMeYeHHble Terom shopping.

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



AHanus cobbiTuit u o6beKToB 172

<?xml version="1.0" encoding="utf-8"72>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Detect requests possibly related to bad things.
</comment>
<match>
<c name="url"

op="re"
value="satan|shopping|dating|movies|hexogen" />
</match>
<action name="tag" value="shopping"/>
</rule>

<rule enabled="true">
<comment>
Ignore a request tagged as "shopping".
</comment>
<match>
<c name="tag" tag="shopping"/>
</match>
<action name="drop" />
</rule>

<rule enabled="1">
<action name="accept" />
</rule>
</table>
</filter>

4.3.2.2. feiictBUA

Huke npuBeaéH CNMCOK AeNCTBUM, UcnonHAaemblx npasmunamm HTTP npedunbtpaumu.

4.3.2.2.1. fieictBue ACCEPT

MpuHATb HTTP-06beKT K fanbHelwen obpabotke.

OnucaHue

Aevicteue ACCEPT npeKpawaet paboty ¢puabTpos ¢ Tekywmnm HTTP-06beKTOM 1 nponycKaeT ero K
JanbHellen obpaboTke AeTeKkTopamu.

dopmar

<action name="accept" />

ATpubyT "name":

B atpnbyte "name" ykaxute nmsa gencrema: name="accept".
Mpumep:

Bce coobuieHna, gocturwmne sToro npasBuaa, NPUHMMaTL K AanbHenwen obpaboTke.
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<?xml version="1.0" encoding="utf-8"?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">

<rule enabled="1">

<match ...> ... </match>
<action ...> ... </action>
</rule>

<rule enabled="1">
<comment>
All messages that reach this rule are accepted for
further processing.
</comment>
<action name="accept" />
</rule>
</table>
</filter>

4.3.2.2.2. fleiictBue DROP

MpourHopupoBatb HTTP-06beKT 6e3 npoaonkeHMa aanbHelnwen obpaboTku.

OnucaHue

3710 pencTBMe npekpalwaeT obpaboTky Tekywero HTTP-o6bekTa B EtherSensor n coobuiaet emy, 4to
coobuleHne HeobxoaMMo NPOUrHopmpoBaTb ('3abbITb") U YHUUTOXKMTL BCE HAKOM/IEHHbIE O HEM
OaHHble.

dopmar

<action name="drop" />

ATpubyT "name":

B atpmnbyTte "name" ykaxkute numsa agencrtema: name="drop".

Mpumep:

Bce COO6LLI,eHVIﬂ, AoCTurwine 3Toro npasumnaa, NPoUrHOpPMpPoBaTb, X HaKONJIEHHbIE METadaHHbIE
YHUYTOXUTb.

<?xml version="1.0" encoding="utf-8"?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">

<rule enabled="1">

<comment>
All messages that reach this rule will be discarded.

</comment>
<action name="drop" />

</rule>

</table>
</filter>
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4.3.2.2.3. Oeiicteue JUMP

Mpoaonxuntb 06paboTky HTTP-06beKTa B aApyroi Tabanue.

OnucaHue

3710 pencTeme npogonKkaetr 06paborky HTTP-obbeKkTta B Apyron Tabaunue.

dopmar

<action name="jump" value="<table name>" />

ATpnbyT "name":

B atpnbyTte "name" ykaxkute umsa genctema: name="jump".

AtpnbyT "value":

B atpnbyte value="..." ykaxknute nma tabanubli, B KOTOpyto HeobxoaMMo nepenTn ans
AanbHelwen o6pabotkm HTTP-o6bekTa.

CnepnyeT NOMHUTb, YTO Nepexon, B Tabanuy "main" 3anpelwéH ansa nckayeHuns

3auMKAMBaHMA. TaKKe 3anpeLLeHbl Nepexoabl, KOTopble MOryT NPUBECTU K ABHOM UK
HEABHOM LMKINYHOCTH.

Mpumep:

GET-3anpocbl nepeaatotcs Ha 0bpaboTky B Tabany get-process, obpabaTbiBatoTcsa B Heldr (ACCEPT
ANna 3anpocoB Ha win.mail.ru), 3aTem Bo3BpaT B Tabamuy "main" gna ganbHenwen o6 paboTKu.

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc



175 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

<?xml version="1.0" encoding="utf-8"?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">
<rule enabled="1">

<comment>Processing of GET requests is passed to the "get-process" table.</comment>

<match>
<c name="method" value="GET"/>
</match>
<action name="jump" value="get-process"/>
</rule>

<rule enabled="1">
<action name="drop" />
</rule>
</table>

<table name="get-process">
<comment>GET requests are processed in the table get-process.</comment>
<rule enabled="1">
<comment>ACCEPT for requests for win.mail.ru.</comment>
<match>
<c name="reg-header"
headername="Host"

op="eq"
value="win.mail.ru" />
</match>
<action name="accept" />
</rule>

<rule enabled="1">
<comment>Return to "main" table for further processing.</comment>
<action name="return" />
</rule>
</table>
</filter>

4.3.2.2.4. feiictBne RETURN

BepHyTbCcA B NpeablayLLyto (Bbi3BaBLIYO) TabAMLY M NPOSONKUTL BbINONHEHUE B HEl CO
cnepyroLLero npasuna.

OnucaHue

3710 AencTBMe BO3BpawaeT 06 paboTky HTTP-06beKTa B npeablAyLLyto (Bbi3BaBLUYO) TabanLy U
NPOAONKAET BbINONHEHME B HEWN CO CNeayoLWero npaBumna.

dopmar

<action name="return" />

ATpnbyT "name":

B atpnbyTte "name" ykaxknute nma genctema: name="return".

[leicTBME He MOXKET NPUMeEHATbCA B Tabanue "main”.
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Mpumep:

GET-3anpocbl nepeaatotca Ha 0bpaboTky B Tabanuy get-process, 3atem GET-3anpochl
obpabaTbiBatoTCcs B Tabanue get-process, 3atem ACCEPT ana 3anpocos Ha win.mail.ru, 3atem
BO3BpaT B Tabanuy "main" ana ganbHelwen o6paboTku.

<?xml version="1.0" encoding="utf-8"?>
<filter name="HTTP filter" version="1.0">
<comment>HTTP filter.</comment>
<table name="main">

<rule enabled="1">
<comment>
Processing of GET requests 1s passed to the "get-process" table.
</comment>
<action name="jump" value="get-process"/>
</rule>

<rule enabled="1">
<action name="drop" />
</rule>
</table>

<table name="get-process">
<comment>
GET requests are processed in the table.
</comment>

<rule enabled="1">
<comment>
ACCEPT for requests for win.mail.ru.
</comment>
<match>
<c name="reg-header"
headername="Host"

op="eq"
value="win.mail.ru" />
</match>
<action name="accept" />
</rule>

<rule enabled="1">
<comment>
Return to "main" table for further processing.
</comment>
<action name="return" />
</rule>
</table>

</filter>
4.3.2.2.5. OeictBue COPY

KonupoBaTb TekyLinit obpabaTtbiBaemblii HTTP-06beKT (3anpoc 1 oTBET, ecaun ecTb) U ero
MeTaZlaHHble B YKa3aHHYIO AUPEKTOPUIO.

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc



177 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

OnucaHue

3To AencTBME KONMMpPYeET TeKyWw Mt obpabaTbiBaembln HTTP-06beKT (3anpoc 1 OTBET, €C/IM eCTb) U ero
MeTagaHHble B YKa3aHHYO AMPEKTOpUIO.

dopmar

<action name="copy" value="<folder path>"/>

ATpnbyTt "name":

B atpnbyTte "name" yKkaxuTte nmsa genctama: name="copy".

ATpnbyt "value":
B atpmnbyTe value="..." ykaxkute nyTb K AMPEKTOPUN, B KOTOPYIO C/eZlyeT KONMPOBaTb AaHHbIE.

Ecnv anpekTopuma He cylLecTByeT, oHa byaeT co3gaHa.

Mpumep:
KonnposaTb 3anpocbl Ha win.mail.ru 8 nanky d:\data_from_mail.ru.

<?xml version="1.0" encoding="utf-8"?>

<filter name="TEST" version="1.0">
<comment>This is a comment for the filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Copy requests for win.mail.ru to d:\data from mail.ru.
</comment>
<match>
<c name="reg-header"
headername="Host"

op="eq"
value="win.mail.ru" />
</match>
<action name="copy" value="d:\data from mail.ru"/>
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.2.2.6. fleiictBne ACCESS-LOG

CoxpaHuTb MHbOpMmaLUIo o Tekyuem HTTP-o6beKTe B KaHan noruposaHuna B ¢popmarte SQUID-
ACCESS-LOG.
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OnucaHue

Hencteue access-log coxpaHaeT nHbopmauuto o Tekywem HTTP-o6bekTe B KaHan IOTMPOBAHUSA B
dopmaTe SQUID-ACCESS-LOG.

dopmar

<action name="access-log" value="<log-channel-name>" />

ATpnbyTt "name":

B atpnbyTte "name" yKaxuTte nmsa genctema: name="access-log".

ATpnbyt "value":

B atpnbyTe value="..." ykaxknute nms KaHasna norupoBaHuaA. ITOT KaHaN AO/XKEH ObITb
npeaBapuUTeNbHO HacTpoeH B caykbe EtherSensor Watcher.

Mpumep:

JNornposaTb Bce 3anpockl B KaHan all-log-channel, a 3anpocbl Ha win.mail.ru ewé 1 8 mail-ru-log-
channel.

<?xml version="1.0" encoding="utf-8"7?>

<filter name="TEST" version="1.0">
<comment>This is a comment for the filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Log requests for win.mail.ru to mail-ru-log-channel.
</comment>
<match>
<c name="reg-header"
headername="Host"

op="eq"
value="win.mail.ru" />
</match>
<action name="access-log" value="mail-ru-log-channel"/>
</rule>

<rule enabled="true">
<comment>
Log all requests to all-log-channel.
</comment>
<action name="access-log" value="all-log-channel"/>
<action name="accept" />
</rule>

</table>
</filter>

4.3.2.2.7. DeiictBue TAG

[lobaBnaeT K MeTagaHHbIM 06bEKTa Ter (YMCNoBYIO METKY).
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OnucaHue

3To AenCTBME YCTaHABAMBAET B MeTaZlaHHbIX 06beKTa Ter (YUMCNoBYO MeTKy). TeroB MoxeT bbiTb
HECKO/IbKO. B 3TOM c/lyyae OHUM nepeyncnatoTcs Yepes 3anaTtyro ',' uam Touky ¢ 3anaton ';'. Ecam
OOMH W TOT }Ke Ter yCTaHaB/IMBaTb AN 06beKTa HECKO/IbKO pas, TO y Tera nosbllaeTcs

"ypoBeHb" (ero uncnosoe 3HauyeHme). Y Karkaoro Tera ectb BHYTPEHHUN CYETYMK, MOKA3bIBAIOLLNNA,
CKOJIbKO pa3 OH bbl/1 yCTAaHOB/IEH ANA 3TOro 06 bEKTa.

CywecTBoBaHMe Tera, a TakKe 3HaYeHne ero CHéT4MKa (CKONbKO pa3 oH Hbin ycTaHOBAEH ANA
TeKyLLero o6beKkTa) MOXHO BNOCNeACTBUM NPOBEPATb B YCOBUAX GUABTPOB ANA NPUHATUA
peleHun.

Mo ymonyaHuWIo 3Ha4YeHMe CYHETYMKA NPU YCTAHOBKE Tera yBeanymeaeTca Ha 1. Ecam cYETUmK Tera
Heobxoanmo yBennymnTb bonee yem Ha 1, TO MOXKHO 3aJaBaTb 3HaYE€HNE, Ha KOTOPOe HeobxoaMMOo
YBE/IMYUTbL CYETYMK, NOC/IE MMEHM Tera B Kpyr/bix ckobkax: "TAG(...)". Hanpumep, SPAM(3) —
yBeNnYMBaeT 3HaYeHne c4EéTuMKa ana tera SPAM Ha 3, a SPAM(1) paBHocunbHO npocto SPAM. 370
MOXKeT ObITb HEO6XOANMMO B CIy4HasX, KOrga ycnoBumsA, YCTaHABIMBAOLWME OAMH U TOT XKe Ter, UMetoT
Pa3HY 3HAYMMOCTb / BaXKHOCTb / NpuopuTeT.

3HauyeHMe ANA U3MEHEHUA CYETYMKA MOXKET ObITb oTpMuaTeNbHbIM. SPAM(-3) — ymeHblIaeT
3Ha4YeHue CYETYMKaA ana tera SPAM Ha 3.

YcTaHOB/I€HHbIE B 3TOM AEUCTBUMU Teru B AafbHenwem byayT AOCTYNHbI B ycaoBUAX GUNbTpPa
coobueHun , ecnm n3s gaHHoro HTTP-o6bekTa byaeT n3BnedeHo coobueHme.

dopmar

<action name="tag" value="<tag list>" />

nnun

<action name="tag" > tag list </action>

ATpnbyTt "name":

B atpnbyTte "name" yKkaxkute nms gencrems: name="tag".

ATpnbyt "value":
B atpnbyte value="..." nepeuncnaiorca umeHa Teros.

MmeHa Teros TaKkKe MOXHO nepevyncnAaTtb B CaMom Tere <action>.

Mpumep:

<action name="tag" value="SPAM" />
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YcTaHaBaMBaeT Ter ¢ umeHem "SPAM".

<action name="tag" value="SPAM(3)" />

YctaHaBamBaeT Ter ¢ umeHem "SPAM" n yBennumBsaeT ero CYETYMK Ha 3.

<action name="tag" value="SPAM, shopping" />

YctaHaBnmBaet Tern ¢ umeHamm "SPAM" n "shopping".

|<action name="tag" value="SPAM(3), shopping(2)" />

180

YctaHaBaMBaeT Tern ¢ umeHamm "SPAM" n "shopping" n ysennumsaeTt Ux cHETYMKN Ha 3 n 2.

|<action name="tag">SPAM, shopping</action>

Takke ycTaHaBAunBaeT Tern ¢ umeHamm "SPAM" n "shopping".

<action name="tag" value="SPAM, shopping">VIP-OFFICE</action>
YctaHaBnmBaeT Tern ¢ umeHamum "SPAM", "shopping", "VIP-OFFICE".

Mpumep:

MomeTuTb 3anpockl Ha MNONYAAPHbIE POCCUIACKME NoYToBble cepBuchl Terom RUS_MAIL.
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<?xml version="1.0" encoding="utf-8"?>

<filter name="TEST" version="1.0">
<comment>Filter comment.</comment>
<table name="main">

<rule enabled="true">
<comment>
Mark requests to popular Russian mail services
with RUS MAIL tag.
</comment>
<match>
<c name="reg-header"
headername="Host"
op="eq"
value="win.mail.ru" />
<c name="reg-header"
headername="Host"
op="eq"
value="mail.yandex.ru" />
<c name="reg-header"
headername="Host"

op="eq"
value="mail.rambler.ru" />
</match>
<action name="tag" value="RUS MAIL"/>
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.2.2.8. Oeicteue LABEL

Ll,o6a B/IAET K Me€TadaHHbIM obbeKTa CTPOKOBYHO METKY.

OnucaHue
3710 pencTBMe yCTaHaB/IMBAET CTPOKOBYHO METKY B MeTaZlaHHbIX Tekyllero obpabaTteiBaemoro HTTP-

obbekTta. Ecnm AaHHbIN APAbIK yKe 6bln paHee ycTaHoBAeH ans HTTP-o6beKTa, TO ero 3HavyeHue
3ameHseTca 6onee HoBbiM. Mcnonb3yeTtca ans aobasneHna onmcaHuim K HTTP-o6beKktam.

YCTaHOB/IEHHbIE CTPOKOBbIE METKMN B Aa/ibHENLEeM 6yayT AOCTyMNHbI B GUAbTPE CO0bLWeHMn (ecam
n3 gaHHoro HTTP-o6beKTa 6b1210 U3BIeYEeHO cooblieHune).

dopmar
|<action name="label" label="<label name>" value="<label value>" />

NNn:

|<action name="label" label="<label name>" > label value </action>
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ATpnbyTt "name":

B atpnbyTte "name" yKkaxute nmsa genctama: name="label".

Atpnbyt "label":

B atpnbyte label="..." yKaxuTe nms yctaHaB/IMBaeMON CTPOKOBON METKN.

ATtpubyr "value":
B atpnbyTe value="..." ykaxkute cTpoKoBOE 3Ha4YeHune AN METKN.

3HaYeHMe TaKKe MOXHO NepevyncnaTb B CaMmom Tere <action>.

Mpumep:

<action name="label"
label="VIRUS-DESCR"
value="Win.32.BlackHorse.trojan.virus -
mail worm, extremely dangerous!!!" />

3710 AencTBME yCTaHaBAMBAET Ans cooblieHnA CTPoKoBYo mMmeTKy ¢ umeHem "VIRUS-DESCR" n
3anucbiBaeT B Heé cTpoky "Win.32.BlackHorse.trojan.virus — mail worm, extremely dangerous!!!".

Mpumep:

MomeyaTb 3aNpochkl Ha NONYASAPHbIE POCCMNCKME NoYTOBbIE cepBucbl meTkoin CONTENT-DESCR.
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<?xml version="1.0" encoding="utf-8"?>

<filter name="TEST" version="1.0">
<comment>This is a comment for the filter.</comment>
<table name="main">

<rule enabled="true">
<comment>
Mark requests for popular Russian mail services
with CONTENT-DESCR label.
</comment>
<match>
<or>
<c name="reg-header"
headername="Host"
op="eq"
value="win.mail.ru" />
<c name="reg-header"
headername="Host"
op="eq"
value="mail.yandex.ru" />
<c name="reg-header"
headername="Host"

op="eq"
value="mail.rambler.ru" />
</or>
</match>

<action name="label"
label="CONTENT-DESCR"
value="Russian mail services"/>
</rule>

<rule enabled="true">
<match><c name="all"/></match>
<action name="accept" />
</rule>

</table>
</filter>

4.3.3. Mpumepbl npumeHeHUa GUNbLTPOB

Huke onncaHbl Npumepbl NpumeHeHna GUAbTPoB ANnA 06paboTKM pe3ynbTaToB NepexsaTa.
4.3.3.1. lo6aBneHne numeHu xocta

3apaua

HeobxoaMmo, 4Tobbl B PEKOHCTPYMPOBAHHbIX CO0bLLEHMAX BMeCTe ¢ IP-aapecamu coepkanmch
[OMEHHble UMeHa XOCTOB OTNPaBUTENsA U NoaydaTens.

OnucaHue NOruKu peLueHus

[ns aToro HeobxoaMMmo, 4Tob bl EtherSensor nponssoaun paspeleHne AOMEHHbIX UMEH Yepes
cnyxby DNS.

CaenanTte cneayloulee:
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1. B KoHpUrypaumnm cnybbl EtherSensor Analyser ykaxkuTe, yepes kakne DNS-cepsepbl
HeobxoAMMO NPOM3BOANTL paspeLleHne MMEH.

2. Co3paiite dpuUNbTP GPUABLTP COOBLLEHNIA, cCoAEePHKaLLMN NPaBUIO C AeNCTBUEM, O3HAYaoOWMM,
4yTO ANA TeKywero obpabaTbiBaemoro coobuweHns Heobxogmumo nponssectn DNS-pa3pelweHne
MMEH XOCTOB.

PeweHue

1. Hactpoiika B KoHduUrypaumm cnyx6bl EtherSensor Analyser napamerpos DNS-cepBepoB
ANA paspeweHna UMEH.

HacTporiky MOXKHO NPOM3BOANTb B KOHCONW YyNpPaBAeHUA AN B KOHPUTYpPaLMOHHOM daine.
B darne koHoUrypaumm cnyxobl EtherSensor Analyser:

KopHesol Ter <AnalyserConfig>, nanee BnoXeHHbIM Ter HacTpoeK ¢punbTpos <Filter>
(BkntovaeTca punbTp coobuieHunin), Aanee BAOKEHHbIN Ter <Dns> — HacTpolikn DNS-cepsepos
ANA paspeleHna MMEH B dUNbTPe CoobLWEHUN.

<?xml version="1.0" encoding="utf-8"?2>
<AnalyserConfig version="3.2">

<!-- specify other settings for the service here -->
<Filter enabled="true" filename="msg filter.xml">
<!-- specify other filter settings here -->

<Dns>
<AttemptsCount>3</AttemptsCount>
<TtlForUnknown>3600</TtlForUnknown>
<MinTt1>300</MinTtl1>
<MaxTt1>604800</MaxTtl>
<Server ipaddress="127.0.0.1" port="53" />
</Dns>

</Filter>
</AnalyserConfig>

B gaHHOM cnydae npegnonaraetca, YTo DNS-cepsep pacnonaraerca no agpecy 127.0.0.1:53.

2. Hactpoiika ¢punbtpa coobuieHni

Hanpumep, daitn msg_filter.xml:
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<?xml version="1.0" encoding="utf-8"?>
<filter name="DNS resolve" version="1.0">

<table name="main">

<rule enabled="true">
<comment>
Resolve the sender and the recipient host names
for the message.
</comment>
<action name="dns" address="both"/>
</rule>

<rule enabled="true">
<comment>
Accept all message that reached this point.
</comment>
<action name="accept" />
</rule>

</table>
</filter>

KommeHTapum u obwme pekomeHgaumm

1. Mocne BbinonHeHus aenctems DNS B meTagaHHble coobuieHma 6yayT nobaBneHbl 3aronoBKu X-
Sensor-Src-Host, X-Sensor-Dst-Host co 3HaYyeHUAMU AOMEHHbIX UMEH UK CO 3HaYeHnem "not
resolved", ecan nony4nTb Kakoe-To N3 AOMEHHbIX MMEH He yaanochb.

2. nsa 6onee 6bicTporo paspelleHmnsa nmeH DNS B KoHburypaumm cny>kbbl EtherSensor Analyser
¥KenaTesNbHO YKa3blBaTb Kak MOXHO 6onee 6bicTpble DNS-cepBepbl. 9TO MOryT 6bITb Kak cepBepbl
NHTepHeT-npoBainaepa, Tak u cobcteeHHble DNS-cepBepbl.

3. Oencteume DNS (paspeweHne MMéH DNS) sBnaeTca oTHOCMTENbHO A/IMTENbHOM onepauueit, B
CBSI3M C 3TUM CTapalTecChb BbINOAHATbL €ro B PUAbTPE TO/IbKO A5 TeX COOOLWEHNIN, A1A KOTOPbIX 3TO
Heobxoanmo.

4. CtapaiTecb npumeHaTb aenicteme DNS B KoHUe puIbTpa M HENOCPEACTBEHHO B TOM MeECTe, rae
noHanob6ATcA pe3ynbTaTbl €ro paborbl.

Hanpumep, echm HeobxoamMmo, 4Tobbl Ha BbIXOAE B COOOLLEHMWN afpeca XOCTOB OTNpaBuTeNa u
nosiy4aTtena NPocTo COA4EePKaaN AOMEHHbIE UMEHA, A40CTaTOYHO NpMMeHATb gericteme DNS npamo
nepen okoH4YaHuem dunbTpaumnm coobweHun n genctenem ACCEPT. HeT HeobxoanmocTn aenatb
3TO B Hayane GpMAbTPa, TaK KaK B xoae GUNbTPaALMM YacCTb COOOLEHMIN MOXKET OblTb OTKNIOHEHA
aenctsmem DROP n ana atnx coobuweHnii genctamne DNS (ecnm oHo ycTaHOB/IEHO B Hayane
dunbTpa) 6yaeT NPoM3BOAMTL NIMLWHIOK Harpysky Ha EtherSensor.

Ecnu ke TpebyeTca nonydyeHHble DNS-umeHa oTnpaBuTens 1 noayvyatena MCNONb30BaTb Aajee B
ycnosuax ¢ounbTpa ANa oTCeMBaAHMA COOOLWEHUN NO UMEHAM XOCTOB, TO pa3speleHne meH DNS
cnepyet Aenatb B NpaBuae, KOTOPOe Pacno/ioKeHO HeNoOCPeACTBEHHO nepesa, NPaBu/IoOM, B YCIOBUAX
KoToporo 6yayT ncnosib3oBaTbca nosydyeHHble DNS-umeHa.
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MoucK HencnpasHoCTe

Ecnun paspeweHne DNS-uméH gna IP-agpecos oTnpaBuTena Man noaydatena He NPonucxoauT:

1. MposepbTe aoctynHocTb DNS-cepBepa HenocpeaCTBEHHO C MALLMHbI-CEHCOPA NPU NMOMOLLLM
yTMANTbI ping (Hanpumep, ping <IP-agpec-dns-cepsepa>) u telnet (Hanpumep, telnet <IP-agpec-
dns-cepsepa>).

2. Y6eautecnb, 4TO ucnonbsyembin DNS-cepBep moxeT NponM3BoAMTb paspelleHne UMEH Ana
MaLUUHbI-CEHCOPA. ITO MOXHO caenatb yTuanTon nslookup.

= B KOMaHAHOW CTPOKe 3anyctute yTuanty nslookup.

" B 3anyLeHHON yTUAUTE BbINOAHUTE KOMaHAy server <IP-agpec-dns-cepsep>, 4TOb6bI
ycTtaHoBUTb DNS-cepBep, Yepes KoTopblii 6yaeT NnpoBoAMTLCA paspeLlleHne NUMEH.

= Beegute IP-agpec, Uma KOTOPOro He yaaéTtcs paspeLllmnThb.
Ecan nslookup moskeT paspelwnTs MMsA XxocTa, TO HE0H6X0AMMO NPOBEPUTL X0, BbINONHEHUS
dunbTpaLUMK:

1. Y6eputecb, 4To npasuno B GuUabTPe, B KOTOPOM HaxoamTca aencteue DNS, BKAtOYEHO U
yCNoBMA 3TOr0 NPaBMIa COOTBETCTBYIOT COODLLEHUNAM.

2. Y6eautecnb, 4TO NpaBmao B pUAbTPe, B KOTOpom HaxoauTtca aenctene DNS, Boobuie 6yaeT
BbIMONHATLCA, TO €CTb HE BO3HUKAET CUTyaLU MM, Koraa CoobLEeHMA NPUHUMALOTCA NPaBUIaMu
Bblle M npouecc GUAbTPaLUM He AOXOAMUT A0 3TOro NpaBuaa (Hanpumep, Bbile 3TOro NpaBMaa
HeT npasun ¢ aencremem ACCEPT unm DROP).

3. Y6eautecn, 4to npu ctapte EtherSensor B XypHanax cay»k6bl EtherSensor Analyser
OTCYTCTBYIOT COODLLEHNA O HEMPABUIbHOM 3arpy3ske ¢pmnnbTpa coobLWEeHN U owmnbKax.

Ecamn HMyero He nomoro, oTnpaBbTe pa3paboTumky Microolap EtherSensor:

" HecKoNbKO NPUMEpPOB COObLLEHNI, AN KOTOPbIX pa3pelleHre MUMEH He NPOUCXOAMT.

Ucnonb3yemblit pUAbTP COOOLLEHNIA.

AnarHoctnyecknin otyet pabote EtherSensor, reHepupyembiin yTunnTon sensor_console.exe
n3 noctasku Microolap EtherSensor.

Csom KOMMEHTapuUn n C006pa)‘KeHMF| no BbiwWenepeyncneHHbim AGVICTBMHM.

4.3.3.2. dunbTpayma no xoctam
3apaua

HeobxogmMmo B cnyvae BbINOJIHEHWMA 3aNPOCOB Ha canTbl <*baender*.com, benderlog.ru,
banderlog.biz> npekpaTnTb 06pabaTbiBaTb TaKoe COOOLIEHNE U YAA/IUTb HAKOMJ/IEHHbIE AAaHHbIE O
HeMm.
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OnuncaHune NOrnMKu peLueHuA

BO3MOXHbI ABa BapuaHTa pelleHns 3a4auu:

1. MonHOCTbO UrHOPMPOBaTb TPAdUK HA XOCTbI C YKa3aHHbIMU MMeHaMU B GUAbTpe NPOTOKONA
HTTP. Ona atoro HeobxoamMmo HanucaTtb ycaosme ¢unbTpaumnm no 3aronosky HTTP-3anpoca
n n

Host".

2. B punbTpe coobueHnin yaansatb coobLEeHNA, OTNPaBASEMbIE Ha YKa3aHHble XOcTbl. [lna sToro
Heobxoanmo nponssecTn paspeweHne DNS-MMEH 1 HanucaTb ycioBue GpuabTpaLmum
"hostname".

BapuaHT 1 asnaertca bonee npeanoyTnuTesibHbiM, TaK Kak NO3BONIAET OTd)VII'IprOBbIBaTb HEHYXHble
AaHHblIE Ha bonee PaHHEM 3Tane, YTO 3HAYUTENNIbHO CHUXXAET HAarpy3ky Ha EtherSensor.

PeweHue

1. BapuaHTt 1 — urHopupoBaHue TpaduKa Ha paHHel cTaguu npu nomowun punbrpa
npotokona HTTP.

Hanpumep, dann punbtpa HTTP-npoTOKONa MOXKET BbIFNAAETb TakK:

<?xml version="1.0" encoding="utf-8"?2>
<filter name="HTTP filter" version="1.0">
<table name="main">

<rule enabled="true">
<match>
<or>
<c name="reg-header"
headername="Host"
op="wc"
value="*baender*.com*"/>
<c name="reg-header"
headername="Host"
op="eq"
value="benderlog.ru"/>
<c name="reg-header"
headername="Host"

op="eq"
value="banderlog.biz"/>
</or>
</match>
<action name="drop" />

</rule>

<rule enabled="true">
<action name="accept" />
</rule>

</table>
</filter>

MoapobHoe onucaHue ycnosua dunbtpaymm "req-header" cmotpute B pasgene Ycnosme REQ-
HEADER, RESP-HEADER .
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2. BapuaHT 2 — yaaneHue coobueHunii B punbtpe coobuieHuUn.

Heobxoanmo BKAOUYNTL paspeweHne DNS-MmEH, paiin puabTpa COOBLLEHUIN MOXKET BbIrNAAETL
Tak:

<?xml version="1.0" encoding="utf-8"?2>
<filter name="Message filter" version="1.0">

<table name="main">

<rule enabled="1">
<match>
<or>
<c name="hostname"
address="server"
op="wc"
value="*baender*.com*" />
<c name="hostname"
address="server"
op="eq"
value="benderlog.ru" />
<c name="hostname"
address="server"

op="eq"
value="banderlog.biz" />
</or>
</match>
<action name="drop"/>

</rule>

<rule enabled="1">
<action name="accept" />
</rule>

</table>
</filter>

MNoapobHoe onucaHue ycnoBua ¢punbTpaumm "hostname" cmotpuTe B pasgene Ycnosume

HOSTNAME 2.

KommeHTapum 1 obwme pekomeHgaumm

1. B BapmnaHTe 1 06paTnTe BHUMaHME, YTO NPOBEPKA UMEHM XOcTa M3 3aronosBka "Host" no wildcard-
macke "*baender*.com*" coneput "*" B Hayane 1 B KOHLLe MacKku. B Hayane macku aTo
HeobxoAMMO NOTOMY, YTO B HaYane MMEHM XOCTa MOryT MATU MMEHA AOMEHOB BEPXHErO YPOBHSA
(Hanpumep, www.baender.com unm 123.baender.com). B KOHLLe MaCK/ 3TO HEOHXOAMMO NOTOMY, YTO
B KOHLLE MMEHU XOcTa B 3aronosBke "Host" moxKeT 6bITb YKa3aH NOpPT Ha3HavyeHusa (Hanpumep,
baender.com:80).MpoBepKa Ha paBeHCTBO (onepayus B ycnosum "eq") nogpasymesaeTt NPoCTo NOUCK
NnoACTPOKKN B cTpoke. MoaTomy "eq" co 3HaueHnem "benderlog.ru" 6yaet cpabaTtbiBaTb U AnA
www.benderlog.ru u ans benderlog.ru:80.

2. na BapmaHTa 2 B obwem cnydae ana pabotbl ycnosumsa "hostname" Heobxogmmo
npeaBapuUTeNbHO NPon3BeCTU paspeleHne MMéH DNS. OgHaKo, B YKa3zaHHOM c/ydae (mbl
npoBepsaemM TO/IbKO XOCT Ha3Ha4YeHMA U TONIbKO AnA npotokona HTTP) atoro aenatb He 06A3aTeNbHO,
TaK KaK 3HayeHuMe XocTa byaeT AOCTYyNHO M3 3aronosBka "Host" HTTP-npotokona.
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4.3.3.3. dunbtpauma no URL

3apava

Heobxoanmo B cnydae npucytctema B URL cnos <forum, phorum, post, submit> ans metopa get
YCTaHOBUTb Ha coobuieHne nomeTky "user reads forums".

OnucaHune nornku peweHunn

MposepbTe URL n metog HTTP-3anpoca, ncnonbsys ¢puabtp HTTP-npoTtokona. Ana nposepkn URL
cneayet ucnosib3osaTtb ycaosue "url”, ana nposepkn metoga HTTP-npoTokona cneayer
ncnonb3oBaTb ycnosume "method".

PeweHune
Hanpumep, dainn punbtpa HTTP-NnpoTOKONa MOXKET BbITNAAETb TaK:

<?xml version="1.0" encoding="utf-8"72>
<filter name="HTTP filter" version="1.0">

<table name="main">

<rule enabled="true">
<comment>
Detect requests possibly related to forums.
</comment>
<match>
<and>
<c name="method"
value="GET" />
<c name="url"

op="re"
value="http://.*/.* (forum|phorum|post |submit) .*" />
</and>
</match>
<action name="tag" value="USER READS FORUMS"/>

</rule>

<rule enabled="true">
<action name="accept" />
</rule>
</table>
</filter>

MoapobHoe onucaHue ycnosuit puabtpaumm "url" n "method" cmotpute B pasgenax Ycnosue
URL '*® u Ycnosue METHOD .

KommeHTapuu n obwme pekomeHgaumm

1. CnepgyeT NOMHUTb, YTO Ha 3Tane dpunbTpaumm HTTP-npoToKona eweé He cyLecTByeT coobLeHn,
NpoBepKa Ha UX Hanuune B TpadPuke 6yaeT BoiNnonHeHa No3xe. OQHAKO, METKU U Teru,
YCTaHOBJ/IEHHbIE A1 3aNPOCOB Ha 3TOM 3Tane H6yayT coxpaHeHbl U B coobueHun (ecam oHo byaeT
N3BNIEYEHO M3 3TUX 3aNPOCOB). ITU METKM U Tern 6yayT AOCTYMNHbI ANA NPOBEPKU B punbTpe
CoObOLEHUN 1 B AanbHelLEeM B BUae 3arofioBKoB X-Sensor-Tags u X-Sensor-Labels.
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2. CnepyeT NOMHUTb, YTo B ycnosue "url" nonagaet nonHbii URL 3anpoca, BKAOYas nms xocta (T.e. B
Buae http://www.mail.ru/mail/read.php?some=parameter&param2), 310 He06X0AMMO y4nTbIBATb B
YCNOBUW NPOBEPKM.

4.3.3.4. dunbtpauma no HTTP+DNSBL
3apaua

Ecnm coobuweHne nonydyeHo nnan nepeaaHo metogom GET HTTP-npoTokona 1 agpec cepsepa ecTb B
cnmcke dnsbl (Hanpumep, dnsbl.sorbs.net), To HeobxoaMmo NnomeTUTb cooblieHne meTkol "possible
malware or proxy".

OnucaHue NOrvKku peLueHus

MposepbTe meTog HTTP-3anpoca, ncnonb3ya ¢munbtp HTTP-npoTokona. YTobbl ybeamTbea, 4To agpec
cepBepa npucyTcTByeT B Hekotopom DNSBL-cnmcke, HeobxoamMmo 1Ucnosib3oBaTtb GUNLTP
coobuweHuni. Takum obpasom ana peweHnsa obwen 3agayum byayT Mcnonb3oBaHbl ABa uabTpa:
dunbTp HTTP-npotokona n ¢unnbTp coobueHnin. B pmunbtpe HTTP-npoToKkona 6yaeT npoBepeH MmeTos,
GET v noctaBneHa HekoTopasa MeTKa Ha Bce GET-3anpocsl (Hanpumep "HTTP_GET").

3Ta MeTKa OCTaHEeTCcA U B CO0bLEHUAX, KoTopble ByayT M3BIeYEHbI U3 3TUX 3aNpPOCOB U byaeT
AOCTynHa aanee B dpuabTpe coobuieHnin. B dunbrtpe coobuieHunin, ana cooblueHui, coaepkalimx
meTKy "HTTP_GET", 6yaeT npoBepeHO Hannyme agpeca cepsepa B DNSBL-cnncke yepes
BblNnosHeHWe aenctama "dnsbl".

Ecnu appec cepepa 6yaet BxoanTts B DNSBL-cnncok, To Ha 3To coobueHne 6yaeT yctaHoBAeHa
MeTKa (Hanpumep, "DNSBL_EXIST"). lanee B punbTpe coobuieHnit Heobxoammo byaeT NpoBepUTL
Ansa coobuleHuna yxke ase metkm — "HTTP_GET" n "DNSBL_EXIST" u y»e ansa coobuieHnin c obenmm
MeTKaMM yCTaHOBUTb MeTKy "possible malware or proxy".

TakKe ans KoppekTHoM paboTbl aelictemsa "dnsbl" Heobxoaumo B KoHPUTypaLUn CayXKObl
EtherSensor Analyser HacTpouTb DNS-cepBepbl ana nposepku DNSBL.

PeweHune

1. Hactpoiika DNS-cepBepoB B KOHPUTrypaunum cnyxbbl EtherSensor Analyser ans nposepkm DNSBL.
HacTpoiKy MOXKHO NPOM3BOAUTL B KOHCOAW YNPABIEHUA UM B KOHOUTYpauMOHHOM daiine.

B danne koHoUrypaumm cnyx6bl EtherSensor Analyser:

KopHeBow Ter <AnalyserConfig>, nanee BnoxeHHbI Ter <RawHttpFilter> — sBkntouaem ¢opunbtp HTTP-
npotokona. Ter HacTpoek punbTpoBs <Filter> (BKNtOYaem dpunbTP cooblueHnin). anee BNOKEHHbIM

Ter <DnsBI> — HacTpoinkn DNS-cepsepoB ans npoBepoK agapecos B DNSBL-cnnckax B punbtpe
coobuweHun.
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<?xml version="1.0" encoding="utf-8"?>
<AnalyserConfig version="3.2">

<!-- other service settings -->
<RawHttpFilter enabled="true" filename="http-filter.xml" />
<Filter enabled="true" filename="msg_filter.xml">

<!-- other filter settings -->

<DnsB1l>
<AttemptsCount>3</AttemptsCount>
<TtlForUnknown>3600</TtlForUnknown>
<MinTt1>300</MinTtl>
<MaxTt1>604800</MaxTtl>
<Server ipaddress="127.0.0.1" port="53" />
</DnsBl>

</Filter>

</AnalyserConfig>

B gaHHOM cnyvae npegnonaraetca, 4To DNS-cepsep pacnonaraerca no agpecy 127.0.0.1:53.
2. ®aiin dunbtpa HTTP-npoToKona moxeT BbirnaaeTtb Tak (http-filter.xml):

<?xml version="1.0" encoding="utf-8"?>
<filter name="HTTP filter" version="1.0">

<table name="main">

<rule enabled="true">

<match>
<c name="method" value="GET"/>
</match>
<action name="tag" value="HTTP GET"/>
</rule>

<rule enabled="true">
<action name="accept" />
</rule>
</table>
</filter>

MNoapobHoe onucaHue ycnosua ¢unotpaumm "method" n pencremna "tag" cmotpute B pasgenax
Yenosue METHOD '™ u fleiictene TAG .

3. ®aiin dunbTpa coobLWEHMM MOXKET BbirnaaeTb Tak (msg_filter.xml):
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<?xml version="1.0" encoding="utf-8"?>
<filter name="Message filter" version="1.0">

<table name="main">

<rule enabled="true">
<match>
<c name="tag" tag="HTTP GET"/>
</match>
<action name="dnsbl-rh"
address="both"
tag="DNSBL_EXIST"
value="dnsbl.sorbs.net" />
</rule>

<rule enabled="true">
<match>
<and>
<c name="tag" tag="HTTP GET"/>
<c name="tag" tag="DNSBL EXIST"/>
</and>
</match>
<action name="tag" value="MALWARE OR PROXY"/>
</rule>

</table>
</filter>

MoapobHoe onucaHue ycnosua "tag", nencremna "tag" n aencrtemsa "dnsbl" cmotpuTe B pasaenax
Ycnosue TAG 7, feiictene TAG " w [eiicteue DNSBL-LH, DNSBL-RH ™.

KommeHTapum u obwme pekomeHgaumm

1. Ana 6onee 6bicTporo paspeweHna MMEH DNS B KoHUrypaumm cnyxbbi EtherSensor Analyser
’KenaTenbHO YKa3blBaTb Kak MOXHO Honee HbicTpbie DNS-cepsepa. 3To MoryT 6bITb Kak cepsepbl
NHTepHeT-npoBaligepa, Tak u cobcTeeHHble DNS-cepBepbl.

2. Oencteume "dnsbl" (paspeweHne nmén DNS gna DNSBL) aBnaeTca oTHOCUTENbHO SANTENbHOM
onepaumnen (ocobeHHO ecnm yKasaHo ncnonb3oBaHne Heckonbknx DNSBL-cepBucoB), B CBA3M C 3TUM
CTapalTechb BbINOAHATbL €ro B PUAbTPE TONbKO ANs TeX COOOLWEHUN, ANA KOTOPbIX 3TO Heobxoanmo.

3. CtapanTecb npumeHATb aercteune "dnsbl" B KoHue duabTpa, B mecTe, rae noHanobaTca
pe3ynbTaTbl ero paborsbl.

4. CnegyeT NOMHUTb, Y4TO Ha 3Tane ¢puabTpaunm HTTP-npoToKoNa elé He cyLwecTByeT CoobLweHuN,
NpoBepKa Ha UX Hanuune B Tpadpuke 6yaeT BbiNoAHEHA NO3Ke. OAHAKO METKU U Teru,
YyCTaHOBJ/IEHHbIE A1 3aNPOCOB, Ha 3TOM 3Tane 6yayT coxpaHeHbl B coobueHumn (ecnm oHo byaet
N3B/NIEYEHO M3 3TUX 3aNpPOCOB).
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4.3.3.5. Punbrpayma 6onbumnx o6vektos HTTP

3apava

WHorpa no npotokony HTTP nponcxoauT nepesayva oveHb 60nbnx 06beKkToB (3aKkavka ¢ainos,
nNpocMmoTp GUIbMOB OHMalH). Mpn BonbLLIOM KONNYECTBE TakKMX OOBEKTOB, NepesaBaemMbixX
ogHoBpemeHHO, EtherSensor moxeT noTpebaaTb 60nbLIOEe KONMYECTBO ONEepPaTUBHON NamATU. Takas
CUTYaLMAa MOXKET NPUBOANTDL K 0bLen aerpagaunm nponssoantenbHoctm EtherSensor.

HeobxoaMmo ¢ nomoLbio GUNLTPOB oTceKaTb 6onblune HTTP-06beKTbl U yaanaTh UX A0 Havyana
aHanu3a.

OnucaHune NOrnMKu pelueHuA

Ona ynaneHns 6onbwmnx HTTP-06beKTOB 4,0 MX NONHOro aHanAn3a (M 3arpysku Ana 3Toro B NamaTb
uenmkom) Heobxoammo npumeHunTb HTTP-dunbTp. Ona nposepkn pasmepa HTTP-3anpoca nam
OTBETA C/ieyeT NCNONb30BaTb ycaoBMe "size", KOTopoe NpoBepsAeT pa3mep M 3anpoca 1 oTBeTa.

PeweHue
Hanpumep, daiin punbtpa HTTP-NnpoTOKONa MOXKET BbITNALETb TaK:

<?xml version="1.0" encoding="utf-8"?2>
<filter name="HTTP filter" version="1.0">

<table name="main">

<rule enabled="1">
<comment>
The rule stops processing HTTP objects for which
the request or response size is greater than 1MB.
</comment>

<match>
<c name="size" op="gt" value="1M"/>
</match>
<action name="drop" />
</rule>

<rule enabled="true">
<action name="accept" />
</rule>
</table>
</filter>

MoapobHoe onucaHue ycnosuii punbtpaummn HTTP-3anpocos "size" cmoTpuTe B pasgene Ycnosue
REQ-SIZE, RESP-SIZE, SIZE '®,

KommeHTapuu n obwme pekomeHgaumm

1. BmecTo ycnosua "size", KoTopoe NpoBePAET M pa3Mmep 3anpoca U pa3mep OTBETA, MOXKHO
npUMeHATb ycnosus "reg-size" (ana nposepkun pasmepa Tonbko HTTP-3anpoca) nnm "resp-size" (gns
NpPoBepKM pasmepa Tonbko HTTP-oTBeTa).
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5. [locTaBKa pe3y/bTaToB cCUCTEMaM-NOTpebutenam

Cnyba EtherSensor Transfer oTBeuaeT 3a A0CTaBKy pe3y/ibTaTtoB paboTtbl EtherSensor Analyser
BHELWHMM CMCTEMAM-NOTPEbUTENAM.

OcHoBHoOW naeent caybol EtherSensor Transfer anaeTca noHATUe 3apaHee onpeae/ieHHOro
TpaHcnopTHoro npoduaa (npoduna AoCTaBKM pPe3ynbTaToB) ANA AOCTABKU M3BAEYEHHOro U3 TpaduKa
obbeKra.

TpaHCNOPTHbIN NPodUNb COAEPKUT AaHHbIe O cepBepe U ayTeHTUPUKALMM HA HEM, eCIM CUCTeMa-
notpebutens NnepexsayeHHbIX O6EKTOB ABNAETCA CEPBEPOM, UK }Ke NYTb K IOKaNbHOM
AVPEKTOPUU, 3 TaKKe TpeboBaHMA K cCOXpaHAEMbIM 06beKTam, eciv pedb UaeT o Npoduaax rpynnbl

ARCHIVING "%,

B npasunax ¢unbTpanmnm 108 coobueHun cnyxobbl EtherSensor Analyser oguMH npodunb B cnyvae
HeobxoANMMOCTM MOXKET 6bITb MTHOBEHHO 3aMEHEH APYrMM, @ TaK Kak Npoduan co3gaHbl
aAMWHUCTPATOPOM 3apaHee U TIATeNbHO NPOBEPEHbI, BEPOATHOCTb OWIMOOK B 3TOM YaCTU HACTPOEK
MWHUMaNbHA.

Pe3ynbTaTbl aHa/M3a O4HOr0 U TOTO e NepexBavyeHHoro 06beKkTa MoryT 6bITb OAHOBPEMEHHO
A0CTaBAEHbl MHOTMMMK cnocobamm MHOFMM NOTPeBUTENAM C MCNO/Ib30BAHMEM MHOTMUX
TPaHCNOPTHbIX NpoduNen.

Hanpumep:

KOHTEHT M meTagaHHble coobLWEeHMs AOCTaBAAOTCA oaHOBPeMeHHOo B DLP-cuctemy n B
eDiscovery-cuctemy, meTtagaHHbie — B SIEM-cuctemy, pabotatoutyio B SOC BHewHero MSSP, a
dann attaumeHTa — B sandbox.

Tunbl TPAHCNOPTHBIX NpPodUNen:

ARCHIVING %

Mpodunn rpynnbl ARCHIVING chny»KaT gns A0CTaBKM KOHTEHTA NepexBavyeHHbIX 0O BbEKTOB U UX
MeTagaHHbIX cuctemam Tuna eDiscovery, Enterprise Archiving, Enterprise Search u mHorum DLP-
cucrtemam. MNpn 3TOM MCNONb3YOTCA METOAbl AOCTABKM SMTP/SMTPSm, FTP/FTPS201 , SFTP 207,
IMAP 204, FILEDROP ' (nokanbHan dalinosas cucrema) u SMB/CIFS210 (ceTeBoW KaTanor).

DLP 215

Mpodunan rpynnbl DLP cayxkat ana goctaBkn DLP-cucTemam KOHTEHTA NepexBayeHHbIX 06 bEKTOB
N UX MeTafdaHHbIX. Bce nogaeprknsaemble DLP-cuctembl MMEOT CBOM apXmnB, U UMEHHO B HETO
EtherSensor Hanpamyto gocTaBnfeT nepexBayeHHble 06bEKTbI C UCNONb30BAaHUEM UX
nponpueTapHbIX MPOTOKONOB Nepesayn AaHHbIX.

SIEM *®

Mpoduran rpynnbl SIEM cnyxat ans goctaBku B SIEM-cuctembl no npotokony SYSLOG gaHHbIX O
nepexsayeHHoOM obbeKTe. Ecim HeobXoANMMO, AOCTAaBAAETCA TaKKe M KOHTEHT 0bbeKTa.
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SANDBOX ?*®

Mpoduran rpynnsl SANDBOX cay»KaT Ana A0CTaBKM B pelleHuns Knacca sandbox noaosputenbHbix
Ha BPeAOHOCHOCTb NepexBavyeHHbIX 00 BEKTOB ANs AaNbHENLEro aHaAM3a.

STATS &'

Mpodunan rpynnbl STATS cayxaT Ana A0CTaBKM CTaTUCTUYECKMX AaHHbIX Ha NetFlow-konneKktopsl,
B YacTHocTu, Ha NetFlow-konnekropsl SIEM-cuctem.

GROUP #*

lpynnoBbie Npoduan cay*KaT Ana 6aNaHCMPOBKN Harpy3skM Mexay cuctemMamMmu-noTpebutenamm,
BK/IlOYAIOT B ce6A nepevymncneHHble Bbllle TPAaHCNOPTHbIE NPOodUAM C 3apaHee YCTaHOBAEHHbIMU
BECamu.

o o 105
TpaHCNopTHbIN Npoduab NepexsavyeHHOMY 06beKTy HaszHavaeTca B GUAbTpe coobuieHunii . Ecam B
npoLecce aHa/M3a 06bEKTA BbIACHWU/IOCH, YTO MY He 6bl1 Ha3HAYeH HM O4MH TPAHCMNOPTHbIN
npodunb, TO OH AOCTaBAseTcs Npoduaem no ymondaHuio. Mocne ycnewHon foCTaBKM 06 bEKT

YAANAETCA U3 K3LWa nepexBayvYeHHbIX O6'beKTOB, BCA Mmeruwaaca MHd)OpM&LI'MH O HEM
YHUYTOXaeTcCA.

OcHoBHoOI dpopmaT, B KOoTopom EtherSensor noctaBAseT KOHTEHT PEKOHCTPYNPOBAHHbIX 06 bEKTOB
cuctemam-notpebutenam — EML-koHBepT. Takke cnyxba EtherSensor Transfer cnocobHa
nepeAaBaTtb AaHHble B cO6CcTBEHHOM BHYTpeHHeM XML n/muam JSON popmaTax B Tex caydasx, Koraa
EML-KoHBepT He ABnseTca 0b6A3aTeNbHbIM GOPMaATOM AOCTaBKM (KONMMPOBAHME AAHHbIX B
ANPEKTOPUN MW Ucnonb3oBaHue FTP-npoTokona).

ApXVITeKTypa CnCTembl Nnpn Ncnoib3oBaHUA He3aLWNLWLEHHbIX NPOTOKO/10B Nnepeaayun AaHHbIX:

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



[ocraBKa pe3ynbTaToB cUCTeMaM-NoTpebutenam 196

EtherSensor

[

INFOWATCH

[

Traffic Monitor

L

DEVICELOCK J 3|:|| ﬁ

Enterprise Server

L

SIEM

g

SMTP, IMAP [

|

FTP, SFTP, SMB [P

Cuctema XpaHeHMA
M aHanMsa JaHHbIX

Katanomm daitnosoi
CHUCTEMbI

Puc.40. Cxema pabotbi cnyk6b1 EtherSensor Transfer.

ApXVITEKTypa CUCTEMbBI NpHN NCNo1b3oBaHUU 3aWMLWEHHDbIX NPOTOKO/10B Nnepeaayn AaHHbIX:
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S5 L >

Firewall SIEM

. X3
EtherSensor Firewall ""::.:l::;p::::::{
SMTP, IMAP
SSL%;P [
Firewall FTP, SFTP, SMB

Puc.41. Pabota cnyx6bi EtherSensor Transfer ¢ 3awuie HHbIMU NPOTOKOIAMM

KoHdurypaumoHHbit pann cnyxbbi EtherSensor Transfer

KoHdurypauma cnyxbel EtherSensor Transfer cogepkutcs 8 XML-daiine transfer.xml,
PacnonoKeHHOM B 0bLein anpeKkTopmun KoHourypaumin Microolap EtherSensor [INSTALLDIR]\config.

MapameTpbl KOMaHOHOW CTPOKMU

Cnyxb6a EtherSensor Transfer B xoae npoueaypb! yctaHoBKu Microolap EtherSensor yctaHasavBaeTca
KaK cnyxb6a Windows, HacTpoeHHas Ha aBTOMaTMYeCcKuit 3anyck. OiHAKO, OHa TaKXe MOXeT bbiTb
3anylieHa Kak npunoxeHune Windows sensor_transfer.exe n umeert cnegytolime napameTpbl
KOMaHAHOW CTPOKM:

/process

3anyctuTb npouecc sensor_transfer.exe Kak 0bbi4HbIN Windows Win32-npouecc (BO3MOXKHO
MCNONb30BaTb A4 OTNAAKM).

/service

3anyctnTb Kak cnyxby Windows.
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/config

COXpaHUTb KOHOUIYypaLUIo CAyK6bl MO YMONYAHMIO.

5.1. ARCHVING-npodunu

ARCHIVING-npodwmam pelwatot 3aaady A0CTaBKU NepexBavyeHHbIX 06 beKToB 60NbLINHCTBY
eDiscovery, Enterprise Archiving, Enterprise Search n DLP-cuctem.

198
FILEDROP
Mpodunan FILEDROP no3BonatoT coxpaHATb NepexBavyeHHble 06bEKTbI HA I0KaNbHYO dalifioByto
cucTemy, 4To 6bIBaeT o4eHb yA06HO ANA uener oTnaaku u TecTupoBaHua. Kpome Toro, goctyn K
COXPaHEHHbIM 06 beKTaM MOXKeT BbITb NErKO NPeAOCTaBEH BHEWHUM CUCTEMAM-NOTPEOUTENAM.

SMB/CIFS 2"

Mpodunn SMB/CIFS Nno3BoNAOT COXPaHATbL NepexBavyeHHble 06bEKTbI HENOCPEACTBEHHO Ha
ceTeBble NankuM cuctem-notTpeburtenein.

201 207 204

SMTP/SMTPS %%, FTP/FTPS**", SETP*”, IMAP

[laHHble NPOPUAM AOCTaBKM Pe3yNbTaToB aHaIM3a YA06HbI AN AOCTaBKU NepexBayeHHbIX
06bEKTOB YAANEHHbIM/0BNAUYHBIM CUCTEMAM-NOTPEBUTENAM.

Mpu obpaboTtke cepsepom EtherSensor 60bLWMX NOTOKOB AAHHbIX BHELWHWE CUCTEMbI-
noTpebuTen MoryT He CnNpPaBUTHLCA C NONYYeHUEeM pe3ynbTaToB aHanmnsa ot EtherSensor n3-3a
co3iaBaemon UM H6ONbLLION HarpysKku.

B atom cnyyae ncnonb3yite rpynnosble npoduam ana 6anaHCUpPOBKM HArpy3KM Ha CUCTEMDbI-
notpebutenu.

5.1.1. FILEDROP-npodunun

Mpodnnn FILEDROP no3BONAIOT COXPaHATL NepexBavyeHHble 06beKTbl HA JIOKaNbHYO $annosyto
cucTemy, 4To 6bIBaeT o4eHb yA06HO ANA ueneit oTaaaku u TecTMpoBaHuA. Kpome Toro, goctyn K
COXPaHEHHbIM 06 beKTaM MOXKeT BbITb NEMKO NPeAOCTaB/EH BHEWHUM CUCTEMAM-NOTPEOUTENAM.

MoaBogHble KamHu FILEDROP:

1. Mpwn 6onbwom notoke Tpaduka EtherSensor cos3paét 60nblwoON NOTOK coobueruit. Ecam Bbl 3TH
coobLEeHUA coxpaHaeTe Ha AUCK ¢ nomollbto FILEDROP, To AucKoBan NoAcucTeMa MOXKET
NCMbITbIBATb YpEe3MEPHYHO HarpysKy. Takmm obpa3om OHa MOMKET CTaTb Y3KMM MECTOM cepBepa
EtherSensor B Lesom. BnosiHe BO3MOXHO, YTO PaHO WM NO34HO BO3HMKHET AeDULUT CUCTEMHbIX
pecypcoB 1 noctpagaeTt ocHoBHas GpyHKuMA EtherSensor — nepexBaTt u aHanu3 TpaduKa.

2. A6CONOTHO HENPUEMIEMO NO3BONATL 60NbLIOMY KoNMYecTBy 06beKToB 6ECKOHTPObHO
HaKanaMBaTbCcA Ha GannoBon cucTeme: 06a3aTe/IbHO YCTaHABAMBAMTE NapameTp Bpemsa wusHuU
pe3ysbmamos B HacTpoikax FILEDROP-npodunen.
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?
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Puc.42. Hacrpoiiku FILEDROP-npoduneii.
1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Yao6Hoe, 3anoMmunHatoweeca n MHGOPMaTUBHOE Ha3BaHMe NPoduaa (Ha ycMoTpeHue
agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo
YMONYaAHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. MapameTpbl cOXpaHeHUA coobLieHui

MyTb:

MyTb K AMPEKTOPUU, B KOTOPOMN BYAYT COXPaHATLCA NepexBayeHHble CoobLLeHus.

Aunckosas Keora:

Pa3zmep KBOTbI AMCKOBOr0O NPOCTPAHCTBA ANA XpaHeHus coobuweHuni. Mpumep: 10GB nan 500MB
nnm 100KB mam 10000. Mpn McyepnaHUM KBOTbI coxpaHeHue dalinos byaeT ocTaHOBAEHO A0 Tex
nop, NOKa KBOTa BHOBb NMO3BOJIUT 3TO AeNaTb. YTobbl BO30OHOBUTL coxpaHeHue painos, cnegyet
nmbo ocBoboanTb MecTo, IM60 YBEIMYUTDL KBOTY.

Ucnonb3osatb (.tmp):

PaspelunTb/3anpeTuTb MCMNOIb30BaTb ABYX3TanHoe nepemelleHme ¢pannos Bo nsbexkaHue
Konnnsunii: 1) daiin nepemelllaetcs ¢ BpeMeHHbIM paclunpeHnem, Hanpumep 2012-01-08-15-29-
48-586.7.m.zip.tmp, 3aTem 2) Mocne 3aBeplieHNA nepemeLLeHnsa n3 umeHun dalina yaanaerca
".tmp", ¢aiin nepemmeHoBbiBaeTcA B 2012-01-08-15-29-48-586.7.m.zip. bbiBaeT nonesHo B
CNy4Yae OTCNEXKMBAHMA KaKUM-NMBO NpoL,eccom NoAaBAEHUA B AUPEKTOPMN HOBbIX daiinos
(nepenmeHoBaHUe - aTOMapHasa onepaumn).

3. dopmart coobweHunn

dopmat coobieHusn:

dopmat coxpaHsiemoro uam gocrasasemoro coobuenmsa (EML, XML, JSON...)

CoxpaHAaTtb KakK ZIP:

YnaKkoBbIBaTb 1M coXxpaHAeMble coobuleHna B ZIP-apxus (painn ¢ pacwumpeHuem ZIP). Ecan
BK/IIOYEHA AaHHAA HAaCcTPOMKa COBMECTHO C HacTponKoi "CoxpaHATb Kak EML", To EML-KOHBeEpTbI
coobueHun byayT ynakosbiBaTbCA B ZIP-apxuB. Ec/iv BKAOYEHA AaHHAA HACTPOMKa, U NPU 3TOM
HacTpoiKa "CoxpaHaTb Kak EML" oTkntoueHa, To B ZIP-apx1B 6yayT ynakoBbiBaTbCA cOObLWEHUNA
BO BHYTpPeHHeM dopmarTe.

CreneHb cxKatua ZIP-apxuBa:

CteneHb cxkaTtua ZIP-apxusa ot [0-9], rae O - 6e3 cxkatusa, 1 - Hanay4dlan CKopocTb cXKatus, 9 -
HaUNYYLLINIA aNTOPUTM CXKATUA.

Oy6nnpoBaTtb 3aronoBKu:

PaspelwmnTb/3anpeTuTb COXpaHeHMe CTaHAAPTHbIX 3aro/I0BKOB COOBLLEHUA, @ TaKKe 3aro/I0BKOB

"X-Sensor" 4ONOAHUTENBHO B OTAE/IbHOM aTTauMeHTe coobueHuna - dpaiine

"microolap_msis_headers.txt". BoamoskHble BapuaHTbl: "all" - coxpaHAOTCA BCE 3aro/ioBKU

coobueHun; "xsensor" - coxpaHAKTCA 3aroNoBKM ¢ npedpukcom "X-Sensor"; "other" -

COXpaHATCA cTaHAapTHbIe 3aronioBku "From", "To", "Cc", "Becc" n apyrue, He nognaaatowme nog,
o

penicteme dpnara "xsensor"; "none" - 3anpelaeT coxpaHeHMe 3aro/I0BKOB COObOLLEHMSA B
OTAENIbHOM BJ/IOXKEHUMU.
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4. O6paboTka ownboK

TalimayT nocne oTKkasa:

TamayT B CeKyHAaX AN NOBTOPHOM NOMbITKM AOCTaBKU COOBLEHMI B CyYae OTKa3a
NPUEMHMUKa.

5. Ana GROUP-npodunem

Bec:

Bec npoduna (ot 1 go 10) 3agaéT nponopumto pacnpeseneHns cooblueHnin mexay npopunamm
N NCNONb3YeTCA TONbKO €C/iM AaHHbIN Npoduab BKAoUYeH B GROUP-npodunb.

Pe3sepBHbIit npodunb:

BKNIOUYMTL MM BbIKNKOYUTL NCNONb30BaHME NpodunA Kak pesepsHOro. Ecnm atot ¢pnar BKAOYEH,
TO LO0CTaBKa COOOLEHMI C UCNONb30BaHUEM AaHHOro npoduna byaeTt 3afecTBOBaHa B C/ayyae
OTKa3a OCHOBHbIX (HE pe3epBHbIX) TPAHCNOPTHbIX Npoduael. NMapameTp AeNCTBUTENEH TONbKO B
coctase GROUP-npodunei.

5.1.2. FTP-npodunn

FTP/FTPS-npodnan ncnonb3yoTca ANa A0CTaBKU nepexsayeHHbIX 06beKToB yaanéHHbIM/0b61auHbIM
cMcTemam-noTpedbutenam.

Mpun obpaboTke cepsepom EtherSensor 60nblWNX NOTOKOB AAaHHbIX BHELIHWE CUCTEMDI-
noTpebuTenn Moryt He CNPaBUTLCA C NOAYYEHMEM pe3ynbTaToB aHaM3a ot EtherSensor n3-3a
CO034aBaemol MM 6ONbLIOK HarpysKu.

B aTom cny4vae ncnonb3yinTe rpynnosbie Npoduan ana 6anaHCMPOBKM HArpy3KM Ha CUCTEMbI-
notpebutenu.

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



[ocraBKa pe3ynbTaToB cUCTeMaM-NoTpebutenam 202

L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?
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Puc.43. Hacrpoiiku FTP-npoduneii.
1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Yao6Hoe, 3anoMmunHatoweeca n MHGOPMaTUBHOE Ha3BaHMe NPoduaa (Ha ycMoTpeHue
agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo
YMONYaAHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. Hactpowku FTP

Appec FTP-cepBepa:

IP-agpec nnn nma FTP-cepBepa ANA OTNPaBKM COOBLLEHUIA.

MopT:

MopT FTP-cepBepa 4na OTNPaBKM COObLLEHUNIA.

Katanor:

KaTanor gnsa coxpaHeHWA coobLeHUN.

SSL:

BKIOUYMTL/BbIKNHOYNTL MCMONb30BaHME SSL-indpoBaHMA Npu nNepesayve CoobLLEHMA.

Ucnonb3osarthb (.tmp):

PaspelunTb/3anpeTuTb MCMNOb30BaTb ABYX3TanHoe nepemelleHme ¢pannos Bo nsbexkaHue
Konnnsunii: 1) daiin nepemellaetcsa ¢ BpeMeHHbIM paclunpeHnem, Hanpumep 2012-01-08-15-29-
48-586.7.m.zip.tmp, 3aTem 2) Mocne 3aBeplieHUA nepemeLLeHnsa u3 umeHun daiina yaanaerca
".tmp", paiin nepemmeHoBbiBaeTcA B 2012-01-08-15-29-48-586.7.m.zip. BbiBaeT nonesHo B
CNny4ae OTCNENXKMBAHMA KaKUM-NMBO NpoL,eccoM NoABAEHUA B AUPEKTOPUN HOBbIX daiinos
(nepenmeHoBaHMe - aTOMapHana onepaums).

3. UpeHTUdUKaumA

JlorunH:

JlornH Ha gocTtyn K FTP-cepsepy.

Maponsb:

MNaponb Ha goctyn K FTP-cepsepy.

4. dopmar coobweHunn

dopmat coobieHusa:

dopmaT coxpaHAeMoro nnmn goctasnasemoro coobueHms (EML, XML, JSON...)

CoxpaHAaTb KaK ZIP:

YnakoBbIBaTb I coxpaHsemble coobueHuna B ZIP-apxms (daiin ¢ pacwmperHunem ZIP). Ecam
BK/IlOYEHA AaHHAA HAaCTPOMKA COBMECTHO C HacTpoiKoi "CoxpaHAaTb Kak EML", To EML-KoHBepTb!
coobeHn 6yayT ynakosbiBaTbCA B ZIP-apxuB. ECan BKAOYEHA JaHHAA HACTPOMKA, U NPU 3TOM
HacTpoiKa "CoxpaHaTb Kak EML" oTkntoueHa, To B ZIP-apxunB 6yayT ynakoBbIBaTbCA COObLIEHUA
BO BHYTpeHHeM dopmaTe.
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CreneHb cxKatua ZIP-apxuBa:

CteneHb cxKaTtna ZIP-apxusa ot [0-9], rae O - 6e3 cxkatus, 1 - Hanay4las CKOpocTb CXKatus, 9 -
HaAUAYYLWKNIA aNTOPUTM CHKATUA.

Ay6anposatb 3aronoBKu:

PaspelwmnTb/3anpeTuTb COXpaHeHMe CTaHAAPTHbIX 3aro/I0BKOB COOBLLEHUA, a TaKKe 3aro/IoBKOB
"X-Sensor" 4ONOAHUTENbHO B OTAE/IbHOM aTTauMeHTe coobueHna - dpaiine
"microolap_msis_headers.txt". BoamoskHble BapuaHTbl: "all" - coxpaHAOTCA BCE 3aro/oBKU
coobueHun; "xsensor" - coxpaHAKTCA 3aroNoBKM ¢ npedpukcom "X-Sensor"; "other" -
COXPaHATCA cTaHAapTHbIe 3arosioBku "From", "To", "Cc", "Becc" n apyrue, He nognaaatowme nog,
aencrteme dpnara "xsensor"; "none" - 3anpelaeT coxpaHeHMe 3arosI0OBKOB CO0bLEHUA B
OTAE/IbHOM BJ/IOXKEHUM.

5. O6paboTKa own60K

TalimayT nocne oTKasa:

TamayT B ceKyHAax o1 NOBTOPHOM NOMbITKM AOCTaBKU COOBLEHMI B Cly4ae OTKa3a
NPMEMHMUKaA.

6. Ana GROUP-npodumnei

Bec:

Bec npoduna (ot 1 go 10) 3agaét nponopumto pacnpeseneHnsa cooblueHnin mexay npodpunamm
M MCNONb3YeTCA TONbKO €C/M AaHHbIN Npodunab BKAOUYeH B GROUP-npodunb.

Pe3sepBHbIit npodunb:

BKAOYNTb UK BBIKNHOYUTL MCNOMb30BaHWE Npoduaa Kak pesepBHOro. Ecam aToT dpaar BKAOYEH,
TO AO0CTaBKa COOOLEHMI C NCNONb30BaHUEM AaHHOro npoduna byaeTt 3afeicTBOBaHa B C/ayyae
OTKa3a OCHOBHbIX (He pe3epBHbIX) TPAHCNOPTHbIX Npoduael. NMapameTp AeACTBUTENEH TONbKO B
coctase GROUP-npodunen.

5.1.3. IMAP-npoduau

IMAP-npodMAn MCNONb3YHOTCA ANA AOCTaBKMU NepexBayveHHbIX 06bEeKTOB yaanEHHbIM/06NauHbIM
cucTemam-noTpebutensam.

Mpn o6paboTke cepsepom EtherSensor 60nbLIMX NOTOKOB AaHHbIX BHELWHWUE CUCTEMbI-
noTpebuTenn moryt He CNPaBUTLCA C NONYyYeHMEeM pe3ynbTaToB aHanm3a ot EtherSensor n3-3a
co3,aBaemon UM H6ONbLLION HarpysKku.

B aTom cnyyvae ucnonb3lyinTe rpynnosbie Npoduan ana 6anaHCUPOBKM HArpy3KM Ha CUCTEMbI-
notpebutenu.
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L) HacTpoika - Microolap EtherSensor PCAP Edition

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?
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1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Puc.44. Hactpoiiku IMAP-npodunei.

Ypo06Hoe, 3anomuHatoweeca U MHGOPMaTUBHOE Ha3BaHUe Npoduns (Ha ycMmoTpeHue

agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo

YMO/IHaHUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. Hactpoiikn IMAP

Appec IMAP-cepBepa:

IP-agpec nam nma IMAP-cepeepa ana AOCTaBKU pe3ynbTaToB.

MopT:

MopT IMAP-cepBepa Ana A0CTaBKM COODLLEHWNN.

Uma Katanora:

Nmsa IMAP-kaTanora, B KOTopoit byaeTt AocTaBaeHO coobLieHue.

SSL:

BKIOUYMTL/BbIKNHOYNTL MCMONb30BaHME SSL-indpoBaHMA Npu nNepesayve CoobLLEHMA.

3. UpeHTHdUKaumA

JlorunH:

Nornn Ha goctyn K IMAP-cepBepy.

Maponsb:

MNaponb Ha goctyn K IMAP-cepBepy.

4. dopmar coobweHunn

Oy6nnpoBaTtb 3aronoBKu:

Pa3pewnTb/3anpeTuTb COXpaHEHME CTaHAAPTHbIX 3ar0/10BKOB COOBLLEHUSA, @ TAKXKe 3aro/0BKOB
"X-Sensor" 4ONOAHUTENbHO B OTAE/IbHOM aTTayMeHTe coobuleHna - paiine
"microolap_msis_headers.txt". BoamoxKHble BapuaHTbl: "all" - coxpaHAtoTCA BCE 3aroNoBKM
coobuleHun; "xsensor" - coxpaHAKTCA 3arosioBKM ¢ npedukcom "X-Sensor"; "other" -
COXpaHATCA CTaHAapTHble 3aronosku "From", "To", "Cc", "Bcc" n apyrune, He nognaaatowme nog,
aevicteme dpnara "xsensor”; "none" - 3anpeltaeT coxpaHeHMe 3aro/I0OBKOB COOOLLEHMSA B
OTAEe/IbHOM B/IOXKEHUM.

5. O6paboTKa ownboK

TalimayT nocne oTKasa:

TalimayT B CeKyHAax A4 NOBTOPHOM NOMbITKM A0CTaBKM COOOLLEHMI B CNydYae OTKasa
NPUEMHMUKa.

6. Ana GROUP-npodunen

Bec:

Bec npoduna (ot 1 ao 10) 3a4aéT nponopuuto pacnpeaeneHuna coobleHnin mexay npodmunamm
N NCNOb3YeTcA TO/IbKO €C/M AaHHbIN Npodurab BKAoUYeH B GROUP-npodunb.
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PesepBHbIN Nnpodunb:

BKNIOUYMTL MM BbIKNKOYUTL UCMONb30BaHME NpoduNA Kak pesepBHOro. Ecnm atot ¢pnar BKAOYEH,
TO A,O0CTaBKa COOOLLEHMI C CNONb30BAaHUEM AAaHHOro npoduns byaeTt 3afeicTBOBaHA B C/yyae
OTKa3a OCHOBHbIX (HE pe3epBHbIX) TPAHCNOPTHbIX Npodunel. NapameTp AeNCTBUTENEH TONbKO B
coctaBe GROUP-npodunen.

5.1.4. SFTP-npodunun

SFTP-npodunan ncnonb3yroTca ana AOCTaBKM NepexBavyeHHbIX 06 beKTOB yaaNEHHbIM/06NauHbIM
cuctemam-notpebutenam.

Mpn o6paboTke cepsepom EtherSensor 60nbLlwMX NOTOKOB JaHHbIX BHELWHWE CUCTEMbI-
noTpebuTenn MoryT He CNPaBUTLCA C NOAYYEHUEM pe3yNbTaToB aHaM3a ot EtherSensor n3-3a
co3aaBaemon UM 6ONbLION Harpy3Ku.

B aTom cny4yae ucnonb3yinTe rpynnosbie Npoduan ana 6anaHCUPOBKM HArpy3KM Ha CUCTEMbI-
notpebutenu.

3';_4 HacTpoika - Microolap EtherSensor PCAP Edition _ O =%

m HacTpoiika  MpoM3BoAMTENBHOCTE OuarHocTiika  OBHoBREHWA ?
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=
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o1 Lua-apunel AxTHBEH la
8 P OneTpE coofuermil
Bkl focraska pesyneTatos Mpodwne wononesyeTod no yr Het
‘g ) ARCHIVING KoMMeHTapHi
H W el
L, FILEDROP-npodwni EHacTpoaxe LR
Ll FTP-npodnu Anpec SFTP-cepeepa 192.168.70.129
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Lgl SFTP-npodni KaTanor messages
L& SMB-npodwin Wenonszosats {.tmp) Het
iLgl SMTP-npodmmm “ 3. MpenTndmKaumn
[]--'ﬂ DLF NoruH test
-5 SIEM MNapone SEABEBERRRES
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&-{l] STATS
----- 5+ GROUP-npodwani Appec SFTP-cepeepa
_____ OBiLME HACTPOMKH AOCTaBKA IP-aapec umm uMA SFTP-Ccepsepa ANA AOCTaBKM PE3YNLTATOB.
(=1 MoacCTEME KYPHENHMPOBAHHMA
1/ WypHane! cofibimui
il CTaTeTiia BB B |5 + 3 MpoTecTMpoBaTE

[=1-{M ¥nanéHHLIA gocTyn

=M nanr L

Beponm: =) £ Ceaze: i) ©) @ @ Coucen: W n ]

Puc.45. Hactpoiiku SFTP-npoduneii.
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1. HasBaHue u cTatyc

HassaHue npoduna:

Yp06HOoe, 3anomuHatoweeca U MHGOPMaTUBHOE Ha3BaHMe Npoduns (Ha ycMmoTpeHue
agMUHUCTPaTOpa).

AKTUBEH:

TpaHCNopTHbLIN NpodUb HE UCNOoNb3yeTcA B Nepeaaye coobLLeHNI, €C/IN OH OTK/KOYEH.

Mpodunnb ncnonb3yeTca N0 YMONYAHUIO:

"[a" 03HavaeT, YTo AaHHbIN NPoduab TPAHCMNOPTUPOBKN PE3ybTAaTOB UCMO/Ib3YeTCs Mo
YMONYaHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.

2. Hactpoiiku SFTP

Appec SFTP-cepBepa:

IP-agpec nam nma SFTP-cepeepa ana 4OCTaBKMU pe3y/ibTaToB.

MoprT:

MopT SFTP-cepBepa A5 OTNPaBKU COOOLLEHUN.

Kartanor:

KaTtanor gns coxpaHeHuns coobLLeHUN.

Ucnonb3osatb (.tmp):

PaspewnTb/3anpeTMTb MCNONb30BATb ABYX3TanHOe nepemelleHne Gpannos Bo nsbexaHune
Konansuii: 1) dann nepemeLLaeTcs ¢ BPEMEHHbIM paclumpeHmnem, Hanpumep 2012-01-08-15-29-
48-586.7.m.zip.tmp, 3aTem 2) Mocsie 3aBeplUeHUs NnepemelleHnsa U3 nmeHun danna yaanaercs
".tmp", daitn nepemmeHoBbiBaeTcA B 2012-01-08-15-29-48-586.7.m.zip. bbiBaeT nonesHo B
CNy4ae OTCNEXKMBAHMA KaKUM-1MBO NpoLeccom NoABAEHUA B AUPEKTOPUN HOBbIX $aiiiios
(nepemmeHoBaHMe - aTOMapHanA onepaums).

3. UpeHTnduKauma

JlornH:

NorunH Ha poctyn K SFTP-cepBsepy.

Maponb:

Maponb Ha poctyn K SFTP-cepsepy.
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4. dopmar coobueHnn

dopmat coobuieHus:

dopmaT coxpaHAeMoro nnaun goctasnsemoro coobwenus (EML, XML, JSON...)

CoxpaHAaTtb Kak ZIP:

YnakoBbIBaTb I coxpaHsemble coobueHuna B ZIP-apxus (baiin ¢ pacwmpeHunem ZIP). Ecam
BK/IlOYEHA JAaHHAA HACTPOMKA COBMECTHO C HacTpoinKoi "CoxpaHATb Kak EML", To EML-KoHBepTb!
coobuweHuni 6yayT ynakosbiBaTbca B ZIP-apxus. Ecam BkAOYEHa AaHHAA HACTPOMKa, U NPU 3TOM
HacTpoiKa "CoxpaHaTb Kak EML" oTkntoueHa, To B ZIP-apxunB 6yayT ynakoBbIBaTbCA COOOLEHNA
BO BHYTpeHHem dopmarTe.

CreneHb cxKatua ZIP-apxuBa:

CteneHb cxKaTtna ZIP-apxusa ot [0-9], rae O - 6e3 cxkatus, 1 - Hanaydlas CKopocTb cXKatus, 9 -
HaWUAYYLWNIA aATOPUTM CXKATUA.

Ay6anpoBaTb 3aronoBKu:

PaspelmnTb/3anpeTuTb COXpaHeHMe CTaHAAPTHbIX 3aro/I0BKOB COOBLLEHUA, @ TaKKe 3aro/I0BKOB

"X-Sensor" 4ONONHUTENIBHO B OTAE/IbHOM aTTayMeHTe coobuleHna - paiine

"microolap_msis_headers.txt". BoamoxHble BapunaHTbl: "all" - coxpaHatoTca Bce 3aro/IoBKM

coobeHunn; "xsensor" - coxpaHATCA 3aronosku ¢ npepukcom "X-Sensor"; "other" -

COXPaHATCA cTaHAapTHbIe 3aronioBku "From", "To", "Cc", "Bcc" n apyrue, He noagnaaatouime nog,
o

aenicteme dpnara "xsensor”; "none" - 3anpeltaeT coxpaHeHMe 3aro/I0OBKOB COOOLEHMA B
OTAEe/IbHOM BJ/IOXKEHUM.

5. O6paboTKa own60K

TalimayT nocne oTkasa:
TalimayT B CeKyHAax oA NOBTOPHOM MOMbITKM A0CTaBKU COODOLLEHMI B C/ly4ae OTKa3a
NPUEMHMUKa.

6. Ana GROUP-npodunemn

Bec:

Bec npoduna (ot 1 go 10) 3agaéT nponopumto pacnpeseneHns cooblueHnin mexay npopunamm
N NCNONb3YeTCA TONIbKO €C/iM AaHHbIN Npoduab BKAOUYeH B GROUP-npodunb.

Pe3sepBHblit npodunb:

BKNIOUYMTL MM BbIKNKOYUTL NCNONb30BaHME Npoduna Kak pesepsHOro. Ecnm atot pnar BKAOYEH,
TO ALO0CTaBKa COOOLLEHMI C UCNONb30BaHUEM AaHHOro npoduns byaeTt 3afecTBOBaHA B C/yyae
OTKa3a OCHOBHbIX (He pe3epBHbIX) TPAHCNOPTHbIX Npoduael. NMapameTp AeNCTBUTENEH TONbKO B
coctase GROUP-npodunei.
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5.1.5. SMB-npo¢unm

Mpoduam SMB/CIFS No3BONAIOT COXPaHATL NepexBayYeHHble 06beKTbl HEeNOCPeACTBEHHO Ha CeTeBble
nanku cuctem-notpebutenei.

PekomeHAaLMM KacaTeNbHO NPON3BOANTENBHOCTU ANCKOBOM NOACUCTEMbI U HACTPOEK BPEMEHM
YKM3HU COXPAaHEHHbIX 06beKTOB Te e, 4To n ana FILEDROP-npodunei.

'7';_4 HacTpoika - Microolap EtherSensor PCAP Edition _ O w

m HacTpoiika  MpoM3BoAMTENBHOCTE OuarHocTiika  OBHoBREHWA ?
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Puc.46. Hacrpoiiku SMB-npoduneii.
1. HasBaHue u cTatyc

HassaHue npoduna:

Ypo6Hoe, 3anoMmunHatoweeca n MHGOPMaTUBHOE Ha3BaHMe NPoduaa (Ha ycMoTpeHue
agMUHUCTPaTOpa).

AKTUBEH:

TpaHCNopTHbLIN NpodUb HE UCNONb3YeTCA B Nepeaaye coobLLeHNN, €C/IN OH OTK/KOYEH.
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Mpodunnb ncnonb3yeTca N0 YMONYAHUIO:

"[a" 03HayaeT, YTo AaHHbIN NPoduab TPAHCMNOPTUPOBKN PE3ybTaTOB UCMOb3YeTCA Mo
YMONYaHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.

2. NapameTpbl cOXpaHeHUA co0bLeHUM

MNyTb:
Mytb K SMB/CIFS KaTanory ana 3anucu coobuweHma. Hanpumep: \\ARCHSERVER1\Messages

Ucnonb3osatb (.tmp):

Pa3pelwnTb/3anpeTMTb MCNOAb30BaTb ABYX3TanHoe nepemelleHne $hannos Bo nsbexaHune
Konnmsnii: 1) ®aiin nepemeLtaeTcs ¢ BpeMeEHHbIM paclimpeHuem, Hanpumep 2012-01-08-15-29-
48-586.7.m.zip.tmp, 3aTem 2) Mocne 3aBeplieHUA NepemeLleHnsa u3 umeHun daiina yaanaerca
".tmp", paiin nepemmeHoBbiBaeTcA B 2012-01-08-15-29-48-586.7.m.zip. bbiBaeT nonesHo B
CNyyae OTCNeXMBaAHMA KaKMM-NMb60 NpoL,.eccom NOABNAEHUA B AMPEKTOPUN HOBbIX Paiiios
(nepenmeHoBaHMWe - aTOMapHaA onepauma).

3. UpeHTudunkKauyusa

Uma nonb3oBartens:

Mma nonb3osaTtens ana goctyna kK SMB/CIFS kaTanory gns 3anucu coobuieHums.

Ma POb NO/Q1b30BaTeNA:

Maponb nonb3oBaTens Ana goctyna K SMB/CIFS kaTanory ana 3anMcu coobuieHus.

4. dopmar coobweHunn

dopmat coobieHusn:

dopmat coxpaHsiemoro uam gocrasasemoro coobuenmsa (EML, XML, JSON...)

CoxpaHAaTtb KakK ZIP:

YnaKoBbIBaTb 1M cOXxpaHAeMble coobuleHna B ZIP-apxus (painn ¢ pacwumpeHuem ZIP). Ecan
BK/IIOYEHA AaHHAA HAaCcTPOMKa COBMECTHO C HacTponKoi "CoxpaHATb Kak EML", To EML-KOHBepTb!
coobueHuin byayT ynakosbiBaTbCA B ZIP-apxuB. Eciv BKAOYEHA AaHHAA HAaCTPOMKa, U NPU 3TOM
HacTpoiKa "CoxpaHaTb Kak EML" oTkntoueHa, To B ZIP-apx1B 6yayT ynakoBbiBaTbCA COObLEHUNA
BO BHYTpPeHHeM dopmarTe.

CreneHb cxKatua ZIP-apxuBa:

CteneHb cxkaTtua ZIP-apxusa ot [0-9], rae O - 6e3 cxkatusa, 1 - Hanay4dlwan CKopocTb cXKatms, 9 -
HaUNYYLLINIA aNTOPUTM CXKATUA.
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Oy6nnpoBaTtb 3aronoBKu:

Pa3pewnTb/3anpeTuTb COXpaHeHME CTaHAaPTHbIX 3ar0/10BKOB COOBLLEHUSA, @ TAKXKe 3aro/0BKOB

"X-Sensor" 4ONONHUTENbHO B OTAE/IbHOM aTTauyMeHTe coobuieHus - daline

"microolap_msis_headers.txt". BoamoxHbie BapmnaHTbl: "all" - coxpaHAloTCA BCe 3aro/I0BKM

coobuleHun; "xsensor" - coxpaHAKTCA 3aro/ioBKM ¢ npedukcom "X-Sensor"; "other" -

COXpaHATCA cTaHAapTHble 3aronosku "From", "To", "Cc", "Becc" n apyrue, He nognagatowme nog,
"o

aevicteme dnara "xsensor”; "none" - 3anpeltaeT coxpaHeHMe 3aro/IOBKOB COOOLLEHMSA B
OTAENIbHOM BJ/IOXKEHUM.

5. O6paboTKa ownboK

TalimayT nocne oTKasa:

TalimayT B ceKyHAax A1 NOBTOPHOM NOMbITKM A0CTaBKN COOOLLEHMI B CyYae OTKasa
NPMEMHUKaA.

6. Ana GROUP-npodunen

Bec:

Bec npodumna (ot 1 ao 10) 3aaaéT nponopuuto pacnpeaeneHuna coobleHnin mexay npobmunamm
M UCNO/MIb3YyeTCA TONbKO €CM AaHHbIN Nnpoduab BratodeH B GROUP-npodunb.

Pe3epBHbI npodunb:

BKNHOUYMTb MM BbIKNKOYUTb MCMNONb30BaHME NPodUNA Kak pesepBHOro. Ecnm atoT ¢pnar BKAOYEH,
TO AOCTaBKa COODOLEHMI C MCNONb30BaHWEM AaHHOro npoduna byaer 3ageicTBoBaHa B caydyae
OTKa3a OCHOBHbIX (He pe3epBHbIX) TPAHCMOPTHbLIX Npoduneit. MapameTp AeACTBUTENEH TO/IbKO B
coctaBe GROUP-npodunei.

5.1.6. SMTP-npodumnm

SMTP-npodunaM NCNonb3yoTca ANA A0CTaBKU NepexBayeHHbIX 06 bEKTOB yAaNEéHHbIM/06NauHbIM
cMcTemam-noTpedbutenam.

Mpn o6paboTke cepsepom EtherSensor 60nbLWMX NOTOKOB AaHHbIX BHELWHWE CUCTEMbI-
noTpebuTenn MoryT He CNPaBUTLCA C MNOJlyYeHMEM pe3yNbTaToB aHaM3a oT EtherSensor 13-3a
cO34aBaemor UM HONbLIOIN HarpysKu.

B aTom cnyyae ncnonb3yite rpynnosble Npoduam ana 6anaHCUpPOBKM HArpy3KM Ha CUCTEMBbI-
notpebutenu.
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L) HacTpoika - Microolap EtherSensor PCAP Edition
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Hactpouka SMTP-npoduneit

i HacTpoika TpaHmopTHex SMTP-npodmnel Ana cnyxdbl TPAHTIOPTUPOEKK PESYNETATOE,

Cnncok npodunei

smip-transport
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HazeaHne npodina smtp-transport
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Nopt 1025
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TalimayT (BpeMa cHMASHWA 0TEETE) SMTP-CepBEpa B CekyHAaX.

MpoTecTvpoBaTE
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1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Puc.47. Hactpoiiku SMTP-npoduneit.

Ypo06Hoe, 3anomuHatoweeca U MHGOPMaTUBHOE Ha3BaHUe Npoduns (Ha ycMmoTpeHue

agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo

YMO/IHaHUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. Hactpoiiku SMTP

Appec SMTP-cepBepa:

IP-agpec nam nma SMTP-cepsepa gna 40CTaBKU pe3ynbTaToB.

MopT:

Mopt SMTP-cepBepa AnA oTNPaBKU COOBLLEHMIA.

SSL:

BKAOYNTL/BbIKNOUYUTL UCNONb30BaHUeE SSL-WndppoBaHUA Npu nepeaave coobLieHUN.

TanmayT cepBepa:

TarimayT (Bpema oxungaHua otseta) SMTP-cepBepa B CEKyHAAX.

[epxKaTb coeguHeHune:

OTnpasAATb BCe COOBLEHUA B OAHOM COeIMHEHUN C cCepBepPOM. ECiM AaHHbI napameTp
BbIKNIOYEH, TO KaXkg0e oTnpaBasemoe coobuieHue 6yaer otnpaBieHo B otaenbHom TCP-
coeiNHEeHUN.

3. UpeHTUPUKaumA

JloruH:

NlornH Ha goctyn K SMTP-cepsepy.

Maponsb:

Maponb Ha goctyn K SMTP-cepsepy.

Appec oTnpasurtensa:
Aapec oTnpaBuTeNa coobLLeHMA Ana cMcTeMbl-noTpebuTtens.

Baw KoMMeHTapuii K gaHHoMy npoduio.

Apapec nonyvyarens:

PaboTatowmii email-agpec cuctembl-notpebutena (HanpMmep, CMCTEMbI apPXMBUPOBAHMUSA
coobueHuni).

4. dopmar coobweHunn

[Oy6nnpoBaTtb 3aronoBKu:

Pa3pewnTb/3anpeTuTb COXpaHEHME CTaHAAPTHbIX 3ar0/10BKOB COOBLLEHUS, @ TAKXKe 3aro/I0BKOB
"X-Sensor" 4ONOAHUTENbHO B OTAE/IbHOM aTTayMeHTe coobuleHna - paiine
"microolap_msis_headers.txt". BosamoxKHble BapuaHTbl: "all" - coxpaHAtoTCA BCe 3aroNoBKM
coobuleHun; "xsensor" - coxpaHAKTCA 3aro/ioBKM ¢ npedukcom "X-Sensor"; "other" -

COXpaHATCA CTaHAapTHble 3aronosku "From", "To", "Cc", "Bcc" n apyrmne, He nognaaatowme nog,
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aencrteme dpnara "xsensor"”; "none" - 3anpelLaeT coxpaHeHMe 3arosIOBKOB CO0bLEHNA B
OTAE/IbHOM BJ/IOXKEHUM.

5. O6paboTKa own60K

TalimayT nocne oTKasa:

TanmayT B ceKyHAax o1 NOBTOPHOM NOMbITKM AOCTaBKU COOBLEHMI B Cy4ae OTKa3a
NPMEMHMUKaA.

6. Ana GROUP-npodumnei

Bec:

Bec npoduna (ot 1 go 10) 3agaét nponopuuto pacnpeseneHnsa cooblueHnin mexay npopunamm
N MCNONb3YeTCA TONbKO €C/M AaHHbIN Npodunab BKAOUYeH B GROUP-npodunb.

Pe3sepBHbIit npodunb:

BKAOYNTb UK BBIKNIOYUTL MCNOb30BaHWE Npoduaa Kak pesepBHOro. Ecam aToT dpaar BKAOYEH,
TO AO0CTaBKa COOOLEHMI C NCNONb30BaHUEM AaHHOro npoduna byaeTt 3afeicTBOBaHa B C/ayyae
OTKa3a OCHOBHbIX (He pe3epBHbIX) TPAHCNOPTHbIX Npoduael. NMapameTp AeACTBUTENEH TONbKO B
coctase GROUP-npodunei.

5.2. DLP-npodunu

NHTerpauna EtherSensor ¢ DLP-cuctemamu peluaet npobaemy nosyd4eHua AaHHbIX OT XOCTOB, Ha
KOTOpble HEBO3MOXHO MW HEeXKenaTeNbHO YCTaHaBANBATb PAa3BUTOE U PECYPCOEMKOE MPOrpaMmmHoOe
obecneyeHune endpoint-DLP.

BonbwmHcTBo DLP-cnctem nopaepknBaeTt NnonyvyeHne nepexBayeHHbix coobeHmi

198
yHMBepcanbHbiMK cnocobamm u3 pasgena ARCHIVING —, Ho gocTaBKa nepexBayeHHbIX 06 beKToB
HEKOTOPbIM M3 HUX NpeAnosaraeT NCNoAb30BaHUE UX COBCTBEHHbIX MPONPUETaPHbIX MPOTOKO/IOB.

DeviceLock Enterprise Server >'° (DLES *'®)

Devicelock Enterprise Server — ueHTpanbHbIN apxmB peweHnsa DevicelLock DLP Suite. Npes
nHTerpaumn EtherSensor n DLES cocTonT B TOM, 4TO C TOYKM 3peHna obmeHa nHpopmauymei ¢
DLES ceHcop Beaér cebs Kak endpoint-areHT Devicelock, ncnonb3sya ans HenocpeaCcTBEHHOM
[OCTaBKM NnepexBayeHHbIXx 06bekToB B apxuns DLES nponpueTtapHbiii npotokon Devicelock.
JdanbHelwan paboTta Hag NPUKNAAHbIMK 3a4a4amun nponcxoauT B napagurme Devicelock. Onn
AocTaBkn ob6bektoB B DLES ncnonb3ytoTca DEVICELOCK-npod)vum216

218
Falcongaze Secure Tower

Cepsep Falcongaze Secure Tower — OCHOBHOW KOMMNOHEHT DLP-pelieHnsa oT KomnaHum

Falcongaze. lna gocTaBKM nepexBayeHHbIX 06beKToB B apxunB Falcongaze Secure Tower
218

ncnonb3yotcs FALCONGAZE-npoduan
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InfoWatch Traffic Monitor %*°

Apxus InfoWatch Traffic Monitor akkymyanpyeT Ba*kHble C TO4KM 3peHUnA 3aga4 DLP o6beKTbl
ANA panbHelwero aHanu3a. NMepexsavyeHHble 06beKTbl EtherSensor goctaBaseT HanpAMyto B
apxms, ncnonbsya INFOWATCH-npoduam &9

5.2.1. DEVICELOCK-npo¢unu

Devicelock Enterprise Server (DLES) — ueHTpanbHbIn apxus pelneHnsa DevicelLock DLP Suite.

Npen nHTterpaynm EtherSensor n DLES cocToUT B TOM, YTO C TOYKM 3peHnA obmeHa MHbopmaumnen ¢
DLES EtherSensor Beaét cebs Kak endpoint-areHT Devicelock, ncnonb3ays ans HenocpeacTBEHHOM

O0CTaBKM NepexBayeHHbIX 06bekToB B apxns DLES nponpueTtapHbiii npotokon Devicelock.

HanbHelwasn pabota Hag NPUMKNAgHbIMUM 3a43a4amMuU NporcxoanT B napaamurme Devicelock.

() HacTpoika - Microolap EtherSensor PCAP Edition — O *
HacTpoika MpowsBoawTensHocTe  AwarHocTuka — OBHOBREHMA ?
= O @ &8
MponzE0ANTENEHOCTE 4} Hacrpoika ﬁ AHarHocTrea @ QBHOENEHHA
T
LB ;jai;:f:,fj:w " Hactpoika DEVICELOCK-npodunei
Y Tpcacanrremson oo QP ot ok i) et s
<7 BUneTPEl HTTP-ofbexkTos
n LETERTUDOBAHME COBLITHI Cnncok npodunei CeoiicTea npodunn
’6,‘ Lua-ckpunThl dles-transpart_1 * 1. HasBaHWe H CTaTyC "~

3a3BEPWACLAR BUNLTPALYA
6.“ Lua-ckprnTil
LS OMneTpEl cooBieHmit

Hazeanue npodins dles-transport_1
AKTHEEH Ja

Mpodins WCMoRb3YeToA No vk HeT

E—j—--._}__, JocTaeka pesynbTaTos
[=-{¢5) ARCHIVING

----- L@l INFOWATCH-npodini
(-3 SIEM

H-50 SANDBOX

STATS

----- = GROUP-npodmni

----- OBLWME HACTPORKK DOCTABKM

=48 MoACUCTEME HYPHANMPOBAHWA
HEP e =

KoMMEHTapHMA
2. MapaMmerpel coxpanenna coobuyermi

----- g FILEDROP-npodmm
,,,,, L& FTPpodwnin MyTe c:\ethersensor-dles-filedrop\,
..... Lgl IMAP-mpodwnm [AWCKOBEA KBOTE 10GB
..... L@l SFTP-mpodmmm v 3. Mogxnovyenne
..... Lgl SMB-npodmnm Apnpec DLES-cepeepa 192.168.20.51
----- _c;,L SMTP-mpodmnu NopT cepeepa 9133
=-F] owe MopT obcnysmsaHns 9132
----- = v 4, Onosewenne Devicelock
----- g FALCOMNGAZE-npodmni TalimayT &0 w

Anpec DLES-cepeepa
IP-agpec wnm vma DLES (Devicelock Enterprise Server) cepeepa ans
AOCTEBKH PE3YNETATOB,

MpoTecTvpoBaTE

Beponm: [ £ Cease: [ e ‘Q% Coucerm: W n e

1. HasBaHue u cratyc

HasBaHue npodwuna:

Puc.48. Hactpoiiku DEVICELOCK-npoduneit.

YnobHoe, 3anomuHaloweecs U tHPopmaTUBHOE HasBaHUe npoduns (Ha ycmoTpeHue

agMUHUCTpaTOpa).
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AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB UCMNOb3YeTCsA Mo
YMONYaHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.

2. NapameTpbl cOXpaHEeHUA co0bLeHUM

MNyTb:
MyTb K AMPEKTOPUM, B KOTOPOM ByayT COXPaHATLCA NepexBayeHHble coobLWweHA.

Ncnonb3yeTca Ana NpoMerKYyTO4HOro XpaHeHuA pesynbTaTos, oTnpasaaembix 8 DEVICELOCK
Enterprise Server.

OuckoBasa KBoTa:

Pa3mep KBOTbI AMCKOBOro NPOCTPAHCTBA A/1A XpaHeHusa coobueHuni. Mpumep: 10GB nan 500MB
nnm 100KB nam 10000. Mpn ncyepnaHUM KBOTbl COXpaHeHMe dalinoB byaeT ocTaHOBAEHO 40 Tex
nop, NOKa KBOTa BHOBb MO3BO/INT 3TO AenaTb. YTobbl BO30OHOBUTL coxpaHeHue pannos, cneagyer
Mbo ocBoboaNTb MecCTo, TNB60 YyBEIMYUTL KBOTY.

3. NMNoaknouyeHne

Appec DLES-cepBepa:

IP-agpec nnmn umsa DLES (DevicelLock Enterprise Server) cepsepa Ans A0OCTaBKM pe3y/bTaToB.

MopT cepBepa:

MopT, Yepes KoTopbli nponcxoanT onoselleHmne DEVICELOCK Enterprise Server o Haanuumm
coobueHun (cobbiTnin).

NopT 06cnyKuBaHus:
MopT, Yyepe3 KoTopblit DEVICELOCK Enterprise Server "3abupaet" pesynbTatbl
(coobueHunn/cobbitns).

4. OnoBeweHue Devicelock

TamayT:

YctaHaBamBaeT TalimayT onoselleHua DLES (Devicelock Enterprise Server) B cekyHaax. Mpu
Ha/IM4YNMN HEOTNPABNAEHHbIX COODOLWEHMM NO UCTEeYEeHUM TalimayTa 6yaeT BbINOJHEHO
ornoBeLlleHne cepsepa 0 HA/IMYNN Pe3y/IbTaToB.
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KonnuectBo:

YcTaHaB/IMBAET KONMYECTBO HaKanIMBaeMbIX COOOLLEHUI, NO AOCTUXKEHUM KOTOPOro byaeT
BbinonHeHo onoseleHne DEVICELOCK Enterprise cepsepa.

5. ®opmat coobweHun

Oy6nnpoBaTtb 3aronoBKu:

Pa3pewnTb/3anpeTuTb COXpaHEHME CTaHAAPTHbIX 3ar0/10BKOB COOBLLEHMSA, @ TAKXKe 3aro/I0BKOB
"X-Sensor" 4ONOAHUTENbHO B OTAE/IbHOM aTTayMeHTe coobuleHuna - paiine
"microolap_msis_headers.txt". BosamoxKHble BapuaHTbl: "all" - coxpaHAtoTCA BCe 3aroNoBKM
coobuleHun; "xsensor" - coxpaHAKTCA 3aro/ioBKM ¢ npedukcom "X-Sensor"; "other" -
COXpaHATCA CTaHAapTHble 3aronosku "From", "To", "Cc", "Bcc" n apyrmne, He nognaaatowme nog,
aevicteme dpnara "xsensor”; "none" - 3anpeltaeT coxpaHeHMe 3aro/I0OBKOB COOOLLEHMSA B

OoTAE/TbHOM BNOKEHUMN.

6. O6paboTKa owmnboK

TalimayT nocne oTKasa:

TalimayT B CeKyHAax A/1a NOBTOPHOM NOMbITKM A0CTaBKM COOOLLEHMI B CNydYae OTKasa
NPUEMHMUKa.

7. Ana GROUP-npodunen

Bec:

Bec npodumna (ot 1 ao 10) 3a4aéT nponopuuto pacnpeaeneHuna coobleHnin mexay npodmuaamm
N NCNOb3YeTCA TO/IbKO €C/M AaHHbIN Npodurab BKAoYeH B GROUP-npodunb.

PesepBHbIN Nnpodunb:

BKNHOUYMTb MK BbIKNKOYUTL MCNONb30BaHME NpoduNA Kak pesepBHOro. Ecnm atot ¢pnar BKAOYEH,
TO A,O0CTaBKa COOOLEHMIN C UCNONb30BaHWUEM AAaHHOro npoduns byaeTt 3afeicTBOBaHA B C/yyae
OTKa3a OCHOBHbIX (HE pe3epBHbIX) TPAHCNOPTHbIX Npoduael. NMapameTp AeNCTBUTENEH TONbKO B
coctaBe GROUP-npodunen.

5.2.2. FALCONGAZE-npoduam

Cepsep Falcongaze Secure Tower — ocHOBHOW KomnoHeHT DLP-pelwieHna or komnaHun Falcongaze.

Naoea nHterpaunm EtherSensor n Falcongaze Secure Tower cOCTOMUT B TOM, YTO C TOYKM 3peHUA
obmeHa nHdopmaumen c Falcongaze ceHcop BeaéT ceba Kak endpoint-areHT Falcongaze, ncnonbsys
ONA HenocpeaCcTBEHHOM A0CTAaBKMU NepexBayeHHbIX 06 BbEKTOB B apXxmMB NPONPUETAPHbIA MPOTOKON
Falcongaze.

JdanbHelwan paboTta Hag NPUKNAAHbIMK 3aJa4amun NponucxoauT B napaaurme Falcongaze Secure
Tower.
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

MpOHIE0AHTENEHOCTE g:d} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

e . AFEHTEI SEnsor ”~ v v
| Aamrs naren Hactpouika FALCONGAZE-npodunen
Coar MPensapMTENSHaR BUIETPALMA HacTpoiika npodwnei ana Falcongaze SecureTower (FALCONGAZE-npodmne) cnyxbel AOCTEEKK
TR— 4 pE3YNLTATOE,
7 tuneTpel HTTP-0fbekTos
ﬂ ,D,éTerchpoBaHme coBbmii Cnncok npodunei CeoiicTea npodunn
@ Luz-oune falcongaze_1  1.HasBanme n cTaTyc ~
E_EIEIEDLIJEIKJLLLEIH tnbTPELYA Haseanne npoduns falcongaze_1
i 6" Lua-crpinTel AKTHEEH Ja
LS TRl cooBuerii
e ﬂodéska pesyneTaToS MNpadine mu‘:onbsyemﬂ no yr Het
- ARCHIVING Kasmetrapui
_____ L e FILEDROP-npoduna v 2. Hacrpoikn FALCONGAZE
_____ —cé FTP-podmmi Anpec FALCONGAZE-cepsepa 10.100.101.192
----- “gd IMAP-npadmmm NopT 2090
..... Lgl SFTP-mpodmmm S50 Her
..... —cé SMB-npodinn JepHaTe coefMHEHUE Ada
----- “gd SMTP-npodmnm ~ 3. MpenTndmraunn
E—]--IE DLF WMaeHTUMKETOP KNMeHTa  sensor
----- L&l DEVICELOCK-npodimni v 4.06paborka oumbok
""" —|$ TalMayT nocne oTKasa 10 W
..... A
i ;Iir;NFO\ VATCH-npodmnm Hasoanme n .
(- SANDBOX YaoBHoe, 3ENoMUHEIOWLEECA W MHDOPMATMBHOE Ha3BaHWE Npoduns
E]-- cTATS (Ha ycMOTpeHHE aAMMHMCTPaTORE).
----- = GROUP-npodwnia
----- OBLWME HACTPORKK DOCTABKM |_:.P E-J Eﬁ + 3 Trrrzrroes
EI v.:y I'I?J:Lcwtrema mypHaJ‘lM?DBaHMﬂ o

Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.49. Hactpoiiku FALCONGAZE-npoduneii.
1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Yao6Hoe, 3anoMmunHatoweeca n MHGOPMaTUBHOE Ha3BaHMe NPoduaa (Ha ycMoTpeHue
agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo
YMONYaAHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. Hactpouikn FALCONGAZE

Appec FALCONGAZE-cepBepa:

IP-agpec nnn nma cepsepa Falcongaze SecureTower ana AOCTaBKU pe3ynbTaTos.

MopT:

MopT cepBepa Falcongaze SecureTower ons oTnpaBKK COOBLLEHMIA..

SSL:

BKAOYNTL/BbIKNOUYUTL UCNONb30BaHUeE SSL-WndppoBaHUA Npu nepeaave coobLieHUN.

DepaTb coeguHeHune:

OTnpasAATb BCe COObLEHUA B OAHOM COeIMHEHUN C CepBEPOM. ECiM AaHHbI napameTp
BbIK/IIOYEH, TO KaXKAo0e oTnpas/iseMoe coobuieHme byaeT oTnpasieHo B otaenbHom TCP-
coeMHEeHUM.

3. UpeHTUUKauuna

NpeHTMdUKaTOp KAMeHTa:

YHUKaNbHbI naeHTUdUKaTop KAnenTa. CAyKUT ANA pernctpaumnm knamenTa B Falcongaze
SecureTower ANA OTNPaBKM COOBLWEHUN.

4. 06paboTKa ownb0oK

TaiimayT nocne oTkasa:

TalimayT B CeKyHAax AN NOBTOPHOM MOMbITKM A0CTaBKM COODOLLEHMI B Cly4ae OTKa3a
NPMEMHUKA.

5. Ana GROUP-npodunemn

Bec:

Bec npoduna (ot 1 go 10) 3agaéT nponopumto pacnpeseneHns coobLueHnin mexay npodpuaamm
N UCNOMIb3YeTCA TONbKO eC/IM AaHHbIN Npoduab BrAtoYeH B GROUP-npodunb.

Pe3epBHbIli npodub:

BKNHOUYMTb MK BbIKNKOYUTb MCMNONb30BaHME NPodPUNA Kak pesepBHOro. Ecnm atoT ¢pnar BKAOYEH,
TO AOCTaBKa COOOLEHNI C MCNONb30BaHMEM AaHHOro npoduna 6yaeT 3aaeCTBOBaHA B Caydae
OTKa3a OCHOBHbIX (He pe3epBHbIX) TPAHCMOPTHbIX Npoduaei. MNapameTp AeACTBUTENEH TONIbKO B
coctaBe GROUP-npodpumnen.

5.2.3. INFOWATCH-npoduaun

Apxus InfoWatch Traffic Monitor akkymyanpyeT Ba*kHble C TO4KM 3peHnA 3aga4 DLP obbekTbl ana
AanbHenwero aHanM3a.

2001 - 2020, Obuwjecmeo ¢ o2paHu4yeHHoli omeemcmeeHHOCcmMbro Mukpooaan TekHo100xcuc



221 Microolap EtherSensor v.6.1, PykoBoa,ctBo AamuHUCTPaTOpa

Naea nHterpaynm EtherSensor n InfoWatch Traffic Monitor coctonT B Tom, 4TO C TOUKM 3peHUA
obmeHa nHdopmauuen ¢ apxusom InfoWatch Traffic Monitor ceHcop BeaéT ceba Kak endpoint-areHT
InfoWatch, ncnonb3ya gna HenocpeACTBEHHOW A0CTaBKM NepexBayeHHbIX 0O bEeKTOB B apXmB
nponpueTapHbIn npotokon InfoWatch.

JanbHelwan paboTta Haj NPUKNaAHbIMK 3aa4amn nponcxoauT B napagurme InfoWatch Traffic
Monitor.

&4 Hactpoiika - Microolap EtherSensor PCAP Edition - O X

=

Daiin HacTpoiika  MpoM3BoAMTENBHOCTE OuarHocTiika  OBHoBREHWA ?
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=T oLe CofeKaHHe TOKEHa
----- g DEVICELOCK-npodmnm IP-anpec cepeepa Sensor 10.100.101.68
----- “gb FALCONGAZE-npodmnm DMNS-ma cepeepa Sensor INFOWATCH v
----- =N [NFOWATCH-npodwnm P —
-18& SIEM
g_ SANDEOX Coaep#aHie TokeHa (Maponk), ykasaHHoe B HacTpokkax InfoWatch
’ Traffic Monitor,
£ STATS
= GROUP-npodwnia
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Puc.50. Hacrpoiiku INFOWATCH-npoduneit.

1. HassaHue u cTaTyC

HasBaHue npodunsa:

Ypo6Hoe, 3anomuHatoweeca U MHGOPMATUBHOE Ha3BaHUe Npoduns (Ha ycMmoTpeHue
agMMUHUKCTpaTOpa).

AKTUBEH:

TpaHCcnopTHbIN Npoduab HEe MCNoAb3yeTca B Nepeaaye coobLLEeHNI, eCIN OH OTK/KOYEH.
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Mpodunnb ncnonb3yeTca N0 YMONYAHUIO:

"[a" 03HayaeT, YTo AaHHbIN NPoduab TPAHCMNOPTUPOBKN PE3ybTaTOB UCMOb3YeTCA Mo
YMONYaHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.

2. Hactpouku INFOWATCH

Appec INFOWATCH-cepsepa:

IP-agpec nan nma cepsepa InfoWatch Traffic Monitor gna goctaBKM pe3ynbTaTos.

MoprT:

MopT cepsepa ITM (InfoWatch Traffic Monitor) gnsa otnpaBku coobuieHunit, no ymonyanuio 9101.

[AepKaTtb coegnHeHue:

OTnpaBnATb BCce COO6LWEHUA B OA4HOM COEANHEHUN C cepBEPOM. ECIM AaHHbI NnapameTp
BbIK/IOYEH, TO Kaxkaoe oTnpaBasemoe coobuieHue byaer otnpaBieHo B otaenbHom TCP-
coeiMHEeHUN.

3. UpeHTudunkKauyusa

Uma ToKeHa:

Mms ToKeHa, yKasaHHOe B HacTpoKax InfoWatch Traffic Monitor, no ymonyanuto "microolap”.

Co,qep)KaHMe TOKeHa:

CoaeprkaHue TokeHa (naposb), ykasaHHoe B HacTpolkax InfoWatch Traffic Monitor.

IP-agpec cepBepa EtherSensor:

IP-agpec cepsepa EtherSensor, no3sonsiet InfoWatch Traffic Monitor pasnmMuyaTte pasnanyHble
3K3eMNAApPbl O4HOrO UCTOYHMKA AAHHbIX.

DNS-umsa cepsepa EtherSensor:

DNS-ums cepsepa EtherSensor, no3sonset cepsepy InfoWatch Traffic Monitor pasnmuats
Pa3INYHbIE UCTOYHUKMN AaHHbIX.

4. dopmar coobweHunn

dopmat coobieHusn:

dopmat coxpaHsiemoro uam gocrasnsemoro coobuenmsa (EML, XML, JSON...)
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5. O6paboTKa own60K

TalimayT nocne oTKkasa:

TamayT B CeKyHAaX AN NOBTOPHOM NOMbITKM AOCTaBKU COOBLEHMI B CyYae OTKa3a
NPUEMHMUKa.

6. Ana GROUP-npodunemn

Bec:

Bec npoduna (ot 1 go 10) 3agaéT nponopumto pacnpeseneHns cooblueHnin mexay npopunamm
N NCNONb3YeTCA TONbKO €C/iM AaHHbIN Npoduab BKAoUYeH B GROUP-npodunb.

Pe3sepBHbIit npodunb:

BKNIOUYMTL MM BbIKNKOYUTL NCNONb30BaHME NpodunA Kak pesepsHOro. Ecnm atot ¢pnar BKAOYEH,
TO LO0CTaBKa COOOLEHMI C UCNONb30BaHUEM AaHHOro npoduna byaeTt 3afecTBOBaHa B C/ayyae
OTKa3a OCHOBHbIX (HE pe3epBHbIX) TPAHCNOPTHbIX Npoduael. NMapameTp AeNCTBUTENEH TONbKO B
coctase GROUP-npodunei.

5.3. SIEM-npo¢punu

SIEM-npoduau cayKat gna A0CTaBKM pe3ynbTaToB aHa/M3a NepexBavyeHHbIX 06 bEKTOB cUCTEMaMm-
noTpebuTensam, NPUHUMaLOLWMM AaHHble 0 cobbiTUAX Yepe3 SYSLOG-cepsep.

Kak npaBuno, ato SIEM-cuctemsl, a ntobas SIEM-cuctema nmeet B cBoém coctaBe SYSLOG-cepsep.
EtherSensor moxeT gMHamumnyeckn GopmmnpoBaTb NPon3BoAbHYH SYSLOG-CTPOKY C MOMOLLbLO

226 . v
nonb3oBaTeNbCKoro Lua-ckpunta =, agantmpya eé popmaT K TpeboBaHMAM KOHKpeTHOM SIEM-
CUCTEMBbI.

5.3.1. SYSLOG-npodpunm

SYSLOG-npodunum cnyxat ans AOCTaBKU pe3ynbTaToB aHaAn3a nepexsadeHHbIX 06 bEKTOB CMCTEMAM-
notpebutenam, NPUHMMaOLWMM AaHHble 0 cobbiTnAX Yyepes SYSLOG-cepsep (Kak npaBumao, ato SIEM-
cucTembl).

SYSLOG-cTpoKa MorKeT 6bITb CHOpMUMpPOBaHa KaK B pedyabTaTe paboTbl dpuabTpa cnyxbbl EtherSensor
105
Analyser —, TaK 1 nocpeactBom 06paboTkM nepexsayeHHOro obbeKTa 3apaHee NoAroTOBAEHHbIM
226
Lua-ckpunTtom

Mcnonb3oBaHue Lua-CKpUNTOB NO3BONAET B pea/ilbHOM BPEMEHU NOATrOTOBUTL AaHHbIE B
cneunduyeckom ana nobon SIEM-cuctembl popmaTte 6e3 Tak HasbiBaeMbIX "KOHHEKTOpPOB".
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

MpOHIE0AHTENEHOCTE g:d} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

& e Sencor ) HacTpoiika SYSLOG-npodwuneii

AHAMWZ A3HHBIX
N 4 MpeAsapUTENsHEA DUALTPALKA i HacTpoiika TpaHcnopTHEX SYSLOG-Npodwmnei ana cnyxbel TPEHCNOPTUPOEKK PESYNETATOE,

Cnncok npodunei CeoiicTea npodunn
=
48} Lua-aepnel syslog_siem v 1.HasBaHue n cTatTyc ~
3aEeplaoIaR DUNETRALKA syslog_identity HassaHie npodwing syslog_siem

M Lua-ckpunTel

: . . ef_http AKTHBEEH Oa
/ DUnETPEI CooBLWEHMMA

) Mpotknb WCMoNL3YETCA No v+ HeT
[z} [oCTaBKa pesynbTaToE KommerTapuit
£ ARCHIVING =
IE DLP w 2. Hacrpoikn SYSLOG
=& SIEM 10.100.102.4
=L SYSLOG-npodmm Mopt 514
Ll Lua-ckpunTel TCP Het
=5, SANDBOX 551 Het
STATS lep#aTh coeQnHEHME Oa
GROUP-npodwinia v 3. ®opmart coobwenna
OBLMe HACTPOHKK LOCTEBKN WCTOYHMK A@HHBIX CKpuNT
)% MoAacncTema HypHAEMMPOBaHNA CrpunT ethersensor_lua_cef.lua ]

1/ WypHane! cofibimui
Ll CTaTHCTIHKE

(=M ¥ganéHHEN gocTyn
-1 RAPI npoduni
’6.‘ LUE-CKPMATHI

B f UTLLEH3D1|JDEEEIHME |_?.'P E‘] Eﬁ' + 3 MpoTecTuposaTh
| TueHzuA

Apnpec SYSLOG-cepeepa
IP-agpec AW MMA SYSLOG-cepeepa ANA AOCTABKM PESYNETATOE,
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Puc.51. Hactpoiiku SYSLOG-npoduneil.
1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Yao6Hoe, 3anoMmunHatoweeca n MHGOPMaTUBHOE Ha3BaHMe NPoduaa (Ha ycMoTpeHue
agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo
YMONYaAHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. Hactpoiikmn SYSLOG

Appec SYSLOG-cepBepa:

IP-agpec nam nma SYSLOG-cepsepa anA J0CTaBKU pe3ynbTaToB.

MopT:

MopT SYSLOG-cepBepa 41a OTNPaBKM COODLLEHWNN.

TCP:

MNosBonaeT ucnonbzosatb TCP-npoTokon ana oTnpaBkM coobweHnit Ha SYSLOG-cepsep.
Heobxogumo, ecnn ncnonbsyetca SSL-wmdposaHne npu nepegave coobeHni cucteme-
notpebutento.

OTnpaBKa Ha SYSLOG-cepBep yepe3s SSL paboTtaeT To/bKO npu BKAOYeHHOM TCP.

SSL:

BKOUYMTL/BbIKNHOYNTL UCMONb30BaHME SSL-indpoBaHMA Npu Nepesayve CoobLLEHMA.

[epxKaTb coeguHeHune:

OTnpasAATb BCce COObLWEHUA B OAHOM COeIMHEHUN C CepBePOM. ECiM AaHHbI napameTp
BbIKNHOYEH, TO KaXKg0e oTnpaBasemoe coobuieHue 6yaer otnpasieHo B otaenbHom TCP-
coeiNHEeHUN.

3. dopmart coobweHunn

Ckpumnr:
Uma dpanna Lua-ckpunTa, KOTopbliit 6yaeT ncnonb3oBatbeA ans GOPMUPOBAHUA COOBLLEHUA
SYSLOG-cepBepy. ®aiin CKpunTa A0MKEH HaxoauTbCA B nognanke \scripts.

4. O6paboTtka ownboK

TaiimayT nocne oTkasa:
TanmayT B cekyHAax oA NOBTOPHOM NOMbITKM AOCTaBKU COOBLEHMI B CNyYae OTKasa
NPMEMHMUKA.

5. Ana GROUP-npodunem

Bec:

Bec npoduna (ot 1 oo 10) 3apaéT nponopuuto pacnpeaeneHuna coobleHnin mexay npodunamm
N NCNOb3YeTCA TONbKO eCAN AaHHbIN Npoduab BKAoYeH B GROUP-npodub.
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PesepBHbIN Nnpodunb:

BKNIOUYMTL MM BbIKNKOYUTL UCMONb30BaHME NpoduNA Kak pesepBHOro. Ecnm atot ¢pnar BKAOYEH,
TO A,O0CTaBKa COOOLLEHMI C CNONb30BAaHUEM AAaHHOro npoduns byaeTt 3afeicTBOBaHA B C/yyae
OTKa3a OCHOBHbIX (HE pe3epBHbIX) TPAHCNOPTHbIX Npodunel. NapameTp AeNCTBUTENEH TONbKO B
coctaBe GROUP-npodunen.

5.3.1.1. Lua-cKkpunTbl

®PyHKUMA noarotoBkM SYSLOG-co06LLEHMN C MOMOLLBbIO Ha3HaYaeMblx B Npoduae goctaBku Lua-
CKpPUNTOB Haxo4MTCA B CTaguu npe-penunsa.

Ecan Bbl XOTUTE MNO3KCMEPMMEHTUPOBATL BMECTE C HAMU, HAaNULIMNTE HAaM Ha
support@microolap.ru.

5.4. SANDBOX-npodpumnu

VIRUSTOTAL #°

VIRUSTOTAL-npodunu cnyskat Ana A0CTaBKM nepexsadeHHbix 06bekToB Ha cepsuc VirusTotal ans
nocneayloLwero aHanmsa.

ATHENA %%

ATHENA-npodunn cnyxat gna foCTaBKM NepexBavyeHHbix 06beKkToB Ha cepsep ATHENA ans
NPOBEPKM KaK JIOKaNbHO YCTaHOBAEHHbIMU aHTUBUPYCaMM, TaK U BHELWHUMW aHAINTUYECKUMMU
pecypcamu: VirusTotal, Spamhaus n ap.

5.4.1. VIRUSTOTAL-npodpuaun

VIRUSTOTAL-npodunu cny»kat ana AoCcTaBKM nepexsadeHHbix o6bekToB Ha cepBuc VirusTotal ans
nocneayroLwero aHanmsa.

CornacHo nuueH3noHHor nonmtuke VirusTotal Bbl He MOXKeTe MCNob30BaTb Ny6MYHbIN cepBuUC
VirusTotal B Kommepueckux uensx. MNoxanyicra, nsydyunte ycnosua VirusTotal npexae, yem
nony4mTb KNtoy goctyna: https://developers.virustotal.com/reference.
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

MpOHIE0AHTENEHOCTE ;i} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

—&
o g AreHTEl Sensor -~

-], AHENM3 A3HHBIX HEICTpOﬁI{a VI RUSTOTAL'I'IpO'dDMﬂeﬁ

| MpeAsapUTEnsHas dJMJ'IprElLIMSl i HacTpoiika npodunei cnyxxbel AOCTEBKKM PESYNETATOE ANA CMCTEMBI EBIABNEHWA W HANWMZa

i VIRUSTOTAL™ (VIRUSTOTAL ).
| Lug-cRpHnTEl EpPEAoHOCHONS NporpaMMHoro obedeyeHmns (v Tpoduaned)

< OUNETPpEI HTTP-00beKTOB

ﬂ JeTexTHposaHue cobbImii ST DT Ceoifcrea npouna
=
6.“ Lua-ckprnTel virustotal_1 w 1. HazBanwe n cTaTyc &
7 E_asepmarou.l.aq uneTpawma HaseaHne npodwns virustotal_1
-{i Lua-CepunTel AKTHBEH JiE
ST OMneTpEI coobwenui
Hocrsmse pesyreranon Mpodne MMonb3yeToA no yr Het
KoMMEHTapHMA

=/ ARCHIVING =
w 2. Hacrpoikn VIRUSTOTAL

Anpec VIRUSTOTAL-cepeepa  www.virustotal.com

Nopt 443
S5L Aa
JepHaTe coefMHEHUE Jda

v 3. WgenTndmKrauyna

GROUP-npodwinia Knioy gocTyna

OBLMe HECTPONKK AOCTSBKM v 4. 06paboTka owmbok

[Z-{+ MoAMCTEMA #YPHANMPOBAHHS TalMayT nocne oTKasa 10 W

1/ HypHans! cobbimuit
VP Hassanne npodmna

Uy CTEATWCTMES
YaoBHoe, 3ENoMUHEIOWLEECA W MHDOPMATMBHOE Ha3BaHWE Npoduns

g L
= E| l‘s‘na;;:r;bm J:JD’-_"YI'I (Ha ycMOTpeHHE aAMMHMCTPaTORE).
- [ npodmnma

{8 Lua-CipunTel

B f UTLLEH3D1|JDEEEIHME |_?.'P E‘] Eﬁ' + 3 MpoTecTuposaTh
| TueHzuA
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Puc.52. Hacrpoiiku VIRUSTOTAL-npoduneit.
1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Yao6Hoe, 3anoMmunHatoweeca n MHGOPMaTUBHOE Ha3BaHMe NPoduaa (Ha ycMoTpeHue
agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo
YMONYaAHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. Hactpowuku VIRUSTOTAL

Appec VIRUSTOTAL-cepsepa:

IP-agpec nam nma cepsepa VIRUSTOTAL ana AoCTaBKKM pe3ybTaTos.

MopT:
MopT cepsepa VIRUSTOTAL gna oTnpaBKM COOBLLEHWNIA.

SSL:

BKAOYNTL/BbIKNOUYUTL UCNONb30BaHUeE SSL-WndppoBaHUA Npu nepeaave coobLieHUN.

DepaTb coeguHeHune:

OTnpasAATb BCe COObLEHUA B OAHOM COeIMHEHUN C CepBEPOM. ECiM AaHHbI napameTp
BbIK/IIOYEH, TO KaXKAo0e oTnpas/iseMoe coobuieHme byaeT oTnpasieHo B otaenbHom TCP-
coeMHEeHUM.

3. UpeHTUUKauuna

Knou pocrtyna:
Kntou goctyna K pecypcam VIRUSTOTAL cepsepa.

4. 06paboTKa ownboK

TalimayT nocne oTKasa:

TarmayT B CeKyHAax oA NOBTOPHOM MOMbITKM A0CTaBKN COODLLEHMI B ClyYae OTKa3a
NPUEMHMUKa.

5. Ana GROUP-npodunen

Bec:

Bec npoduna (ot 1 ao 10) 3a4aéT nponopuuto pacnpeseneHuna coobleHnin mexay npodmaamm
N MCNONb3YeTCA TONbKO eCAN AaHHbIM Npodunb BkatovyeH B GROUP-npodunb.

Pe3epBHbI Nnpodunb:

BKNIOUYMTL MM BbIKNKOYUTb MCNONb30BaHME NpodunA Kak pesepsHOro. Ecnm atot ¢pnar BKAOYEH,
TO ALOCTaBKa COOOLLEHMI C UCNONb30BaHUEM AaHHOro npoduns byaeTt 3afeicTBOBaHA B C/yyae
OTKa3a OCHOBHbIX (HE pe3epBHbIX) TPAHCNOPTHbIX Npoduael. NMapameTp AeNCTBUTENIEH TONbKO B
coctaBe GROUP-npodunei.

5.4.2. ATHENA-npoduan

ATHENA-npodunn cnyxat ana A0CTaBKM B NepexBavyeHHblx 06bekToB Ha cepep ATHENA ana
NPOBEPKM KaK JIOKa/IbHO YCTaHOBJAEHHbIMM aHTUBUPYCAMM, TaK U BHELLHUMW aHAINTUYECKUMMU
pecypcamu: VirusTotal, Spamhaus n ap.
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() HacTpoika - Microolap EtherSensor PCAP Edition — O *
Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA ?
[
= OP @ 2y
MpoHzE0AHTENEHOCTE g:d} HacTpokka ﬁ AKarHocTHES @ CEHOBNEHHA
&
e g~ AreHTBl Sensor -~ u w
[ =
s amr Ham:pomga ﬁ}THﬁENA-npod:MJ'lem
5" [MpensapvTensHas hUNLTDaLASE HacTpoiika npodwmnei cnyxbbl QOCTEEKK PE3YNLTATOE ANA CHCTEME! BEISBNEHNS 1 BHANM3a
PEASED b paun BPEA0HOCHOrD NporpamMMHoro obecnevenna "AQWHA™ (ATHEMA-npodmnedt).
Cnncok npodunei CeoiicTea npodunn
o
48} Lua-aepnel athena_1 v 1.HasBaHue n cTatTyc ~
E_EIEIEDLIJEIKJLLLEIH tnbTPELYA Hasearne npoduns athena_1
i 6" Lua-crpinTel . AKTHEEH Ja
LS TRl cooBuerii
H Mpodins WCMoRb3YeToA No vk HeT
[z} [oCTaBKa pesynbTaToE K OMMEHT 2DMT
£ ARCHIVING P
w 2. Hacrpoirkn ATHENA
Anpec ATHEMA-cepsepa athena.avsw.ru
Nopt 443
Ll VIRUSTOTAL-npodwmtnm S5l Aa
—cé ATHEMA-Tpodini JepHaTe coefMHEHUE Ada
STATS CLEHapMIA aHanusa 1
GROUP-npodwinia MNpwHyaMTENEHAA Nepenpoe] HeT
OBLMe HECTPONKK AOCTSBKM v 3. WgenTrdMKauua
[ MoAcCTEME KYPHANUPOBSHUA Knroy goctyna ]

1/ WypHane! cofibimui
Ll CTaTHCTIHKE

(=M ¥ganéHHEN gocTyn
E!---I_l' RAPI mpodwinia

{8 Lua-CipunTel
(= f MMUEH3MPOBEHIME
: & | MiugHsmMa

= 0B *

Cuenapuit avanusa
HoMED CLIEHAPMA AMHAMWYECKOrD aHaNK3a daiinos.

MpoTecTvpoBaTE
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Puc.53. Hacrpoitku ATHENA-npoduneii.

1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Ypo06Hoe, 3anomuHatoweeca U MHGOPMaTUBHOE Ha3BaHUe Npoduns (Ha ycMmoTpeHue

agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo

YMO/IHaHUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. Hactpoukn ATHENA

Appec ATHENA-cepBepa:

IP-agpec nnm nma cepsepa ATHENA gna focTaBKM pe3ynbTaTos.

MopT:

MopT cepsepa ATHENA ana oTnpaBKM coobLWEHUN.

SSL:

BKAOYNTL/BbIKNOUYUTL UCNONb30BaHUeE SSL-WndppoBaHUA Npu nepeaave coobLieHUN.

DepaTb coeguHeHune:

OTnpasAATb BCe COObLEHUA B OAHOM COeIMHEHUN C CepBEPOM. ECiM AaHHbI napameTp
BbIK/IIOYEH, TO KaXKAo0e oTnpas/iseMoe coobuieHme byaeT oTnpasieHo B otaenbHom TCP-
coeMHEeHUM.

CueHapwmii aHanusa:

Homep cueHapua AMHAMMYEeCcKoro aHaim3a ¢alinos.

MpuHyauTenbHaa nepenpoBepKa:

®nar 3anycka NPUHyAMTENbHOW NepenpoBeEPKU.

3. UpeHTUdUKaumA

Knwou pgocrtyna:

Kntou poctyna K pecypcam ATHENA cepsepa.

4. 06paboTKa ownboK

TalimayT nocne oTKasa:

TalimayT B ceKyHAax A1 NOBTOPHOM NOMbITKM A0CTaBKN COOOLLEHMI B C/yYae OTKasa
NPMEMHUKaA.

5. Ana GROUP-npodunemn

Bec:

Bec npoduna (ot 1 ao 10) 3a4aéT nponopuuto pacnpeaeneHuna coobleHnin mexay npodmunamm
M UCNO/Ib3YeTCA TONbKO €CM AaHHbIN Nnpoduab BratodeH B GROUP-npodunb.

Pe3epBHbI npodub:

BKNOUYNTL UM BbIKNKOYNTDL UCMO/Ib30BaHWeE I'IpOd)MﬂFl Kak pe3epsHoro. Ecnm stot d)nar BK/IOYEH,
TO O0CTaBKa COO6LLI,eHMl71 C ncnoab3oBaHMEM OAHHOro I'IpOd)MJ'Iﬂ 6y,c|,eT 3a,ﬂ,eVICTBOBaHa B Cnhy4dae
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OTKa3a OCHOBHbIX (He pe3epBHbIX) TPAHCNOPTHbIX Npoduael. NMapameTp AeACTBUTENEH TONbKO B
coctase GROUP-npodunen.

5.5. STATS-npodunm

NETFLOW **'
Mpoduram rpynnbl STATS cayXaT AnA A0CTaBKU CTaTUCTUYECKMX AaHHbIX Ha NetFlow-Konnektopsl, B
yacTtHocTH, Ha NetFlow-konnekTtopbl SIEM-cuctem.

5.5.1. NETFLOW-npo¢unu

NETFLOW-npodunu cnyxat ana foCTaBKM CTaTUCTUYECKMX AaHHbIX Ha NetFlow-Konnekrtopebl,
06bl4HO Ha Ha NetFlow-Kkonnektopbl SIEM-cuctem.

NetFlow-KonneKktopbl MOryT Noay4aTb CTaTUCTUYECKME AaHHbIe U NO cpe3am akTMBHbIX TCP-ceccum
OT CeTeBOro 060pyA0BaHMA, U 3TO - YAaCTO UCMONb3yeMbI Noaxos,. Ho ecTb nssecTHaa npobaema:
YemM MeHblle BPEMEHHOW MHTEePBaN NOMYYEeHMA TaKMX Cpe30B, TemM Honblume 3aTpaTbl pecypcos
notpebytoTcAa OT ceTeBOro 060pyA0BaHMA — 3TO HE NONE3HO AN ero OCHOBHOM GyHKUMK. Kpome
TOro, YMeHbLEeHMe NHTepPBAIA NONY4EHUA CPe30B MNOBbILWAET 3aTPaTbl PECYPCOB Ha CTOPOHE CAaMOro
NetFlow-Konnektopa Ana c60pKM NOAYYEHHbIX AAHHbIX.

EtherSensor ana nssnevyenms obbvekta 3 TCP-ceccmmn B Ntobom cayvae A0MKEH eé
PEKOHCTPYMPOBATb, M MOC/IE 3TOr0 Y HEro ecTb Bce Heobxoammble AaHHble o camoit TCP-ceccuun. B
3TOT MOMEHT OH BMOJIHE MOXET nepenaTb AaHHble 0 ceccumn Ha NetFlow-Konnektop, Ha3Ha4YeHHbIN B
NETFLOW-npodwune.

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc



[ocraBKa pe3ynbTaToB cUCTeMaM-NoTpebutenam 232

L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

- OF @ 2

MpOHIE0AHTENEHOCTE g:d} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

—&
o g AreHTEl Sensor -~

e Hactpouka NETFLOW-npodunen

i HacTpoiika TpaHcnopTHER NETFLOW-npodmnei ana cnyexbel TPAHCNOPTMPOEKK PESYNETATOE.

- %7 [MpeABapUTENSHAR UALTPELMS

Cnncok npodunei CeoiicTea npodunn
o
48} Lua-aepnel netflow_tcp_sessions v 1.HasBaHue n cTatTyc ~
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[z} [oCTaBKa pesynbTaToE - K OMMEHT 2DMT
£ ARCHIVING P
IE DLP w 2. Hacrpoikn NETFLOW
52 SIEM Anpec NETFLOW -cepsepa 10.100.101.1
=, SAMDBOY MNopt 9996
STATS TCP Her
L NETFLOW-npodimm S5L Hert
GROUP-npodwina lep#aTh coeQnHEHME Oa
OBlUMe HACTPORKK LOCTABKW v 3. ®opmart coobwenna
MoAcuCTEMa HYPHANKMPOBaHWA KaHan TCP-SESSIONS
1/ HypHans! cobemui Bepoua 9 %]
Ly CTatucTika
. . Apnpec NETFLOW-cepsepa
o YAanHeM AocTyn IP-aapec unK kvMA METFLOW -cepsepa ANA AOCTa5KM PESYNLTATOS
=8 2 RAPI npodwmi Ap paepa Ans A pesy :
e f Lua-ciepunTel
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& | NMueHsua B B [ + ¥ MpoTECTUPOBATE

=] 3anpoc MULEHZHK
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Puc.54. Hactpoiiku NETFLOW-npoduneit.
1. HasBaHue u cTatyc

Ha3sBaHue npodwuna:

Yao6Hoe, 3anoMmunHatoweeca n MHGOPMaTUBHOE Ha3BaHMe NPoduaa (Ha ycMoTpeHue
agMUHUCTPaTOpPa).

AKTUBEH:

TpaHCNOPTHbIN Npoduab He MCMNONb3YeTCs B Nepesaye coobLEeHNI, eCNN OH OTKIIOYEH.

Mpodunb cnonb3yerca N0 yMONAYaHUIO:

"Na" o3HayaeT, YTo AaHHbIM NPodUAb TPAHCNOPTUPOBKM PE3yNbTaToOB MUCMNOAb3YETCA Mo
YMONYaAHMUIO.

KommeHTapwii:

OnucaHue TpaHCNOPTHOro npoduns.
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2. Hactpouikn NETFLOW

Appec NETFLOW-cepsBepa:

IP-agpec nam nma NETFLOW-cepsepa 1A AOCTaBKM pe3ynbTaTos.

MopT:
Mopt NETFLOW-cepBepa A41a OTApaBKM COODLLEHUN.

TCP:

MNo3Bonset ucnonbzoBatb TCP-npoTokon ana otnpaBKku coobuweHnin Ha NETFLOW-cepsep.
Heobxogumo, ecnn ncnonbsyetca SSL-wmdposaHne npu nepegave coobeHni cucteme-
notpebutento.

SSL:

BKOUYMTL/BbIKNIOYNTL UCMONb30BaHME SSL-ndpoBaHMA Npu Nepesayve CoobLLEHMUNA.

OepaTb coeguHeHune:

OTnpaBaATb BCe COObLWEHNSA B O4HOM COEANHEHMU ¢ cepBepom. Ecam AaHHbIM napameTp
BbIK/IIOYEH, TO KaKA0e oTnpaB/isemoe cooblieHne byaeT oTnpaBieHo B otaensHom TCP-
coeguHEHUMN.

3. ®opmar coobwieHun

KaHan:

Nms IPC-KkaHana, KOTopbln 6yAeT NCMONb30BaTbCA KaK UCTOYHUK coobueHuni ana NETFLOW-
cepsepa.

Bepcua:

Bepcua npotokona NETFLOW.

4. 06paboTKa ownboK

TaiimayT nocne oTkasa:
TalimayT B CeKyHAax A NOBTOPHOM MOMbITKM A0CTaBKM COODOLLEHMI B Cly4ae OTKa3a
NPMEMHMUKaA.

5. Ana GROUP-npodunemn

Bec:

Bec npoduna (ot 1 go 10) 3agaéT nponopumto pacnpeseneHns coobLueHnin mexay npodpuaamm
N UCNONIb3YeTCA TONbKO eC/M AaHHbIN Npoduab BratodeH B GROUP-npodunb.
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PesepBHbIN Nnpodunb:

BKNIOUYMTL MM BbIKNKOYUTL UCMONb30BaHME NpoduNA Kak pesepBHOro. Ecnm atot ¢pnar BKAOYEH,
TO A,O0CTaBKa COOOLLEHMI C CNONb30BAaHUEM AAaHHOro npoduns byaeTt 3afeicTBOBaHA B C/yyae
OTKa3a OCHOBHbIX (HE pe3epBHbIX) TPAHCNOPTHbIX Npodunel. NapameTp AeNCTBUTENEH TONbKO B
coctaBe GROUP-npodunen.

5.6. GROUP-npojpunu

B cnyyae 6onblnX BXOAHbIX NOTOKOB TpaduKa EtherSensor moxeT co3aaTb Takme NOTOKM
nepexsayeHHbIX 0O BEKTOB ANA CMCTEM-NOTpebUTeneit, YTo OHU NEPeCcTaHyT CNPaBAATLCA C UX
nonyyeHunem. Kak npasuio, B 3ToM caydae TpebyeTca yCTaHOBKa HECKO/IbKMX CUCTEM-NOTpebuTene
AaHHOro TMNa 1 pacnpegeneHne pesynbtatoB pabotbl EtherSensor mexay Humu.

FpynnoBble NPoduAN cnyKaT ANna 6anaHCMPOBKM HArPy3KU MeXAay cMcteMamn-notpebutensmm u
BKNIOYAOT B cebs npodman JOCTaBKM C 3apaHee yCTaHOBAEHHbIMU BECAMM.

& Hactpoiika - Microolap EtherSensor PCAP Edition - O X

HacTpoika  MpowsBoawTenbHocTe  AwarHocTvka — OBHoBneHwAa 7
=
- o B = ‘5|

MpoHEE0AHTENEHOCTE 4-:;}— Hacrpoika ﬁ AHarHocTHES @ QBHOENEHHA

oo g AFEHTHI SEnsor ~ {} HEICTpOﬁKa GROUP-I‘IpOdDMJ'IEﬁ

= 2}, AHEMME AEHHELX \ , . N
5.7 MpeasapuTensHas dunbTpaLma |/||\|| HacTpolika GROUP-npodwneil ans cnyxil AOCTEBKM pe3yneTaTos.
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----- Lgl SMTP-npodmnm
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&% SIEM

-5, SANDBOX

STATS

GROUP-npodwinia

----- OBLMe HECTPONKK AOCTSBKM I_?.'; |—_||j E—é + 3

[=1%# MogoMcTemMa KypHaNMpoBaHHa
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Npodmnb HCNONB3YETCA N0 YMOMYaHHID
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Puc.55. Hactpoitku GROUP-npoduneit.
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1. HasBaHue u cTatyc

HassaHue npoduna:

Yp06HOoe, 3anomuHatoweeca U MHGOPMaTUBHOE Ha3BaHMe Npoduns (Ha ycMmoTpeHue
agMUHUCTPaTOpa).

Mpodunb ncnonblyetca N0 yMONAYAHUIO:

"la" o3HayaeT, YTo AaHHbI NPodPKU/Ib TPAHCNOPTUPOBKN PE3YyNbTAaTOB MCNO/b3YETCA MO
YMONYaHuUIo.

KommeHTapwmit:

OnucaHue TpaHCNOpTHOro npoduns.

2. TpaHcnopTHble npodpunu

Fpynna npoduneii:

CNMCOK yrKe CyLLecTBYHOLWMX Npodurielt A0CTaBKMU, MCNOAb3YeMbIX B COCTaBe FPynnoBoro
npoouna.

Kak paboTaeTt rpynnoBou TpaHCMNOPTHbIM Npodunb

HapaBHe ¢ 06bl4HbIM TPAHCNOPTHbLIM NPOGUAEM FPYNNOBOW TPAHCMOPTHbLIN NPOdUIb MOXKET BbITb
Ha3Ha4YeH Kak Npoduab No ymondaHuio. TakKe OH MOXKET BbITb HanNPAMY Ha3HavyeH Aana
MCNONb30BaHWUA B NpaBuaax GUAbTPaLUM COOBLLEHUN.

B oT/AMuMe OT CTaHAaPTHOro TPAHCMOPTHOrO NPOPUAA, TAE COAEPHKATCA TOHKME HACTPOMKN 4OCTABKU
pe3ynbTaToB EtherSensor cornacHo ucnonbsyemomy cnocoby nepesaymn mx cucteme-notTpeburtento,
rpynnoBoi Npoduab COAEPKUT TONbKO MMEHA 3apaHee CO3AaHHbIX CTAaHAAPTHbIX TPAHCMNOPTHbIX
npodpunen.

B rpynnosom npoduae ctaHAapTHbIe NPOPUAN MOTYT UMETb CTAaTyC OCHOBHbIX U PE3EPBHbIX.
OcHOBHble NPodUAN UCNONb3YHTCA ANA AOCTABKN COODLLEHMIN B HOPMA/IbHOM peXnme paboTbl.
Pe3epBHble NpoduaN NCNONL3YIOTCA ANA AOCTaBKU COOBLEHMI, KOrAa HU OAUH U3 OCHOBHbIX
npodunein gocTaBnTb COODOLLEHNE HE MOXKET.

TakKe B rpynnoBom npoduie cTaHAapPTHbIM NPOPUASM MOTYT 6bITb Ha3HAYEHbI Beca A5 AOCTaBKU
Co0bLWEeHMUI K cucTemam-notTpebutenam B HeobxoamMmon nponopunm. Beca moryT HasHauyaTbCA Kak
OCHOBHbIM, TaK U pe3epBHbIM NpoduaAM.

[locTaBKa pe3yabTaToB C UCNO/b30BaHUEM rPynnoBsoro npopuna

PaccmoTpum npumep AOCTaBKU pe3y/bTaToB C MCNOAb30BAHWEM TPYNNOBOro Npoduasa, B KOTOPOM
TPW CTaHAAPTHbLIX TPAHCMNOPTHbIX NPOPUIA Ha3HauyeHbl Kak ocCHoBHble (SMTP 1, SMTP 2, SMTP 3) ¢
pPaBHbIMW BECAMU, U OAUH CTAaHAAPTHbIM TPAHCNOPTHbIM Npodunb (FILEDROP 1) HasHayeH Kak
pe3epBHbIN.
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B HopmanbHOM pexume paboTbl COObLEHNA B paBHOM NPOMOPLUM AOCTaBAAKOTCA K NPUEMHUKAM
coobuweHun.

Ecnv ogMH 13 NPUEMHMKOB COOBLLEHNI, ONMCAHHbBIN CTAaHAAPTHLIM TPAHCNOPTHLIM Npodunem, He
MOXET NPUHATb COODLLLEHMA, TO HAarpy3Ka no NPUEMY COOBLLEHNI NOXKMUTCA HA OCTa/lbHble OCHOBHbIE
TPaHCNOpTHbIe NpodUN.

Ecnmn Bce ocHOBHbIe TpaHCNopTHble npoduan (SMTP 1, SMTP 2, SMTP 3) He MoryT NpUHATL
coobueHunA, To ANA A0CTaBKM coobLieHnit byaeT MCNoNb30BaTbCA Pe3epBHbI TPAHCMOPTHbLIN
npoounb (FILEDROP 1) go Tex nop, noka Xots 6bl 0AMH OCHOBHOM TPAHCMNOPTHbIN Npodub He cTaHeT
cnocobeH A0CTaBAATb cOObLWEeHMA.

5.7. O6Lwme HaCTPOMKMU A,0CTaBKU

Ob6Lime HacTPoMKN A0CTaBKM pe3ynbTaTtoB paboTbl EtherSensor cuctemam-norpebutenam.

() HacTpoika - Microolap EtherSensor PCAP Edition — O *
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)
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6.‘" Lua-ckpunThl
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&
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--Lgl FILEDROP-npoditmi
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b IMAP-mpoduni
gl SFTP-npodin4
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iLgl SMTP-npodwmmn
o[ pLp
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H-70, SANDBOX
STATS
----- = GROUP-npodmni
----- OBLMe HACTPORKK AOCTABKM
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Ly CTatucTika
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=i nanr L

v [ponsBoqnTeNbHOCT b
Konu4ecTEo oTNPSENADWLMY NOTOKOE 1

WaenTwpukaTop cencopa
3a03ET MAEHTMDMKETOP AEHHOMD 3K3EMNNAPE Sensor. MCnone3yeToA B AansHEeRWeM NPy aHanuse Tpadwka ana
onpefeneHa GM3MYecKoro MCTOYHWKE, C KOToporo Bbink nonyYeHsl coobwerna, MepenaéToa B cooblueHuM B 3aro...,
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Puc.56. O6wume HacTpoiku cny6bi EtherSensor Transfer.
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O6uwee gna scex npopunen Ao0CTaBKU

UpeHTdunkaTtop ceHcopa:

3afaéT ngeHTMdMKaTop faHHOro sksemnaapa EtherSensor. Ucnonb3yetcs B ganbHewem npu
aHanuse Tpaduka gna onpeseneHnna GU3MYecKoro MCTOYHUKA, C KOTOPOro BbINN NoAyYEHbI
cooblueHusn. Mepenaértca B coobweHnn B 3aronoske X-Sensor-Id.

NMponsBoanUTeNbHOCTb

Konunyectso otn pasaAloWnNX NOTOKOB:

OnpegenaeT KOAMYECTBO OTNPABAALWMX CO0bLLEHMA NOTOKOB. MaKCMManbHOe KONMYecTBo
OTNPaBAAIOLWMX MOTOKOB HE MOXET bbITb H0/blle Yem TeKkyliee Konnyectso CPU * 2 n He moxkeT
ObITb MeHbLe 1.

6. }XypHanupoBaHue pabotbl EtherSensor Watcher

EtherSensor HaunHaeT cBolo paboTy ¢ 3anycka noacucrTemsbl formposaHms EtherSensor Watcher.
MoacucTema NorMpoBaHMA NpegHasHavyeHa Aaa NorMpoBaHMa coobweHuin cnyxb EtherSensor,
paboTbl C Ioramu, OTC/IEXKMBAHMA TEKyLLEro cocToaHmA EtherSensor, a TakKe AeNCTBYOLWNX
NNLEH3UMN.

Cnyxba EtherSensor Watcher cobupaeT cuctemHble coobuieHuns oT apyrux cayxb6 EtherSensor u
3anucbiBaeT UX B 3aBUCUMOCTU OT UMEHOBAHHOIO KaHaa IOTMPOBaHUA, YPOBHA NOTMPOBAHMUA U
APYrnx KpUTEPMEB B HAa3HAYEHHbIE aAMUHUCTPATOPOM daibl am syslog-cepsepbl.

KoHdurypauuoHHbiit ¢painn cnykbbl EtherSensor Watcher

KoHdurypayms caybbl EtherSensor Watcher coaepkutca 8 XML-dpaiine watcher.xml,
pacnonoKeHHoM B 0bLen anpekTopmm KoHourypaunii EtherSensor [INSTALLDIR]\config.

MapameTpbl KOMAHAHOW CTPOKM

Cnyxb6a EtherSensor Watcher B xoge npoueaypbl yctaHoBKM Microolap EtherSensor yctaHasamBaeTca
B KauecTBe cnyxb6bl Windows, HacTpoeHHOW Ha aBTOMaTUYeCKM 3anycK. OaHaKo, npu
HeobXxoAMMOCTN OHA MOXKeT BbITb 3anyweHa Kak npunoxeHune Windows sensor_watcher.exe co
cneayrowmMmMmmn napameTpaMmm KOMaHAHOM CTPOKK:

/process

3anyctnTb npouecc sensor_watcher.exe kKak obbi4yHbIM Windows Win32-npouecc (BO3MOXKHO
MCNONb30BaThb A4 OTNAAKM).

/service

3anyctnTb Kak cayxby Windows.
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/config

COXpaHUTb KOHOUIYypaLUIo CAyK6bl MO YMONYAHMIO.

6.1. Hactpoika noruposaHusa EtherSensor Watcher

B OKHe, NOKa3aHHOM HUKe, MOXHO CO34aTb UKW OTPeAAKTMPOBATL CYLLECTBYHOLWME NpaBuaa
nornpoBaHus cobbiTuin EtherSensor.

“;_4 HacTpoika - Microolap EtherSensor PCAP Edition _ O =%
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Puc.57. Hactpoiiku npoduneit normposaHus cny6bi EtherSensor Watcher.

MmeHoOBaHHbIEe KaHanbl:

Moacuctema norvpoBaHuma "caywaeT" Tak Ha3biBaeMble MMeHOBaHHble KaHanbl (ETHERCAP,
ANALYSER ...), no koTtopbim gpyrue cnyxb6bl EtherSensor nepegatoT coobleHna pa3NNYHbIX YPOBHEN
BaXHOCTK — info, warning, error u criterror. Ha3BaHMA TaKUX UMEHOBAHHbIX KaHaNoB B 06LWeM
Cny4ae NpPou3BOJIbHbI U MOTYT HbITb 3a4aHbl a4MUHUCTPATOPOM MO CBOEMY YCMOTPEHUIO B
HACTPOMKax COOTBETCTBYHOLLUUX CAYHKO.

B COOTBETCTBMW C HACTPOMKAMM NOSIYYEHHbIE U3 MMEHOBAHHbIX KaHa10B coobueHns nnbo
UrHopupytoTca, IMH60 nepecbinatoTca NOTPebUTENAM: 3TO MOryT BbITb YKa3aHHbIe B HACTPOMKaxX
SYSLOG-cepBepbl UAK nokanbHbie/ceTeBble panbi.
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B HacTpoliKax Takxe MoryT BbiTb yKa3aHbl NpegesibHble pasmepb! GainaoB N0ros.

Hactpoiika napameTtpoB npodpuneit NOrmpoBaHus:

B cnyvae HeobXxoAMMOCTU yaaneHUa nmerowmxca npodpuaein namn onpeaeneHmsa foNoNHUTENbHbIX
npodunen NormpoBaHmnA NCnonblymnte KHonku Hoewlill, KaoH v Yoanume:

[E|

Puc.58. KHOnKu co3panus, yaaneHus U K10OHUpoBaHUA npoduneii normposaHus.
1. HasBaHue un CTartycC

Uma npoduna

Ypo6Hoe, 3anomuHatoweeca 1 MHGOPMATUBHOE Ha3BaHUe Npoduns (Ha ycMmoTpeHue
agMUHMCTpaTOpa).

AKTUBEH

Mpodunnab KypHana cobbITUN HE NCNONb3YETCA, €C/IU OH OTK/IIOYEH.

KommeHTtapuii

OnuncaHne npodunnsa KypHana cobbiTUN.

2. NMpuémHukK

®dopmar BbiIBOAA

Bbibepute popmat BbiBOAUMbIX AaHHbIX. file, win-file - BbiIBOA AaHHbIX B dopmaTe utf-8, unix-file
- BbIBOA, AaHHbIx B popmaTe ASCII, syslog - BbiBoa AaHHbIX B dopmaTte ASCIlI Ha yaanéHHbIM
SYSLOG-cepsep.

Mma (agpec)

Nmsa daiina nnm appec yaanédHoro SYSLOG-cepsepa. Hanpumep, paiin: events.log,
pa3melLaeTcs B noaamnpekTopmn log anpektpmnm yctaHoBku EtherSensor, SYSLOG-cepsep:
192.0.0.168:514.

Koguposka

KoaupoBKa BbiBOAA AaHHbIX.

OKOHYaHUue CTPOKU

BapraHTbl CMMBO/OB, 3aBEpPLLAIOLMX COXPAaHAEMOE COObLEHME B KYPHAN COBbITUN.
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Pasmep

MaKcManbHbIA pa3mep KypHasna cobbiTuit. BapnaHTbl 3anmcu (1000B, 100KB, 50MB, 1GB).

3. KaHanbi

ETHCAP

OcHOBHOI KaHan coobweHun cnyxbol EtherSensor EtherCAP.

CAPERR

KaHan nornpoBaHua ownbok aHannsa Tpadumka cnyxbbl EtherSensor EtherCAP.

CAPMAIN

KaHan nornposaHuna obpabatbiBaembix coeguHeHnn cnyx6bl EtherSensor EtherCAP.

ICAP

OcCHOBHOI KaHan norvpoBaHua cay*6bl EtherSensor ICAP.

ICAP-REQUEST

KaHan nornposanua HTTP-3anpocos cnyx6bbl ICAP.

IDENTITY

KaHan nornposaHusa cnyx6sbi Identity.

PCAP

Kanan nornposaHusa cnyx6bl PCAP.

LOTUSTXN

OCHOBHOM KaHan norvpoBaHua cayx6bl EtherSensor LotusTXN.

ANALYSER

OcHOBHOI KaHan normpoBaHua caybbl EtherSensor Analyser.

FILTER

KaHan nornpoBaHuma cuctembl GUAbTPaLMM AaHHbIX cayxbbl EtherSensor Analyser.

TRANSFER

OCHOBHOM KaHan norMpoBaHma caybbl goctaBku pesynbTtatoB EtherSensor Transfer.

WATCHER

OcHOBHOM KaHan normpoBaHua cay*bbl EtherSensor Watcher.
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SQUID-ACCESS
KaHan nornposaHusa obpabotaHHbix HTTP-3anpocos B ¢popmaTe SQUID-ACCESS-LOG.

CEF-HTTP

KaHan nornposaHunsa obpabotaHHbix HTTP-3anpocos B popmaTe CEF.

6.2. Hactpouka ctatuctuku EtherSensor Watcher

B npouecce aetekTMpoBaHua coobuieHnii EtherSensor no3BonsieT HakaniMBaTb Pa3NYHYHO
CTaTUCTUKY coeanHeHmnin: MAC-agpec nHTepdelica, Ha KOTOPOM 6bIN0 NepexBayeHo coeguHeHMe,
Bpema Cco34aHuA, Bpems 3aBeplieHunsa coeanHenusn, IP-agpeca n noptbl coeanHeHusn, 06 beEm
nepeAaHHbIX AAaHHbIX OT KAMEHTA K cepBepy U 06paTHO, UCNO/Ib3YEMbI NPOTOKO/ YPOBHA
npunoxenni (HTTP, ICQ, SMTP, POP3...) n 1.4.

“;_4 HacTpoika - Microolap EtherSensor PCAP Edition _ O =%

m HacTpoiika  MpoM3BoAMTENBHOCTE OuarHocTiika  OBHoBREHWA ?
[
- O [~ -~ W |

MpOHIE0AHTENEHOCTE i5F HacTpoika ﬁ AHarHoCTHES @ CEHOBNEHHA

§ el AreTel Sensor ~ yu
5. 2}, AHAMME QaHHEIX HEICTPOMI{I-’I CoXpaHeHWA CTaTUCTUKK
- %7 MpensapUTEnbHaS BUALTPALMA | ‘ HacTpoiika NapaMeTPOE COXPEHEHMS CTATUCTHKM,
¢ el
MapameTpei
'ﬂ Lua-ckprnTe! v 1. 06uwme N
E_EIBEDLIJEIKJLLLEIH tnbTPELYA AnMTeneHOCTE, AHW 7
rf‘: It_lﬂu:n?i::-lzéﬁmemﬁ v 2. PesynbTaThl AETEKTHPOBAHHA )
. TCP-coeaMHEHHA [dain: HakannMeaTb]
Bl ADZET:K:IE;E:;%TMDB HTTP-coegWHEHHA [dhain: HakannMeaTs]
l-%; DLP PesyneTaTMEHOCTE AETEKTOPOE coobieHui [daiin: HakannusaTs]
5| cIEM MeTanaHHble cooBLeHmri HE HEKaNnMBaTh
= SANDBOX MoKcKoBeIe SaMPock! [daiin: HakannMeaTe]
: STATS PesynbTaTHEHOCTE NPOdMNER 00CTSEKN [dhaiin: HakanmuBaTs]
Ll NETFLOW-rpadinm TCP-coeaWHeHws, oBpafioTaHHeIe areHTamMi Sensor  [daiin: HakannMeaTs]
GROUP-npodmni ¥ 3. IHayeHHA CYETYNKOB
OBLWME HACTPORKK DOCTABKM CUETUMKK MCNOMNB30EaHWA PECYPCOB [dhaiin: HakannueaTs]
(= % MogcMcTeMa MyPHANMPOBaHMA CuéTumkl ICAP-cepeepa [daiin: HakannusaTs]
1/ MypHane! cobmuit CuETumkK obpaboTku Tpaduka Ha MHTepdeicax [dain: HakannMeaTb] ]
&
-1 ¥YnanéHHeIi aocTyn ﬂ.IIHTEIIbHGCTb: (e .
E' = RAPI rnpadwmm KonWM4ecTeo AHEW, B TEYEHWE KOTOPbIX A0MKHE HAKSNMMBaTLOA CTETHCTIKE: oT 0 Ao 62 AHEW. 3HaqeHkue O
™ 03HEYEET, YTO HAKONMNEHME CTATHUCTHMKK MPMOCTAHOBNEHO,
6.‘ Lua-ckpunTel
= f NMyueHsMposaHue
o | MiEHzIR
o nJ 3aMpoc AMUEH3MK o

Beponm: =) £ Cease: [ L~ % Coucen: W n [

Puc.59. Hactpoiika napameTpoB COXpaHeHUsA CTaTUCTUKM.

Mony4yeHHan CTaTUCTMKA HaKananBaeTca MH0 B NpeAHa3HaYeHHbIX A5 3TOr0 NOKaNbHbIX
AvpekTopuax, imMbo moxeT 6bITb OTNpPaB/eHa Ha syslog-cepsep.
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1. O6bwme

AnntenbHoOCTb, AHU

Konunuectso AHeﬁ, B Te4eHWne KOTOopbIX AO0N1KHA HaKaN/IMBATbCA CTATUCTUKA: OT 0 po 62 ,CI,He[;I.
3HayveHune 0 03HAYaeT, YTO HAKoNAEeHME CTAaTUCTUKMU NPUOCTaHOBJ/IEHO.

2. Pe3ynbTaTbl A€TEKTUPOBAHUA

TCP-coeanHeHunn

Hakannusaetcsa B popmate CSV B anpekTopuax data\statistics\YYYY-MM-DD\sessions u
BK/AtOYaeT B ceba cnegywme napameTpbl OTCAEXMBaEMbIX coeamHeHnin:"- MAC-agpec
nHTepdeinca, Ha KOTopPom BbiNIo 0OHapyKeHO coeauHeHune;"- Bpema co3gaHuna, Bpems
3aBepuweHunn coegnHeHus;"- IP-agpeca n nopTbl coegnuHeHns;"- Konnyectso AaHHbIX,
nepegaHHbIX OT KAMEHTa K cepBepy M 06paTHO;"- MpoToKon, ncnonb3yemblii nosepx TCP/IP
(HTTP, ICQ, SMTP, POP3...);"- Opyrne napameTpbl (CM. OKYMEHTaLKNIO).

Hakanausatb B daiin

BkntouaeTt/oTKkNO4aeT HakonneHue ctatuctukm EtherSensor.

Ucnonb3zosaTtb SYSLOG-cepsep

BKNOYMTL/BbIKAOYUTL McNonb3oBaHMe SYSLOG-cepBepa AN KypPHAIMPOBaHUA
cobbITMi1 pabotbl EtherSensor.

Appec SYSLOG-cepBepa

Aapec n nopt SYSLOG-cepsepa. Mpumep: "192.168.0.1:514".

MUma ncTtouyHunka

Mcnonb3yeTtca gna pasbopa coobueHuin Ha ctopoHe SYSLOG-cepBepa (TonbKo
NaTUHCKMe ByKBbl U Undpbl). Mpumep: sensor_syslog_sessions

HTTP-coeanHeHusa
Hakannmeaetca B popmate CSV B anpektopuax data\statistics\YYYY-MM-DD\hosts 1 BkatoyaeT B
ceba cnegylwme napameTpbl OTCAEXKMBaeMblx coeanHeHuin:"- MAC-agpec nHtepdeiica, Ha
KoTOpoMm 6b1/10 06HapyKeHo coeguHeHune;"- IP-aapeca 1 nopTbl coegmuHermns;"- DNS-ums
cepBepa, K KOTOPoMy 6bl1J1I0 BbINOJIHEHO COEANHEHME.

Hakanausatb B daiin

BkntouaeTt/oTKkN0MaeT HakonneHune ctatuctukm EtherSensor.

Ucnonb3osaTtb SYSLOG-cepsep

BKNOYMTL/BbIKAOYUTL McNoNb3oBaHMe SYSLOG-cepBepa A1 KypPHAIMPOBaHUA
cobbITMit pabotbl EtherSensor.

Appec SYSLOG-cepBepa

Aapec n nopt SYSLOG-cepsepa. Mpumep: "192.168.0.1:514".
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NUma nctouyHmnka

Ncnonb3yeTtca ansa pasbopa cooblieHuin Ha ctopoHe SYSLOG-cepsepa (TonbKo
NaTuUHCKMe Bykebl U LMdpbl). Mpumep: sensor_syslog_sessions

Janee ogHOTUMHbIE HaCTpOI‘ZKM nonyanenelﬁ CTaTUCTUKM OonyLlEeHDbI.

PEBVHbTaTMBHOCTb AETEeKTopoB C006l.l.l,eH 717

Hakannueaetca B popmate CSV B anpektopuax data\statistics\YYYY-MM-DD\detectors u
BK/tOYaeT B cebsa cneaywme napameTpsbl:'- BpemeHHaa meTka cobbitns;"- Uma aetekTopa;"-
CTaTyc AeTeKTMpoBaHMA;"- Konnyectso feTEKTUPOBAHHbIX COODLLEHUNA.

MeTtagaHHble coobLweHuni

Hakannueaetca B popmate XML B anpektopuax data\statistics\YYYY-MM-DD\messages u
BK/tOYaeT B ceba meTafiaHHble PEKOHCTPYNPOBAHHbIX COObLEHM:"- CnyKebHble 3aro/ioBKM
NpPOTOKONa, Mo KOTOPOMY NepesaHo coobueHune;"- MeTagaHHble, cpopmumpoBaHHble EtherSensor
npu obpaboTtke coobuieHn (3aronosku X-Sensor-...);"- 3aronoskun From, To, Cc, Bcc, Subject.

Mouckosble 3anpochbl

Hakanausaetca B popmaTe CSV B anpektopuax data\statistics\YYYY-MM-DD\squeries u
BK/lOYaeT B cebsa cneaywme napameTpsl:'- BpemeHHas meTka cobbitns;"- IP-agpec n nopt
OTNpaBuUTENA NOMCKOBOro 3anpoca;"- DNS-uma nounckosoro cepsuca;"- ®pasa NOMCKOBOro
3anpoca.

Pe3ynbTaTMBHOCTb Npoduneit [OCTaBKU

Hakannmsaetca B popmate CSV B anpektopuax data\statistics\YYYY-MM-DD\transports u
BK/lOYaET B cebAa cnegywme napametpbl:'- BpemeHHaa meTka cobbiTva;"- MmA TpaHCNOPTHOro
npoduna;"- Ucnonb3yemblii MPOTOKON ANA OTNPaBKM coobueHns;"- CTaTyc oTNpaBKM COobLEHMA.

TCP-coeauHeHusn, o6pabotaHHble areHTamu EtherSensor

Hakanaueaetca B dpopmaTe CSV B anpektopuax data\statistics\YYYY-MM-DD\agents u Bkaouvaet
B cebA cnegylime napameTpbl OTCAEXKMBAEMBIX coeanHeHunin:"- MAC-agpec nHtepdelica, Ha
KOTOpOM 6bI10 0BHapy*KeHO coegmnHeHMe;"- Bpems co3gaHua;"- IP-agpeca 1 noptbl
coeanHeHus;"- Uma npouecca, cosgasliero coeguHeHue;" - ma nonb3oBaTens, ¢ npaBamu
KoToporo 6bi/1 3anyLLeH NpoLecc, Co34aBWNi coeguHerune;" - ipyrue napameTpsbl (cm.
OOKYMEHTaLMI0).

3. 3HayYeHMA CYETYUKOB

CYyETUMKM UCNO/Ib30BAHUA PecypcoB

Hakannusaetca B popmate CSV B anpekTopuax data\statistics\YYYY-MM-DD\performance u
BK/AtOYaeT B ceba cnegywme napameTpbl:" - BpemeHHaa meTka cobbitnsa;" - Ucnonb3oBaHue
CPU (Tekyuwiee, cpegHee, nMkoBoe);" - Micnonb3oBaHMe namsaTu (Tekyllee, cpeHee, NMkosoe);" -
Mcnonb3oBaHWe cUCTEMHbIX NOTOKOB;" - Micnonb3oBaHWe AeCKPMNTOPOB CUCTEMHbIX OO bEeKTOB
(daiinbl, cobbitnAa 1 T.4.);" - O6bwMe nokaszaHuA 3arpyskm OC (CPU, RAM).
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Cuyétumnkm ICAP-cepBepa

Hakannmeaetca B popmate CSV B anpektopuax data\statistics\YYYY-MM-DD\icap u Bkito4aeT B
ceba nokasaHma cyétumkoB ICAP-cnybbl:"- BpemeHHaa meTka cobbiTua;"- KonmyecTtso
coeanHeHui c ICAP-cepsepom;"- Konnuectso obpabatbiBaembix 3anpocos (GET, POST, PUT).

Cuétunku o6paboTkm TpaduKa Ha nHTepPeicax

Hakannmeaetca B popmate CSV B anpektopuax data\statistics\YYYY-MM-DD\interfaces n
BK/tOYaeT B cebsa cneayuwme napameTpbl:'- BpemeHHaa meTka cobbitna;"- CHETYMKN
06paboTaHHbIX NakeToB;"- C4ETYMKM obpabaTbiBaembix TCP-coeguHEHUN.

CYETUMKM AeTeKTUpoBaHuAa COEAMHeHMﬁ no NPOTOKOJ1IamMm

Hakanausaetca B popmaTe CSV B anpektopuax data\statistics\YYYY-MM-DD\parsers v Bkao4aet
B ceba cneayuime napameTpbl:'- BpemeHHaa meTka cobbitna;"- C4ETYMKM 06pabaTbiBaembix
TCP-coegunHeHunit no npotokonam (SMTP, POP3, HTTP, FTP...).

CYETUMKM K3LA cnyK6bl aHanm3a

Hakannueaetca B popmate CSV B anpektopusax data\statistics\YYYY-MM-DD\cache n Bkntouyaet
B ceba cneayuime napameTpbl:'- BpemeHHaa meTka cobbitna;"- C4ETYMKM 06pabaTbiBaembix
06BEKTOB KaWa cny*Kbbl aHanun3a.

CYETUMKM AETEeKTUPOBAHUA COO6LLEeHUN

Hakannueaetca B popmate CSV B anpektopuax data\statistics\YYYY-MM-DD\analysers n
BK/OYaeT B ceba cneaywme napameTpbl:'- BpemeHHaa meTka cobbitna;"- CHETYNKN
[EeTEeKTUPOBAHUA COObLEHUI cnyKb0oM aHann3a.

Cyétunkmn punbTpos

Hakannueaetca B popmate CSV B anpektopuax data\statistics\YYYY-MM-DD\filter n Bknovaet B
ceba cnepywme napameTpbl:"'- BpemeHHasa meTka cobbiTUA;"- CYETYMKM GUABTPOB CNyKObI
aHanm3a (RAW-¢punbtp HTTP-3anpocos, ¢puabTp coobuieHni).

CYETYMKM AUCKOBbDIX KBOT

Hakannusaetcsa B dopmate CSV B anpektopuax data\statistics\YYYY-MM-DD\quotas v BkaoyaeT
B ceba cneaywme napameTpbl:'- BpemeHHaa meTka cobbiTna;"- CYHETYMKM MCNONb30BaHUA
OMCKOBbIX KBOT.

CYETYMKM AOCTABKMU CO0b L EeHnt

Hakannusaetcsa B dopmate CSV B anpektopuax data\statistics\YYYY-MM-DD\quotas v BkaovaeT
B ceba cneaywme napameTpbl:'- BpemeHHaa meTka cobbitna;"- CYHETYMKM MCNOAb30BaHUA
OVNCKOBbIX KBOT.
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7. YpanéHHoe ynpasneHne n mMoHUTopuHr EtherSensor

Cnyba EtherSensor RAPI oTBeyaeT 3a yaa/EHHbIN MOHUTOPUHT U yNpaB/ieHUE CEPBEPOM
246
EtherSensor. [1na 3Toro oHa MCNoAb3yeT NpeaBapuUTeIbHO HAaCTPOEHHbIE NPodUAN

Mpodunnn cnybbl EtherSensor RAPI o6ecneunBatoT paboTy HE3aBUCMMbIX U U30/IMPOBAHHbIX APYr
ot Apyra http2 web-cepsucos.

Kaxkabii npodunb cBA3aH C onpesenéHHON y4ETHOM 3aNUCbIO NOIb30BATENA JIOKA/IbHOM CUCTEMDI,
Ha KoTopoW ycTaHoBneH EtherSensor u nmeeT B TOMHOCTM TOT 06 bEM NPaB, KOTOPbIA UMEET AaHHbIN
nonb3oBaTeb.

TouKolt Bxoga ana Kaxkgoro npoouns EtherSensor RAPI aBnsieTca Lua-cKpUNT, B KOTOPbIN Nepenaércs
HTTP 3anpoc, a pe3synbtaTtom pabotbl npoduns asnaerca HTTP oTBeT, choOpMMPOBaHHbIN B
COOTBETCTBMM C 3aMbIC/IOM Pa3paboTynKa cKpunTa.

PyHKUMOHANbHbIE BO3MOXHOCTM Lua-ckpmunta KoHKpeTHoro npodunsa EtherSensor RAPI
OrpaHMYMBAOTCA TONbKO IMLLb BO3MOXKHOCTAMM TEKYLLEN peann3aunm asblka Lua.

TakKe Lua-ckpunt ntob6oro npoduna EtherSensor RAPI nmeeT BO3MOXKHOCTb MCMNo/b30BaTb Becb API,
o o 86
peann3oBaHHbIN ANA 3Tana AEeTEKTUPOBAHMA U aHaN3a CobbITUM

KoHdurypaumnoHHbiit pann cay»6bl EtherSensor RAPI

KoHdurypayms caybbl EtherSensor RAPI coaeputca B XML-daline rapi.xml, pacnonoxeHHom B
obwel anpektopumn KoHdurypaumnii Microolap EtherSensor [INSTALLDIR]\config.

MapameTpbl KOMAHAHOW CTPOKM

Cnyxb6a EtherSensor RAPI B xoge npoueaypbl yctaHoBKM Microolap EtherSensor yctaHaBivMBaeTca B
KauecTtse cnyb6bl Windows, HacTpoeHHOM Ha aBTOMATMYeCcKunit 3anyck. OgHako, npu
HeobXoAMMOCTN OHA MOXKET BbITb 3anyweHa Kak npunoxeHne Windows sensor_rapi.exe co
cneayrowmMmMmmn napameTpaMmm KOMaHAHOM CTPOKK:

/process

3anyctuTb npouecc sensor_rapi.exe kak Windows Win32-npouecc (B03MOKHO UCMNO/1b30BaTb A/
OTNafiKu).

/service

3anyctnTb Kak cayxby Windows.

[config

COXpaHUTb KOHOUIYypaLUIO CAYKObI N0 YMONYAHMUIO.
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7.1. Hactpoika npodpunei EtherSensor RAPI

Kaxapin npoduns EtherSensor RAPI obecneunBsaet paboty HezaBucumoro http2 web-cepsuca.
Konnyectso npoduneir EtherSensor RAPI moxeT 6biTb CKOJ/Ib YroAHO 60MbLINM.

Bce http2 web-cepsuchbl, onpegensemoie NPoPUAAMN, U30IMPOBAHbBI APYr OT APYyra U BbINOAHAIOT
NCKNOYNTENBHO Te GYHKLMU, KOTOPblE ONpeaenstoT CBA3aHHbIe C HUMM Lua-ckpunTbl. Takum
06pa3om aAMMHUCTPATOP MOMKET OpraHn3oBaTb yaanEHHbIN A0CTyN K cepsepy EtherSensor Ha
ocHoBe /10601 cOBCTBEHHOM POJIEBOA MOAENMN.

L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA ?
[
- O) @ 28y

MpOHIE0AHTENEHOCTE ;i} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

— &
e g~ AreHTBl Sensor -~
H [ =
=12, AHamM3 paHHex RAPI_ npO'd:ll-r"lJ'lH .
o MpeasapUTENsHaA hUNETPALMA HacTpoiika RAPI npodwmnet Ans yaanEHHOro MOHMTOPWHIE W YNPaBNEHWA Sensor,
@ Lua-ckpunThl —
Xr BUneTPEl HTTP-ofbexkTos . .
n LETERTUDOBAHME COBLITHI Cnncok npodunei CeoiicTea npodunn
e
B! Lua-cpunTl rapi_profie_1 * 1. Ha3BaHWe W CTaTyC
3_asfpmarou.|.aq thMnbTPELYA rapi_profile_2 Haseanne npoduns rapi_profile_1
2 LUS-CphnTEl AKTHEEH la
J tunbTpel cooBlueHmit rm—
-4 AocTaBKa pesynbTaTos -
: v 2. Hacrpoitkn
£ ARCHIVING — . .
I-El DLP CrpunT rapi_test_script.lua
52 SIEM w  [poCnyWWBEEMEIH aapec 127.0.0.1:50000
& SANDBOX IP anpec 127.0.0.1
STATS Mopt 50000
GROUP-npode v
ORLLME HECTPORKM LOCTEEKM Knioy cepTudmkaTa
MogoicTema KypHanMpoBaHMA * 3. HMnepconanusauma
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-1 RAPT npodwni Cepridurar i ) )
f.;'\.\ Lua NTE! Ana co3gaHnA 3aWmWEHHBX S5L cosaMHEHMIA MCNONLSYHTE
& n p coBcTBEHHEIR hain cepTrdmkaTa, CepTudmKaTel - *.ortu *.cer, k...
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=] 3anpoc MMUEHZMK o = + 3
=-%5§ Nokansalpa v l_—'; l—"’j I_Tﬁ
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Puc.60. Hactpoiiku npodpuneit cnyk6bi EtherSensor RAPI.

B cnyyae HeobxoanmocTu yganeHua nam co3ganma npopunen EtherSensor RAPI ncnonbsyiite
KHONKK Hoewlli, KnoH v Ydanume:

BEOE

Puc.61. KHONKu co3paHma, yaaneHus u KNoHMpoBaHua npoduneii EtherSensor RAPI.

HacTtpolika napameTpos npodpuns EtherSensor RAPI:
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1. HasBaHue u cTatyc

HassaHue npoduna

Yp06HOoe, 3anomuHatoweeca U MHGOPMaTUBHOE Ha3BaHMe Npoduns (Ha ycMmoTpeHue
agMUHUCTPaTOpa).

AKTUBEH

Mpodunnb RAPI He ncnosb3yeTcs, eCN OH OTK/KOYEH.

KommeHTapuii

OnucaHune npopuna RAPI.

2. Hactpoiiku

CkpunTt

MpuBA3aHHbIN K NpodMA0 CKPUNT, KOTOPbLIN ABASETCA TOMKOM BXoga Ana obpabotkm HTTP
3anpoCcoB Ha NPOC/yLIMBaeMOM ajpece.

Mpocnywmnsaemblit agpec

HacTtpolika nokasnbHoro agpeca ans obpabortkn HTTP2 coeanHeHni.

IP appec

HacTtpolika nokanbHoro IP agpeca ana npocnywmBaHus HTTP2 coeauHeHni.

MopT

HacTpoiika nokanbHoro nopta ans npocnywmsaHna HTTP2 coeAMHEHWA.

Ceptudukar

[na co3paHmnA 3aWMILEHHDBIX SSL coegMHEeHUM ncnonb3yite cobcTBeHHbIN daiin cepTuduKaTa.
CeptndukaTtsl - *.crt u *.cer, kntouu - - *.key n .pem.

Kniou ceptudumkara
Ons cosgaHua 3aWMLEHHbIX SSL coeaAMHEeHN cnosib3ynTe cOBCTBEHHbIN dain Kaoya
ceptndunkaTta. Ceptudukatnl - *.crt uam *.cer, knouu - - *.key nam .pem.

3. UmnepcoHanusayuma

Monb3oBaTenb

Mma nokanbHoro nonb3osatensa OC gna umnepcoHanm3aumnm notoka obpaboTtkm HTTP 3anpocos.

Maponb

MNaponb nokanbHoro nonbzosatensa OC gna ocywecTBAeHNAa UMNEPCoOHaNM3aLMm NOTOKa
06paboTkn HTTP 3anpocos.
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PepaktnpoBaTb Lua-ckpunTbl NPOdMAA MOXKHO C MOMOLLBIO N0HOro TEKCTOBOro pefakTopa (CKpunTbl
HaxoAaTca B KaTanore nHctannaumm [INSTALLDIR]\scripts\rapi) nam e npamo B OKHe KOHCOAU
ynpasneHuna Lua-ckpunmeil.

& Hactpoiika - Microolap EtherSensor PCAP Edition - O X

m HacTpoiika  MpoM3BoAMTENBHOCTE OuarHocTiika  OBHoBREHWA ?
[
- O B =2 ‘5|

MpOHIE0AHTENEHOCTE ;i} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

— =
i gt AreHTel Sensor -~ ,-'“'-.
H [ = . L -
1), AHanM3 AaHHbIX . Lua _CKle'lTbl
E| -.r MPeABAPUTENLHER tNLTPELAR : @ : HacTpoiika Lua-ckpunTos cny#bel RAP,
B! Lua-cepunTel g o
/' ©uneTpel HTTP-0bbexToB l__?.
H NeTerTHpoBaHie coBbimui | =2
e ff Lua-ciepunTel - || -
[~ % 3aBepwaollan dunsTPaLMa ~
B0 Lua-cepunTel
. .
7 PrnsTpel cooBuennil local http = { _version = "8.8.1" }
H"“:T.-- locTaeka pesyneTaToB | & L
) ARCHIVING local codes = {};
[ oe
22 SIEM 11 codes.RESP_CODE_28@ 0K = 200;
SAMNDBOX 12 codes.RESP_CODE_284 NO_CONTENT = 284,
STATS 13
GROUP-npodiinia 14 codes.RESP_CODE_488_BAD REQUEST = 488;
OfiuMe HACTpOliH AOCT 3Bk 15 codes.RESP_CODE_484 NOT_FOUND = 494;
£ Nonarcrema mypHanposanys 16 codes.RESP_CODE_485_METHOD_NOT_ALLOWED = 485;
-1/ Myprane: cofermiii .f?
fi, CratucTiea :: codes . RESP_CODE_5@1_NOT_IMPLEMENTED = 581;
=M Ynan&HHEIR gocTyn -
- RAPT mpodun | kel
R L uz-aparTTLL 22 http.ERROR_HTML = "<htmls<heads<title>4@4</titles</
= MuueHzposaHue ol e
A | Miuierana 24 return http;
=] 3anpec AMUEHZMK 25 W
B";J l:l::ncanmaumn vll € >

Beponm: =) £ Ceaze: i) ©) @ @ Coucen: W n ]

Puc.62. Pegaktuposanue ckpuntos EtherSensor RAPI.

8. Cnhyxb6a obHoBNeHUA Microolap EtherSensor

Cnyxxb6a obHoBneHunA EtherSensor Updater (npouecc sensor_updater.exe) npegHa3HavyeHa ana
aBTOMATU3MPOBAHHOW 3arpy3Kn U yCTaHOBKK dalinos obHoBneHMI 1 naTyei. EtherSensor Updater
ABNAETCA YaCTblo cepBuca pa3paboTunka no nogaepxke pabotbl Microolap EtherSensor B wtatHom
pexnume 1 06HOBAEHUIO €ro GpyHKL M.

dyHKuKnM EtherSensor Updater:

= [IpoBepKa Han4mna obHoBneHWU K naTtyein ana Microolap EtherSensor, nx 3arpyska u
YyCTaHOBKa.

= OnepatMBHoe obHoBNeHUe daina namueH3nm Microolap EtherSensor npu ero nsmeHeHum.

» Co3zaHuMe apxXMBHOW KONUK NpeablayLielit Bepcum NpoayKTa U NomelleHne B Heé Bcex
Heobxoanmbix Gannos.
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= BoccTaHOBAEHUWE NpeablayLien BepCumn M3 apxmsa Npyv BOSHUKHOBEHMW OWMBKN YCTaHOBKM
obHoOBNEHUA.

Bbl MOXKeTe yKa3aTb MHTEpPBa/ NPOBEPKM 0OHOBAEHWNI UM UCNONb30BaTh HACTPONKM NO
ymonuaHuto. EtherSensor Updater Tak:ke no3BonseT rubKo HacTpanBaTb CETEBOE NOAKAOUYEHUE,
noaaepXuBaeT paboTy C MPOKCKU CEPBEPOM.

Kak pabotaet EtherSensor Updater:

Cnyxba obHOBNEHUI NpOBEpPAET KaKk HanMuMe HOBbIx Bepcuit EtherSensor, Tak n Haanume
0H6HOBNEHHbIX BEPCUW NNLLEH3UI. A 3TOro oHa Yepes 3afaHHble B HACTPOMKAX MHTepBasibl
BPEMEHMW ycTaHaBAUBaeT coeauHeHNe C cepBepom 0OHOBEHUI U NepesaéT emy MHGOPMaL Mo O
Bepcum u nmueHsmn Microolap EtherSensor.

Ecamn pna yctaHOBAEHHOro NporpaMMHOro obecneyeHuna focTynHbl 6onee HoBble Bepcuu, cepeep
oTnpaBAnseT cnybe oTBeTHbIM Pain-maHUbECT, B KOTOPOM YKasaHbl ¢paiifibl, KOTopble HeobxoaMMo
3arpy3uTb U YCTAaHOBUTD.

EtherSensor Updater 3arpy»aeT c cepsepa 06HOBNEHUI 3TN daiabl U NOMELLAET UX B 04epesb Ha
yCTaHOBKyY. Bo Bpems, ykazaHHOe B KOHPUrypauum cayboi, 3t ¢paiinbl 3anycKaroTCca, U NPOMCXOAUT
obHOBNEHMEe NporpaMmHoOro obecnevyeHus.

YctaHoBKa EtherSensor Updater:

MepBoHavanbHas ycTaHoBKa EtherSensor Updater BbinonHseTca 3anyckom ¢daiina
ethersensor_updater_X.X.X.XXXX_x64.msi n3 coctaBa guctpnbytmsa. B ganbHelwem cnyxba 6yaer
0O6HOBNATLCA CAMOCTOATENbHO NPU BbIXOAE HOBbIX BEPCUA.

[nA yCTaHOBKM B ANPEKTOPUIO, OT/IMYHYLIO OT AUPEKTOPUN MO YMONYAHUIO caeayeT NPUMMEHUTb
yTuanTy msiexec.exe OC Windows.

Mpumep:
msiexec.exe /1 ethersensor updater 4.6.3.12232 x64.msi INSTALLDIR="[ [INSTALLDIR] ] \updater"

TexHun4yeckume Tpe6OBaHMﬂI

= Cnyb6a EtherSensor Updater goskHa nmeTb goctyn B MHTepHeT yepes nopt 80 nam 443 K
cepsepam cepsepamu license.microolap.com u kpps-downloads.microolap.com

» EC/IM UCNONb3YeTCA MPOKCU-CepBEP, OH AO/IKEH NOALEPKMBATb KOPPEKTHYIO paboTy SOAP-
npoToKona.

® OnepaumoHHas cuctema Windows Server 2012, Windows Server 2016 nnm Windows Server
2019.
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EtherSensor Updater coctout U3 cneayrowmx yacrei:

Cnyx6a EtherSensor Updater (npouecc sensor_updater.exe)

3anyckaeTca B GOHOBOM peXMMe M BbINONHAET BCE AENCTBMA, HEObXoaMMble ANA NPOBEPKM
Ha/IM4YnA A0CTYMHbIX OOHOBNEHUM N UX AanbHENLIEN YCTAaHOBKNU. B npouecce paboTbl co3gaérca
cTaTyc-¢daiin status.xml, B KoTopom cogepkunTca MHPopmaLuma O TEKYLLEM COCTOAHUM CAYKObI.

Paspgen "O6HoBNeHNA" KoHcoau ynpasneHua EtherSensor (npunoxeHune sensor_console.exe)

CNyXUT ANA HACTPOMUKM KOHPUTYpaLmMm 1 oTobpaxkeHnA cTatyca Cnybbl, B OTAe/bHOM 3aKnaake
oTobparkaeTca OCHOBHOM dann KypHana obHOBAEHUN.

MpnmevaHue:

1. KoHconb ynpasneHua EtherSensor coeguHaetca co cay»kboi sensor_updater.exe no TCP/IP-
npoTokonay, nopt 52076.

2. Ecnam KoHconb ynpaBneHus EtherSensor o6HapykmBaeT, uTo cny*kba sensor_updater.exe He
3anyL,eHa, NomnbITKa YCTaHOBUTbL COeANHEHMNE He NPOUCXoAnT. EcaM HeobxoamMMo YyCTaHOBUTb
coeAMHEHME COo CNyKbomn, paboTatoLelt B KOHCOIbHOM PEXMME, MOXKHO BOCMO/Ib30BaTbCA
napameTpom KOMaHZAHOM CTpoKku /ignore-service-status

3. TaKKe MOXKHO MCMOo/b30BaTb NapaMeTp KOMaHAHOW CTPOKK /no-connect, KOTOPbIi
3anpewaeT Ntobble NOMbITKM CBA3ATbCA CO CAYXKOO0M. B 3TOM caydae KOHCOAM ynpaBaeHUA
EtherSensor nonyyaet nHpopmaLnto o coctoaHMM cayK6bl ToNbKO Yepe3 dain status.xml.

Ounpektopua [INSTALLDIR]\config

CoaepKuT KoHOUTypauMoHHbie dalinibl CNyXKObl (HacTpolKa CayXobl).

OunpekTtopua [INSTALLDIR]\downloads

MpW HaCTPOMKe NO YMONYAHMUIO B 3TY ANPEKTOPULIO BbINOAHAETCA 3arpy3ka ¢pannos,
Heobxogumbix ana obHoBneHusn EtherSensor.

Oupektopua [INSTALLDIR]\log

Coneput dannbl }KypHanos 1 ctatyc-pann:

status.xml

Cratyc-dann, cogeprawmin MHPOPMaLMIO O TEKYLLLEM COCTOAHUN CAYXKObI.

log.txt

OCHOBHOM KypHan paboTbl cayXbbl.

uupdater_log.txt

HypHanbl cneunanbHol nporpammbl sensor_uupdater.exe, KOTopas Bbl3biBaeTca Npu
HeobXxoAMMOCTUN YCTaHOBUTL HOBYIO Bepcuio EtherSensor Updater.
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dann koHpurypauum EtherSensor Updater

KoHdurypauma EtherSensor Updater xpaHuTtca B dpaiine system.xml, pacnonoKeHHom B AMPEKTOPUN
[INSTALLDIR]\config.

8.1. Hactpo#ka cnyx6bl o6HoBneHua Microolap EtherSensor

TeKywee cocrosHue

B pasgaene Tekyuiee cocTtoaHue oTobpaxkaetca nHopmauma ns ctatyc-daina EtherSensor Updater,
Kacatollanca paboTbl camoli cny»kbbl 0bHoBIEHUA.

Takke BITOM pasgene otobparkaeTca CNUCOK OBHAPYKEHHOro Ha CeHCcope NPOrPaMMHOro
obecneyeHuna EtherSensor, 4na KOTOPOro BO3MOXKHA NPOBEPKA 0OHOBNEHWI, CMMCOK 3arpyaembix
¢dalinoB (ecnm YTo-TO 3arpy>KaeTca NPsSIMO Ceiyac) U CNUCOK roTOBbIX K YCTaHOBKE OOHOBNEHUN.

&4 Hactpoiika - Microolap EtherSensor PCAP Edition - O X

ETHM HacTpoika  MpowsBoawTenbHocTe  AwarHocTvka — OBHoBneHwAa 7

¢ m ] =
MponzE0ANTENEHOCTE 4-:;}— HacTpoFika ﬁ AHarHocTrea @ DbHOBNEHWA
B'[[’} Cnyx6a o6HoBneHWA MapameTp TInaueHIE -
5
# Wctopua oBHoBneHWiA OBuwme
¢ o Kypran paBos AKTYaNEHOCTE MHPOPMALIIN 9/26/2020 9:13:23 FM
e & HacTpoitki MocnegHes coxpaHeHwe cTaTyc-anna 9/26/2020 8:4713 PM
Tewywwin UHID YWUK-SGU0-FNNM-NPO3-V3P U-42F3-E528-5ED
OBHoBNEHWA
MocneaHwi sanpoc HanuuuA oGHOBNEHWA 9/26/2020 84713 PM
MocneaHwi oTEET cepBepa 0GHOBNEHMA 5/26/2020 8:4713 PM
Cnemylollan sannaHvpoBaHHan NpoBEpKa 5/26/2020 91713 PM
Sensor hd
< >

OBHOBNEHWA, FOTOBEIE K YCTAHOBKE

MpoaykT Bepcua Oedcterve  NokansHeiR nyTs Mepesarpyska [y anA KoMMpoBaHWA

£ >

CrauBaeMbie 0BHOBNEHWA

MpoaykT Bepcua Pazmep Cratyc Myme

< >

Bepoun: [ £ Cease: [ €) © ¥ coucenn: ¥ 1 3

Puc.63. Pasgen "TeKkywee coctosHue"

Hactpoiikn, BKiagKa 3arpy3ka o6HoBAeHMI

B pa3aene 3arpy3ka o6HOBAEHUI yCTaHAaBAMBAKOTCA pexumbl paboTbl EtherSensor Updater u
4acToTa NPOBEPOK HANUYUA OOHOBNEHWIA. TaKKe B 3TOM pasaene MOXKHO BK/IOYUTb TECTOBbIN
peXnm, B KOTOpom B dali/ibl }KypHasioB AobasastoTca bonee noapobHbie cooblieHus o pabote
cnyxbbl.
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() HacTpoika - Microolap EtherSensor PCAP Edition — O *
Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA ?
% 0)® @es
MpoHzE0AHTENEHOCTE ;i} HacTpokikca ﬁ AKarHocTHES @ 06HOBNEHWA
E|]i|’uL CnyxGa oGHoBNEHWA 3arpysKa 0BHOBNEHWA  VeTaHoska oBHoBNEHMI
Ea Texywee cocToRHWE
i i@ WeTopua ofHoBNEHWA
: 4§ Kypran paBoTe: Cepeep ofHOBNEHMA
455 HacTpoitku OcHosHol cepeep ofHosneHwii - PRIMARY W
HMenonssosats HTTPS
Qxnpate o7 cepeepa oteeT 100-Continue
[] Mcnonesosam npokcucepsep
YacToTta nposepky oGHOBIEHIIA
30 = Man.
MakcumaneHan cKopocTs CKaYMBaHWA Sainos
1024 | Kesc
KopHeBoit KaTanor ¥paHnviLa oSHOBNEHWEA
CMIM\__ scrap | D
YoaneHwe cTapbix 0GHOBREHWA
Coxparume MpuragHTE

Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.64. Pasgen "3arpyska o6HoBnAeHMA

o

HacTpoiikn, BKnagKa YcTaHOBKa 06HOBNEHMIA
B pasaene YctaHOBKa 06HOBNEHUI HACTpanBaeTCcAa BPeMA aBTOMATUYECKOW YCTaHOBKM
0bHoBNEHWN. Mocne ycTaHOBKM 06HOBIEHUI NponcxoanT nepesarpyska OC, ecnm Takosas

notpeboBanaceo.
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- 0Ore@ @Ees

MpOHIE0AHTENEHOCTE {3k Hactpodika

L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

dain HacTpoiika  MpoMIEQAMTENEHOCTE Ouarnoctika  OBHosneHwA ?

@ Awarnocties | 5 O6HoBREnMA

E|]i|’j CrnyxGa oBHoBneHwa
=] a Tekywee cocToRHWE
-3 Wetopua oBHoBNEHWA
& KypHan paboTe
5 HacTpoiiku

Jarpyska obHoEneHwid | ¥ CTAHOBKE OBHOBNEHWA

Pexun yoTaHoBKK 0BHOBNEHWA

(O Bce ofHOBNEHMA YCTAHAENMBAK TCA CPaSY MOCNE 3arpy3ki halinoes ¢ cepeepa
(®) PaiNb-MMLIEHSMN YCTAHABNMBEIO TCA CPA3Y, OCTANBHBIE OBHOBNEHUA - N0 PACMMCAHWIO

(O PaiinL-NMLEHSMN YCTAHABNMBAITCA CPASY. OCTANLHAIE BPYYHYD

Bpemn sanycka ycTaHoBKW 0GHOBNEHMA

3:00:00 AM i

[[] Nepesarpyxam ccTeMy Nocne yCTaHOBKMW NpW HEOBXD AMMOCTI

Coxparume MpuragHTE

Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

*ypHan pa6oTbi

Puc.65. Pazgen "YcraHoBKa 06HoBNEHMIA"

B pasaene ypHan pabotbl oTobpakatoTca nocnegHue 3anucu ¢annos xypHanos EtherSensor

Updater.
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&4 Hactpoiika - Microolap EtherSensar PCAP Edition — O X

WEER HacTpoiika  MpousEcawTensHocTe  AwardocTuka  OOHoBNeHMA 7

@ 0@ @ o3

[l]  MporssoavTensHOCTS T@ HacTpoiika Tﬁ JHMarHOCTHES T@, Dﬁuusneuuﬂ]

B]j’é CryxGa oBrosnenis [ata v epema Cratyc Kanan Mpouecc CoofilueHue o)
Ea Terywee cocToAHWE )
7 WeTopua oBHoBReHA 9/26/2828 B:47:13 PM info updcheck_... sensor_updater.exe WMo updates found for
*: HypHan paBoTe: 9/26/2828 B:147:13 PM info updcheck_... sensor_updater.exe Mo updates found for
{’_.5} HacTpoitin 9/26/2828 2:47:13 FM info updcheck_... sensor_updater.exe Request for availabl
9/26/2828 B:47:13 PM info updcheck_... sensor_updater.exe Save status file end
9/26/2828 B:147:13 PM info updcheck_... sensor_updater.exe Save status file C:
9/26/2020 2:17:13 PM info updcheck_... sensor_updater.exe Wo updates found for
9/26/2020 2:17:13 PM info updcheck_... sensor_updater.exe WMo updates found for
9/26/2828 B:17:13 PM info updcheck_... sensor_updater.exe Request for availabl
9/26/2828 B:117:13 PM info updcheck_... sensor_updater.exe Save status file end
9/26/2020 2:17:13 PM info updcheck_... sensor_updater.exe Save status file C:%
9/26/2828 7:47:13 PM info updcheck_... sensor_updater.exe WMo updates found for
7:47:13 PM info updcheck_... sensor_updater.exe Mo updates found for
rH updcheck_... sensor_updater.exe Request for availab
9/26/2828 7:47:13 PM info updcheck_... sensor_updater.exe Save status file end
9/26/2828 7:47:13 PM info updcheck_... sensor_updater.exe Save status file C:
9/26/2020 7:17:13 PM info service sensor_updater.exe Service START end
9/26/2828 7:17:13 PM info service sensor_updater.exe Load updates queue f
9/26/2828 7:17:13 PM info service sensor_updater.exe Save gueues list to ¥
£ >
CooBleHue
1 Request for awvailable updates sent

Beponm: [ EB Cesnze: [ ©) [~ ] @ Coucern: W n u H

Puc.66. Pasgen "XypHan pa6ortbi"

Uctopusa o6HoBNEHUM
B pasgene Nctopua obHOBNEHNIA OTOGParKaeTCsA CNNCOK YCTAaHOBJIEHHbIX paHee 06HOBIEHUN.
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() HacTpoika - Microolap EtherSensor PCAP Edition — O *
Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA !
@«% 00 HBoes
MpoHzE0AHTENEHOCTE g'} HacTpokikca ﬁ AKarHocTHES @ 06HOBNEHWA
=11 oy
]]’:U CrnyxGa oGHoBneHuA Data MpomykT Tun MyTe
= q Texywee cocToaHe
= 9/25/2020 12:00:31 ... Sensorxtd HCopy C:%Program Files'}
: & KypHan paGoTsl
g HaeTpoiikn
< >
Beponm: [ £ Cease: [ © 9% Coucerw: ¥ 10

Puc.67. Pasgen "Uctopus o6HoBNeHMIA"

9. PernameHTHOE 06CNy>KMBaHUe ceHCopa

B uenax nogaepxaHua onTMManbHOro paboyero cocToaHMA ceHcopa U 0bHapy»KeHnsa npobaem Ha
CaMbIX PaHHUX 3Tanax, PEKOMeHAYEeTCA PeryaapHO BbINONHATL CAeaylolmMe onepauum.

1. NMpoBepKa }KypHaNoB COObITUI CEHCOPA Ha NpPeaMET HaAnuMa NpeaynpexaeHun u ownbok
cnyxob.

2. BbinonHeHWe pe3epBHOro KonuposaHua. Heobxoanmo ybeantbcsa B TOM, 4TO
KOHUTYypaLMOHHbIM daiin ceHcopa pPerynspHo pe3epBUPYETCS HA BHEWHUN HOCUTENb
nHpopmaumu.

3. MNpoBepKa MHANKATOPOB NMPOM3BOANTENBHOCTU CepBepa, Ha KOTOPOM yHKLUOHUPYET
EtherSensor, Takux Kak cBO60OAHOE MECTO Ha AWCKe, yTUAU3aLMA NPoLLEeccopa, UCMob30BaHNe
onepaTMBHOW NAamATU. A 3TOM Lenn MOXKeT 6biTb Mcnosb3oBaHo cpeacTso Windows
Performance Monitor 1 npuaoxeHue sensor_console.exe, yCTAaHOBNEHHOE B AMPEKTOPUN
ycTaHoBKM EtherSensor. Ucnonb3oBaHne mexaHM3ma yBeAOMIEHUIA NO3BOASET YyBEAOMATh
COTPYAHMKOB rpynnbl noanepkn EtherSensor o BHe3anHbIX MU3MeHEHUAX AN Npobaemax ¢
NpPoM3BOANTENbHOCTLIO CepBepa.

4. NMpoBepKa KypHaNbHbIX GannoB Ha ceTeBOM ycTponcTee. CneayeT NpoBOAUTb aHaNU3
YPHaNbHbIX paloB Ha NpeaAMeT KOPPEKTHOCTM PaboTbl TPAHCMOPTHOM CAYXKObI, @ TaK*Ke
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OUEHUTb 06beMbl OTBETBAAEMOro TpadumKa C LeNblo HeJoNyLWEHUA Neperpy3km ero
notpebutenen.

5. MpoBepKa A0CTYNHOCTM NoTpebutenei nepexsavyeHHbIX COOOLLEHMIN CO CTOPOHbI CEHCOPA.
Cnepyet ybeantbcs, 4To coobeHmnsa, dopmupyemble cayKbamm ceHcopa, A0CTaBAAOTCA Ha
cepsepbl notTpebutenen coobuieHnit. B cnyyae HEBO3MOXKHOCTM A0CTaBKU COODLLLEHU
noTpebuTensim BO3MOXKHO NepenosiHeHMe ANCKOBOro NPOCTPAHCTBA Ha ceHcope (3aBUCUT oT
YCTaHOB/IEHHbIX aZAMUHUCTPATOPOM AMUCKOBbIX KBOT).

9.1. Bonpocbl no 06¢cnyXMBaHUIO ceHcopa

- Kak yaaamntb cepsucbl Microolap EtherSensor BpyuHyto?
1. B KOMaHAHOM CTPOKe BbIMONHUTL CAeAytolne KOMaHAabl:

sc delete "EtherSensorEtherCAP"
sc delete "EtherSensorICAP"

sc delete "EtherSensorLotusTXN"
sc delete "EtherSensorAnalyser"
sc delete "EtherSensorTransfer"
sc delete "EtherSensorWatcher"

2. 3anyctuTb yTUAMTY regedit u yaanuTb BETKM peecTpa:

HKLM/System/CurrentControlSet/EtherSensorAnalyser
HKLM/System/CurrentControlSet/EtherSensorEtherCAP
HKLM/System/CurrentControlSet/EtherSensorICAP
HKLM/System/CurrentControlSet/EtherSensorLotusTXN
HKLM/System/CurrentControlSet/EtherSensorTransfer
HKLM/System/CurrentControlSet/EtherSensorWatcher

3. YpanuTtb ¢alinbl CTapoit BEPCUM.

4. Nepesarpy3nTb cepsep.

- Noyemy mHoro gy6,1MKaToB B COO6LWEHMAX?

1. Be6 cepBuMCbl MOryT OTNpaBaaTbL GopMbl Hosiee 0g4HOro pasa, HanpMmMep NP COXPaHEHUN
YepHOBUKOB UM A06aBNEHUM aTTaUMEHTOB.

2. B HEKOTOpbIX CNOXKHbIX CETEBbIX YCNOBUAX (Hanpumep, Npy UCMNoNb30BaHMKN LLEMOYKN NPOKCU-
cepBepoB UM 6aNaHCMPOBLLMKOB Harpy3KkM) BO3MOXKHA CUTyaLLMA, KOraa CeHCop BUAUT O4HO U
TOXe coegMHEHUEe HeCKONIbKMMU MHTepdelicammn ogHOBpPeMeHHO. B Takom cayyae cneayet
ncnonb3oBatb GubTP check-md5, 3To NO3BOANT NPUHATL pelleHne — obpabaTtbiBaTh AN He
obpabaTtbiBaTh AaHHOE cooblieHMe ellle pas.
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- l BUXKY TPadUK M3 mirror nopTa Apyrum cHudpdepom, a Ball CEHCOP HUYETO HE /IOBMT.
- CueTunKm TpadurKa yBeMUUBAIOTCA, HO CEHCOP HUYEro He NepexBaTbiBaerT.

- B 3anucu nepexsaTta He BUAHO 06paTHbIX naketoB oT HTTP-cepBucos, T.e. nakertbl OT
KNMeHTcKoro IP Ha yaaneHHbI cepsep/nopT BUAHbLI, a OTBETbI OT yAaNeHHOro cepsepa/nopTa —
HeT. OT KAneHTa npu 3Tom netat nakertbl ACK, FIN/ACK, T.e. 3T0 03Hauaer, uto 310 paboumne ceccum
C peanbHbim TpadUKOM, KOTOPbIA JOXOAUT A0 K/UEHTa.

MpoBepKa NPOM3BOAMTCA B CAeAyOLLEM NOPALKE:
1. Y6eguntbca, 4To CNy*KObI 3anyLweHbl 1 paboTatoT.

2. NpoBepuTb NpaBuaa IP-GpuUAbTPaLUK, NOMHA O TOM, YTO A/1A NPUMEHEHMUA NPaBUN
HeobxoAnMO nepe3anyCcTUTb CAYXKObI.

3. MNpoBepuTb cyeTIMKM TpaduKa. He A0MKHO BbITb KONMYECTBO MoyYeHOo paBHO
Konuyectsy OTKNOHEHO.

4. MpoBepuTb HaNYMe nepexBayeHHbIX AaHHbIX B Noaaupexktopun data anpekropuu
ycTaHoBKM EtherSensor. Ecan ncnonb3yotca GUAbTPbI, NPOBEPUTL TaKKe
coaepxumoe [INSTALLDIR]\data\filter.

5. Mposeputb anpektopuio [INSTALLDIR]\data\result — ecTb 1M nepexBayeHHble
Co0bLEeHMA, KOTOpble HEe OTNPaBieHbl?

6. MpoBepUTb KypHa/bl U CHETYMKM Ha NpeamMeT OoWMOOK. Ecam nux HeT, To cyXK6bI
paboTatoT HOpManbHO.

7. MpoBepnTb HAaCTPOMKKM Mirror-nopTa. Hanpumep, Ha ycTporcTBax komnaHmm Cisco
Nno YMO/MYaHUIO 3epKanmpytoTca naketbl Mb6o RX, inb6o TX. Hy»KHO yKa3aTb B
HaCTpoOWKe Kntoyesoe coso "both":

monitor session 1 source interface <interface-id> both

8. MpoBepuTb, HACTPOEH NN NPOGUIb B HACTPOMKAxX CNYyKObl TpaHCNOPTa,
NpPaBUAbHbINA M NPOdUIb YKa3aH B KauecTse Npoduas No yMOAYaHUIO.

9.B cnydae eCcan BblACHUTb NPUYNHY CaMOCTOATE/NIbHO HE Yy4a€eTCA, O6paTVITbCF| B
TEXHUYECKYIO NoAgaepHKKy.

10. AencTBuA B aBapUnHbIX CUTYaLUAX

OTKa3 TeXHUYeCKUX CpeAacTs

HuKe nepeuncneHbl BO3MOXKHbIE BUAbI OTKa3a TEXHUYECKMX CPEACTB, Ha KOTOPbIX paboTaeT
Microolap EtherSensor, aeicTBMA NO UX YCTPAHEHMUIO M NOCAeAYOLWEMY BOCCTAaHOBAEHUIO paboTbl
ceHcopa.

HeBo3MoKHOCTb 3anycKa cay»6 Microolap EtherSensor B cnyuyae HEKOppPEeKTHO nepe3arpysku
MN OCTAaHOBKMU cepsepa.

CMMNTOMOM AaHHOW aBapuUIMHOM CUTYaL MK aBAseTca cuctemHoe coobueHue (Error 1053) o
HEBO3MOXHOCTU 3anycKa CAy*Kbbl.
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B cnydae ecnm He yaaeTcs 3anyCcTMTb Kakyo-ambo cnykby EtherSensor, Heo6XxoaMMO BbINOAHWUTb
cneayolme AencTBus:

* Monpo6oBaTb 3aMycTUTb CNYKObl NOBTOPHO, MPU 3TOM HEOBXOANMMO NOMHUTbL, YTO ANA
ycrnewHoro 3anycka cnyx6 EtherSensor Heobxoanm 3anyck cay*kbol EtherSensor Watcher

= Ecnn NOBTOPHbIN 3anycK cay*K6 He Bbla BbINOAHEH yCcMewHo, HeobxoaMmo obpaTuTbCA B
CNYXKOY TEXHMYECKON NOAAEPHKKN.

I'IepenonHeHMe AUCKOBOIo NpPoCTpaHCTBA, Bbiae/ZIeHHOro noA cny/bl nepexsaTta COOﬁLI.I,EHMﬁ.

CvumnTomMamu AaHHOM aBapUMHOM CUTYaLLMK ABAAOTCA:
= OnoBeLLEHMA onepaLMOHHOM cucTeMbl 06 OTCYTCTBUM CBOOOAHOr0 MecTa Ha AUCKe

" 3aNnCK B CUCTEMHOM XKypHa/ie onepaLmMoHHOM cucTtembl 06 oTcyTCTBMM CBOBOAHOrO MecTa Ha
ANCKe.

CUCTEMHbIN aAMUHUCTPATOP AO/IKEH YCTAHOBUTb NPUYNHY OTCYTCTBMA CBOOOAHOrO NPOCTPAHCTBA.
[na aToro Bocnonb3yiTecb ocHacTkon Disk Management. Ecav npuunHom aBaseTca nepenoiHeHune
cnynos (aupektopus [INSTALLDIR]\data), yaanute nam nepeHecuTe AaHHble CNy/0B Ha CBOHOAHbIN
AVCKOBbINM pasaen. Takke NpUYnHamm nepenoiHeHna MoryT 6biTb:

" He40CTyNHOCTb CepBepa, Ha KOTOPbI CEHCOP A0/MKEH NepeaaBaTb COOOLLEHMA — B TAKOM
cnyyae TpebyeTca yCTPaHUTb HEenona4KkM CBA3M

= CaMwKom 6onbioi obvem Tpaduka, obpabaTbiBaemMbin CEHCOPOM — B TAKOM C/lydae
HeobxoAnma yCTaHOBKa AOMNOSIHUTE/IbHbIX CEHCOPOB W Pa3aesieHNneM Harpy3Kku mMexay HUMU.

ABapuiiHOe BbiK/lOYEeHMe NUTaHUA cepBepa, Ha KoTopom paboTtaet EtherSensor.

Mocne BO306HOBNEHUA NUTAHMA U BKAOYEHUA cepBepa, Ha KoTopom pabotaet EtherSensor,
CUCTEMHbIM aAMUHUCTPATOP AO/MKEH YOeaAnTbCA B TOM, YTO BCE CAYXKObI YCNELWHO 3anyLLeHbI.

Mpy BOSHUKHOBEHUW OTKIOHEHU OT HOPMAJIbHOrO 3anycKa CaeayeT NPOCMOTPETb XKYPHAbI CAYK6.
Ecan Tam obHapy*KkmnBatoTca coobueHna ob owmnbKkax, HeobxoaANMOo 06PaTUTLCS B CAYKOY
TEXHMYECKON NoaaepKKU.

O6pbiB ceTeBOro NOAKNIOUYEHNA cepBepa, HAa KoTopom pyHKUMoHupyet EtherSensor.

CumnToMamn IaHHOM aBapUMHON CUTYaLLUKN ABNAIOTCA:

= CeTeBas KapTa cepBepa, Ha KOTOPOM GYHKLMOHMPYET CEHCOP, CUTHANIMU3UPYET O
MeXaHWYeCKOM HapyLlleHUn KaHana cBAsun

= Bo3BpaT NaKeToB, OTNPaBAEHHbIX No npoTokony ICMP Ha cepBepbl cuctem-noTpebutenem
pe3ynbTaTtoB EtherSensor, He NPoONCXOAUT MU NPOUCXOAUT YAaCTUYHO

CUCTEMHbIN aAMUHUCTPATOP AO/IXKEH NPOBEPUTL U BOCCTAHOBWUTb KaHaN CBA3M cepBepa, Ha KOTOPOM
dyHKUMOoHMpyeT EtherSensor. 3aTtem cneayeT NpoBepUTbL HACTPOMKM CETU B ONEPALLMOHHOM cUCTEME.
Mocne ycTpaHeHUA Npobiem c ceTeBbiM NOAKNOYEHNEM HEOOX0ANMMO yoeanTbCa B TOM, YTO BCe
cnyx6bl EtherSensor pabortator.
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HecaHKuMnoHMpoBaHHbIN AaocTyn K Microolap EtherSensor uamn OC

HecaHKuMoHMpoBaHHOe BmewaTenbcTBo B Microolap EtherSensor nam OC moxHo onpeaennTb no
cneayroWwmm NpusHaKkam:

= B )ypHane 6e3onacHoctM Windows npucyTCTBYIOT 3anNnCK O NOMbITKAX
HECaHKLWOHMPOBAHHOIO AOCTYNA B CUCTEMY

* B cucteme NponcxoamT CamMonpon3BOIbHOE yaaneHne Uamn cosgaHue dannos, 3anyck
MPOU3BO/IbHbIX CNYK6.

B cnyyae obHapykeHMA NnogobHbIx NPU3HAKOB HEOBXOANMMO BbINOAHUTL Caeaylowme AenNcTBuA:
1. OTKNIOUNTL AOCTYN CEHCOpa K ceTu.
2. OcTaHOBUTb PYyHKUMOHMpoBaHMe Microolap EtherSensor nocpeacTBom ocTaHOBKM BCeX CyK6.
3. YcTpaHUTb NPUYNHbBI HECAHKLMOHMPOBAHHOrO BMeLaTeNbCTBa B CUCTEMY.

4. BocctaHoBUTb pabotocnocobHocTe Microolap EtherSensor.

11. Y10 HOBOrO

Uro HOBOro B Bepcum 6.1 no cpaBHeHM0 Cc Bepcuent 6.0

Cpefia BHIOJHEHWUS :
Windows Server 2012, Windows Server 2016, Windows Server 2019.
VICTOYHMKM [OAHHHX M PEKOHCTPYKIUS OBEBEKTOB:
OBpa6orxa PCAP-pamnon:

[+] JobaBjieHa BOBMOXHOCTL IETEKTUPOBaAHUA M 00paboTkM IPOTOKOJIOB C IOMOWLI Lua-
napceponB. Temnepb oBpaboTKa HOBHX MNPOTOKOJIOB YPOBHS IMPUJIOXEHMS IIOJIHOCTBIO
3anaérca B KOoHbOurypauum EtherSensor.

[+] B xauecTBe npuMepoB noOaBJIEHH CJenyllye Iapcephl NPOTOKOJIOB Ha Lua:

- TCP: MySQL, Postgres, MSSQL (TDS), Oracle
- UDP: DNS
- IP: ICMP.

[+] HDobaBiieHa BOBMOXHOCTHL 3anmcu Tpadmxa B PCAP-damyibl. 3anoMCaHHBM Tpaduk mMeeT

BCe MeTaIaHHHE, IIOJIydeHHHE B Ipolecce o006paboTKM CeCCUM:
- Tun nporokojsia: aTpubyTe NDPI, arpmbyTel EtherSensor
- Tpadbwuk npmuBsA3aH K I10OJIL30BaATEJO.

AHanIM3 NepexBadYeHHHX O6GBEeKTORB :

[+] ITerexTopr Lua cTany COOBTUMHO-OPMEHTMPOBAHHEMM. B HacTpoMKax IOeTeKTopa MOXHO
ykasaTb B noJjie Settings.EventFilter, kakoy¥ MMEHHO THUI COOHTUM obOpabaTeBaeT
IOAHHHM IOETEeKTOP.

Hanpumep: EventFilter = "raw/mysql" wmnm EventFilter = "raw/xmpp".
[+] PeanmzopaHH cienypomue Lua-CKPUITE OJI8 3Tala OEeTEeKTUPOBaHMA COOBITUI:
- MecceHIOXephl:

- 12-xmpp.lua
- 1l2-slack.com.lua
- 1l2-websocket-slack. lua
- Onepauum c odamaamm:
- 12-ftp.lua
- JeTexTopH COOBITUM OOMeHa MexIy KJIMeHTOM u cepBepoM CYBI:
- 12-mysqgl.lua
- 12-mstds.lua
- 12-postgres.lua
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- 1l2-oracle.lua
- Obpaborxka PCAP-Qpamyios:
- 12-pcap.lua
- Obpaborka SIP-3amnpocoB:
- 12-sip.lua
- Obpaborxka DNS-3amnpocos:
- 12-dns.lua
- Obpaborxa ICMP-COOBITHUIN:
- 12-icmp.lua.
JocTaBka peSylbTaTOB aHajlns3a CHUCTEMaM-NOTPebMTeNsM :
[+] IobGaBiyeHa MHTEerpalLuMsa C aHaIUTUHecCcKoM njardopmorm Dataplan (Angara) .
[+] O6roBNEH Monmyyb libcurl.dll mo Bepcum 7.73.0.0.
[+] O6roBNEH MonmyJnb libssh2.dll mo Bepcum 1.9.0.0.
KoHCONE yHNpaBJIEHUS :
[+] Hactpolka nepexeaTa Tpadpmka u obpaborkm PCAP-damior crajya OoJjiee OeTaJIbHOM:
- HacrTpolika BCTPOEHHEIX I1apCepoB
- HacTpolka Lua-napcepos
- HacTpolka zanmucu Ttpadmuka B PCAP-Qamim.
[+] OMIBTPH IAaKeTOB Telepb MCIOJBb3YKT CUHTaKCUC (uIbTpoB tcpdump M OMOIMOTEKMU

libpcap mnsa renepauuum BPE (Berkeley Packet Filters).

BHVMAHIE :

B Bepcum 6.1 msmeHmJcs dopMaT NaKeTHHX OMILETPOB. ECIM BH MCHNOJIb3yeTe

nakeTHee OUIILTPBE, MX ClelyeT Nnpeobpas30BaThb B HOBHU dopmar (tcpdump/libpcap) B

pyuYHoM pexume. Crapee OMILTPH COxXpaHeHn B kaTayore \backup\DD.MM.YYYY\config.
[+] Lua-OeTeKTOpH IPYyNNUMPYKOTCA O TulIaM oOpabaTelBaeMEIX COOBITUM.

12. lokanusauyua GUI

Monb3oBaTenbCcknit MHTEPPENC MOXKET BbiTb 32 O4EHb KOPOTKOE BPEMA JIOKA/IM30BAH Ha Ball A3bIK
npAMo B KoHconu ynpasneHna EtherSensor PCAP Edition.

Ecnm KnMKHYTb No y3ny Jlokanu3ayus--Pedakmop, To OTKPOETCA OKHO NoKanM3aumm anemeHTos GUI:
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() HacTpoika - Microolap EtherSensor PCAP Edition — O *
Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA ?
[ o]
- O @ By |
MpoHzE0AHTENEHOCTE ;i} HacTpokka ﬁ AKarHocTHES @ CEHOBNEHHA
L —
i gt AreHTel Sensor ~ = [z | " = »
L= S| En |G | Azbie Pycckwii [ru-ru | DuAET| | Eryna | 2 v| 2568
=), AHanM3 aHHEN L—J I—Té y L ] P [pEryRAp 4
|- "F MNpeaBapUTEnbHAR SUNETRALMA Koy SHaYeHue &
--,' Luz-cepunel settings_localization_btn_filter_description dunsTp oTobpamaems cTpok, MononbsyiTe npedmke e, a
AT tuneTpe HTTP-06bexkToB . 7
. filter_editor_attribute_attach_name YKEZRIBIETCA CTPOKE, WaBNoH MK PEryNApHOES BoIPEteHHE £
ﬂ [AeTexTHpoBaHue cobbIThi ) . )
/.;', TT— filter_editor_attribute _cmp_string YKASLIBSET THM ONEpEUMK CPABHEHHA M MOXET MPUHWUMETE 3Hi
- Ei-.-aBepmamu.Laﬂ e filter_editor_attribute _cmp_type_regex PErynAapHoE BLIpEHEHNE
: .f.z'-\ LUG-CHpHMNTE! filter_editor_atiribute_host_value ¥KaspIBaETCA WabnoH (peErynapHoE BRIDEMEHIME) MM CTPOKE,
[, v OUNLTPEI CooBLLEHMI filter_editor_attribute_http_header_value YKE3RIEIETCA NPOEEPAEMOE 3HaYEHME (CTPOKE, WabnoH 1M £
[l0CTaBKa pesyNLTATOE filter_editor_attribute_http_url YKA3LIEAETCA NPOBEPAEMOE 3HAYEHME (CTPOKE, WaBnoH unK £
) ARCHIVING filter_editor_attribute_value_string YKa3bIBAETCA NPOBEPAEMOE 3HA4EHWE (CTpoKa, WabnoH unu
I_El DLP filter_editor_http_filter _condition_request_head... ¥Ycnoeue npoBepaeT sHadeHWe saronoeka HTTP-zanpoca Ha Hi
5% SIEM filter_editor_http_filter _condition_response_hea... YcnoBue NpoBepReT sHa4eHWe 3aronoeka HTTP-0TBETa Ha Ha
b= SANDBOX F IS | I S | ISP | EPUpI—— R Ep N S LoV I o o o YU A
£ >
STATS
GROUP-npodiinia Knwou CraTyc
OBwme HACTPORKK AOCTABKM settings_localization_btn_filter_description a | CoznaHo b
-1 45 TIOACUCTEMAE HYPHANMPOBaHMA
1/ HypHane! cofibimii 3HaueHne
ikl CTaTHCTHRS 1 PunbTp- oTobpakaeMex - C TR . - McnonbsyATe - npedukc- "re. " - AnA- fuABTPaLAn - no-
1 ¥nanénHsit aoctyn perynapHe- EHpEXEHHﬂ}é
i B~ RAPT npodwanu
=% Muuersvposarne
| Miuensia
=] 3anpoc AULEHZHK
Nokanuzauma
-4k PegakTop v
Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.68. OkHO y3na Jlokanusauma--Pepakrop

TeKkcToBble cTpoKM anemeHToB GUI xpaHAaTcs B A3bikoBbIX XML-dalinax, Bbl MOXKeTe OTpeaaKTUpPoBaTh
NX HenocpeacTBEHHO B OKHe y3/1a Pedakmop.

[ns Toro, 4yTobbl COXPaHUTb M3MEHEHHDIN TEKCT B A3blkoBom XML-daine, Haxkmute Ctrl-S. YTo6bI
yBuAeTb 06HOBNEHHbIE anemeHTbl GUI, HaxkmuTe Ctrl-R. 3TK Ke aencTBua MOXKHO NPoOU3BECTU
KHONKamMu Ha Tynbape cneBa oT BbiNaAyWwKy A3biK (1).

OCHOBHbIE 3N1EMEHTDI ynpasieHUA OKHa JIOKa/In3aunun:

1. A3bIK:

MepekntoyaTenb pegakTMpyemoro s3bikoBoro XML-daina (He nytaTb ¢ A3bikom GUI,
nepekntoyYaembim no HacTtpoiKa -- U3ameHUTb A3bIK). HaanMcu Ha 3TOM 31ieMeHTe onpeaenatoTcs
Ha3BaHMEM U COAEPHKMMbIM s13bIKoBbIX XML-dalinos (cm. Huxke).

2. dunbrp:

CDVIﬂpr ANA NONUCKA CTPOKOBbIX 3HayeHu. Monck moxket NPOUNCXOAUNTb B KOJIOHKAX Knrou,
3HaueHue n Cmamyc NN e BO BCEX Cpasy. O6nactb noncka YCTaHAaB/IMBAETCA B BblMaAyLllKe
OKO/10 3Ha4Ka BOPOHKK CrnpaBa OT 3/IeMEHTa dJunbmp.
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3. 3HaueHue:

OKHO pefakTMpoBaHua nona 3HavyeHue. CoaepKMMOE MMEHHO 3TOrO OKHa UCMNO/b3yeTca npu
oTObparkeHUM anemeHTa MHTepdelica.

4, Craryc:

MepeKkntoyaTenb cTaTyca anemeHTa nHTepdeinca. HazesaHmMA cTaTycoB MOryT 6bITb MU3MEHEHbI Ha
Ballle YCMOTPeHMe 34€eCh »Ke. Kaxkaomy cTaTycy COOTBETCTBYET CBOM POHOBbLIN LBET CTPOKM
anemeHTa uHTepdenca. CnpaBa BBEPXY OKHa MHTepdeica NoKaAM3aLmMm pacnonoKeHbl CHETYMKN
31eMEHTOB C Pa3/IMYHbIMKN CTaTycamMM, YTO NO3BONAET OLEHUTb 06bEM OCTaBLLENCs PaboTbl.

5. Kniou:

TekcToBble anemeHTbl GUI xpaHaTca B XML-¢daiinax 8 suae nap "kato4y-3HaveHune", rae none
Kntoy AaBnaeTca yHUKaNbHbIM K/OYOM, a None 3Ha4yeHue CoaepXKUT 0TOOparkaemMblii B 3/1eMeHTe
GUI TekcT.

fsbikoBble XML-¢ainbi

A3bikoBble palinbl HaxoaATcA B NnoaanpektTopum lang anpektopum yctaHosku Microolap EtherSensor
M NOMMEHOBaHbI MO NPUHLUMNY <A3bIK>-<KyNbTypa>.xml, Hanpumep en-us.xml, pt-br.xml v T.n.

BHyTpu s3bIkoBON XML-dpaitn BbirnaguT TakK:

=l enus xml E3 I

F?xml version="1.0" encoding="utf-8"%:-
<root lang="English">
E <data name="application name" status="created">
<value>EtherSensor</value>
- </data>

L B3k

O T Wy S

b [ <data namse="about form check box dont show again" =ztatus="created">
o - = - | _ag
<value>*Don't show this window again</value>
B - </data>
g = <data namse="application caption performance" status="created">
PE E F
10 <valus>Performance</valus>
11 - </data>
12 — <data nams="application caption settings" =status="created">
PE F g
13 <valuerSettings</values>
14 - </data>
15 [H <data namse="application caption bug report" status="created">

<value>Diagnostics<fvglueb

17 - </data>

Fl  <data name="application caption updater" status="created">
“<value>Updates</valus>

- </data>

[l <data nams=="application wversion" status="created">

[T =]

<wvalus>Version</valus>
- o </data>

| S S T % B W T S

[T L T S '

Puc.69. CoaepikaHue asbikosoro XML-daiina GUI.
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3HayeHue aTpmbyTa "lang" Tera "root" BmecTe c umeHem daiina UCNONb3YyOTCA NPU OTOGPaKeHUM
TEKYLLEro A3blkoBoro ¢anna B anemeHTe A3bIK.
[ns Toro, yTobbl HayaTb NoKanmsaumio GUI Ha HOBbIM A3bIK, HY)KHO CAEeNaTb CaeayoLee:

1. CKonupoBaTh CYLLECTBYIOLLNI A3bIKOBON dain, Hanpumep, en-us.xml B HOBbI, Hanpumep, pt-
br.xml

2. OTKpbITb TONbKO YTO CO3A4aHHbIN dann pt-br.xml 1l0ObIM TEKCTOBbIM PeAaKTOPOM U UCMPaBUTb
English Ha, Hanpumep, Portugués brasileiro

3. 3aKpbITb $pain M 3aHOBO 3aNyCTUTb KOHCO/b YNpaBaeHUA sensor_console.exe. B BbinagyLke
A3bIK NOABUTCA HOBbIN A3bIK M HOBbIN daii.

Tenepb MOXXHO HaYMHATb peaaKTUPOBaTb TeKCTOBbIe anemeHTbl GUI B paine pt-br.xml.

PepaktnposaHue anemeHrtos GUI

[ns Toro, 4yTobbl OTpeaaKTMPOBaATb TEKCT 3iemeHTa GUI, KAMKHUTE No OKOWKYy 3HaYeHue, U3MEeHUTE
TEKCT, HaxkmuTe Ctrl-S — HoBoe 3HauyeHmne anilemeHTa coxpaHuTca B A3bikoBom ¢daine, 3atem Ctrl-R —
HOBOE 3Ha4YeHUWe 3/IeMeHTa NPOYUTAETCA U3 A3bIKOBOro gaiia n oTobpa3nTca B COOTBETCTBYIOLLEM
3/IeMeHTe. ITU Ke AelCTBMA MOXKHO NPOU3BECTU KHOMKaMK Ha Tysibape c/iieBa OT BbiNaayLlKn A3bIK.

L) HacTpoika - Microolap EtherSensor PCAP Edition

Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA ?
[
- O) @ 28y

MpOHIE0AHTENEHOCTE ;i} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

—=
o o AreHTEI Sensaor ~

f— | [F |E& | Asbik Pycckwid [ru-ru - | DuneT | Eryna | Sy v| 2568 ”
1), AHanM3 AaHHbIX & | y [ ] P |PETYAp Y
E1-%F MpeasapuTensHas dunsTpawa Konoq SHaueHue &
-'_,' Luz-cepunel settings_localization_btn_filter_description dunsTp oTobpamaems cTpok, MononbsyiTe npedmke e, a
7 ouneTpel HTTP-06beKToB _ .
. filter_editor_attribute_attach_name YKEZRIBIETCA CTPOKE, WaBNoH MK PEryNApHOES BoIPEteHHE £
ﬂ [eTekTUposaHue cobmii ) . _
f ,z.;'-\ Lua-CRpunTe! filter_editor_attribute _cmp_string YKASLIBSET THM ONEpEUMK CPABHEHHA M MOXET MPUHWUMETE 3Hi
= - ;;;BEDLIJEIKJLLLBH HALTpaLS filter_editor_attribute _cmp_type_regex PErynAapHoE BLIpEHEHNE
) Lua-crprnTe filter_editor_atiribute_host_value ¥KaspIBaETCA WabnoH (peErynapHoE BRIDEMEHIME) MM CTPOKE,
<7 OUNLTPEI CooBLLEHMI filter_editor_attribute_http_header_value YKasbIEETCA MPOBEPAEMOE sHa4eHre (CTPoKa, wabnoH unk
=--ki| AocTaska pesynsTaTos filter_editor_attribute_http_url YKA3LIEAETCA NPOBEPAEMOE 3HAYEHME (CTPOKE, WaBnoH unK £
) ARCHIVING filter_editor_attribute_value_string YKa3bIBAETCA NPOBEPAEMOE 3HA4EHWE (CTpoKa, WabnoH unu
I_El DLP filter_editor_http_filter _condition_request_head... ¥Ycnoeue npoBepaeT sHadeHWe saronoeka HTTP-zanpoca Ha Hi
5% SIEM filter_editor_http_filter _condition_response_hea... YcnoBue NpoBepReT sHa4eHWe 3aronoeka HTTP-0TBETa Ha Ha
SANDBOX Ll mdden Ll Llien oo Ll Loo [ ¥ P ————— L T I o o o TS A
£ >
STATS
2= GROUP-mpodwanu Koy CraTyc
OB HACTROKK ACCTEEKN settings_localization_bin_filter_description | CozaaHo v
-1 45 TIOACUCTEMAE HYPHANMPOBaHMA
1/ HypHane! cofibimii 3HaueHne
il Cratucmika 1 PunbTp- oTobpakaeMex - CTPOK. -McnonbsyATe - npedurkc- "re. " - AnA- fuasTpagAn - no-
-] Ynanénent noctyn pEryNApHEM: BHPEXEHNAM.
[~ RAPI npodiana
=% Muuersvposarne
| Miuensia
=] 3anpoc AULEHZHK
= Nokanuzauma
-4k PegakTop v

Beponm: [ £ Cease: [ €) © 95 Coucenn: W [F1 0

Puc.70. PepakruposaHue TeKcra anemeHra GUI.
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He 3a6y,c|,bTe Cpa3y e NOMEHATb CTATYyC 3/IEMEHTa, €C/in 3TO HeO6XOAMMO.

OaHoBpemeHHas pabota c asymsa a3bikamu GUI.

YT106bl HEe NepekNoYaTbCA MOCTOAHHO MeXAy ABYMA A3blKaMu A3bIKOBOW Napbl GUI, nydwe nmeTtb
OTKPbITbIMM O4HOBPEMEHHO ABA OKHA KOHCO/M ynpasBaeHus. s 3Toro npogenante cneayoulee:

1. Co3panTe nanky ana paboTbl ¢ NepBbiM A3bIKOM, Hanpumep, en-us.xml. HazoBém eé C:
\EtherSensor Agent-en-us

2. Co3paiiTe nanky Ana paboTbl CO BTOPbIM i3bIKOM, Hanpumep, pt-br.xml. Hazosém eé C:
\EtherSensor Agent-pt-br

3. Ckonupy#Te B 3TU Nanku Bce ¢pannbl U3 gupektopmn yctaHosku EtherSensor, octaBus B
nepBoi Nanke B noaampexkTopumn lang Tonbko pain en-us.xml, a Bo BTopoi — TonbKo pt-br.xml.

Tenepb MOXKHO OTKPbITb OAHOBPEMEHHO A1BA OKHA NPUIOKEHUA KOHCOAWN yNpaBaeHua, ogHo u3 C:
\EtherSensor Agent-en-us, a apyroe — u3 C:\EtherSensor Agent-pt-br u peaaktnposatb dalinbl,
n3berkaB BO3IMOXKHbIX OWMOOK 1 NyTaHMLbI.

Korga 3akoHunTe, nepemectute ¢pann pt-br.xml B noggmpektoputo lang AnpekTpmmn ycTaHOBKK
EtherSensor, a 3Tn ABa HOBbIX KaTasiora NPocTo yaaaunTe.

Ucnonb3oBaHMe perynsapHbIX BbiPayKeHUU NpU NOUCKE B NONAX 3/IEMEHTOB
(Punbrp).

EcAu CTPOKY C MCKOMbIM TEKCTOM B 31eMeHTe Puabmp npeaBapuTb KOMOBUHaLUMen CMUMBOOB re.

("r", "e" n "."), To oHa ByaeT MHTePNPeTMPOBATLCA KaK PerynapHoe BbipaXeHue.

Mpumep:
re.[0-9]S  — HailTn BCe 3/1eMeHTbl, B KOTOPbIX 3HaYeHNe OKaH4YMBaeTca Ha umdpy
re.: $ — HaliTi BCce anemeHTbl, B KOTOPbIX 3HaYEeHWEe OKaHYMBAETCA Ha "aBoeToume
npoben"

re.A.{4,6}S — HallTn BCe 3neMeHTbl, COCTOALLME U3 CTPOK AJIMHON OT 4 10 6 CUMBONOB.

Ecnuv Bbl NpuwnéTe Ham CBOM A3bIKOBOW dain, To Mbl ero Ao6aBumM K AUCcTpubyTMBy BAnKaMwero
penun3a EtherSensor. Kpome Toro, stot pann 6yaet gobasneH cuctemort 06HOBAEHUI KO BCEM
paboTaloWwmMm Ha JAaHHbIA MOMEHT 3K3eMnaApam NPoOrpammeol.

13. lnyeHsuposaHue Microolap EtherSensor

Microolap EtherSensor PCAP Edition Tekywelt Bepcum pacnpoctpaHseTtcs 6ecnnaTHo,
NIMUEH3NOHHbIN dalin TaKKe He TpebyeTca.
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MpuobpeteHne nnyeHsnn Microolap EtherSensor
MNocTtaswuk: OO0 MuKpoonan TeKHONoAXKMC
Email: sales@microolap.ru
TenedoH: +7 495 748 8105
WWW: https://www.microolap.ru/company/contacts

Kak npuobpectu Microolap EtherSensor
Ons nonyyeHna Kommep4yeckoro npeanoxkenumsa ot 000 MuKpoonan TEKHONOAMKNC HANULIUTE Ha
sales@microolap.ru.

Mpuobpectn y napTHEpPOB: https://www.microolap.ru/partners/.
KynuTb oHNalH Ha calite www.microolap.ru.

13.1. /InueH3noHHbI ¢pann

NHbopmauma o amueHsmax Microolap EtherSensor copepxutca B darine license.licx, KoTopbiin
[ONMNKEH HAXOAUTLCA B KOPHEBOW AMPEKTOPUN UHCTANNALUNN.

NnueH3sna coaepKUT MHGOPMaLLMIo O MOAYNAX, IMLEH3NPOBAHHbIX AN AaHHOW MHCTAaNNALMM,
CPOKax AENCTBUA NULEH3UN ONA KaXKA0r0o MoAyANsA, AaTy UCTEYEHUA NOAMMUCKU HAa OBHOBNEHUA U
Apyrve aaHHble. Coaepxumoe daina NMLEH3NUM OTKPLITO A4 NPOCMOTPA, HO 3aLLMLLEHO
KOHTPO/IbHOWM CYMMOM M LudpoBoi noanuckto. JInueHsna Bblaaetca agnsa nHctaanauum EtherSensor
Ha KOHKpeTHOM 0bopyaoBaHWM, ANA Yero NpeayCMOTPeHa cneunanbHas nposepka.

CoCTOAHME IMLLEH3UN MOXKHO NPOCMOTPETb C MOMOLLbIO KOHCO/M yNpaBaeHus (cekuma
JluyeH3uposaHue).

B 3aBMCMMOCTM OT HAaNMUUA B ANPEKTOPUM UHCTannAaLMKM daina license.licx M TMNOB NMLEH3UIA Ha
EtherSensor, Bce moaynu paboTtatoT B O4HOM U3 PEKUMOB:

Oemo-pexxum

B Aemo-pexknume AeTEKTUPYIOTCA BCe COOBLLEHUA, HO TONIbKO Kaxkaoe naToe coobuieHune
nepepaeTca caybe A40CTaBKM pPe3y/bTaToB B NOJHOM OPUTMHANbHOM BUAE.

CpoK pabotbl EtherSensor B feMo-perkume He orpaHUYeH: Bbl MOXKeTe paboTaTtb Hag,
pa3BEépTbIBaHMEM €ro B CETU BalLeil OpraHn3aLLmMmn CTo/IbKO BPEMEHM, CKONbKO noTpebyeTcs.

YT106bI NepekntounTb EtherSensor Ha NOAHbBIN peXKMM, NOMECTUTE B AUPEKTOPUIO UHCTANNALUM
EtherSensor KoppeKTHbI ¢ain license.licx.

MonHbIN pexum

B nonHom pexxkume EtherSensor pabotaert B TeueHWe yKa3saHHOro ABHO B dpanne nnueHsnm
nepnoaa BpeMeHu, NONy4an U yCTaHaBAMBAA AOCTyMNHble 0OHOBAEHMA.

Mo ncreyeHmnn YKa3aHHOro nepnoaa BpemeHu:

» Ecnun 6bina npuobpeteHa NnepmaHeHTHaA ANLEH3MA, TO YCTaHOBKA OOHOBNEHUIA

2001 -2020, O6bwecmeo ¢ o2paHu4eHHol omeemcmeeHHOCcMbio Mukpooaan TekHon00xuc


mailto:sales@microolap.ru
https://www.microolap.ru/company/contacts
mailto:sales@microolap.ru
https://www.microolap.ru/partners/
https://www.microolap.ru

NuuensuposaHue Microolap EtherSensor 266

npeKpalaeTca 40 Tex nop, Noka He byaeT nonydyeH ¢ann anueHsum license.licx ¢
OOHOBNEHHbLIMU INLLEH3NOHHbIMM AaHHbIMK. [Tpn aTom EtherSensor npogonkaer
paboTaTb B NO/IHOM peXxKMMe.

= Ecnm anueH3na Ha EtherSensor 6bin1a npMobpeTéHa No noanucke Ha GUKCMPOBAHHbIN
CPOK, MPOUCXOAMUT Nepexos, B AEMO-PEKUM.

Mpwu 3anycke B aemo-pexume Bepcun EtherSensor, BbinylweHHOMW nocae AaTbl OKOHYAHMA
noAnuCcKM Ha 06HOBNEHMS, B Ior byaeT 3anMcaHo cooblleHue o nocneaHer sBepcuu, pabora ¢
KOTOPOW A0MNYyCKAaeTcA TEKYLLEN INLLEH3UNEN.

Microolap EtherSensor genaet 3an1cb 0 GpaKTe OKOHYAHMA AULLEH3UKU B Nor. Dalin NMLEH3NK
nepefaérca Ha paboTaloLWwmii CeHCOP aBTOMATUUYECKM Yepes cuctemy 06HOBAEHUA.

3anpoc anuyeHsnm

daiin nmueHsuum license.licx reHepupyetca noctasumkom Microolap EtherSensor Ha ocHoBe daina
3anpoca Ha AanueH3unio request.licx, co3gaHHOro Ha KOHKPETHOM 3K3emnApe 0b6opyaoBaHUA
ceHcopa.

Mpu nepeHoce EtherSensor Ha Apyron cepsep UAM 3aMeHe BblleaLlwero nu3 cTposa obopyaoBaHmA
EtherSensor 6yaeTt pacnosHaBaTb NLEH3UIO KaK HEBaIMAHYIO. B 3TOM ciyyae cnegyeT oTnpaBuTb
HOBbI 3aNPOC HA IMLLEH3UIO U NOAYYUTb HOBbIN dainn nnueHsum license.licx.

Kaxaas nmueHsns npusasbiBaeTca K obopyaosaHuto cepsepa (UHID, HardwarelD), ana kKotoporo
OHa co34aBanaco.

Moatomy ansa uckntoyeHuna npobaem ¢ nsmeHeHmem UHID B npouecce akcnayaTauum nepeg,
co3gaHuem daiina request.licx Heobxoanmo npusectn Bcé obopyaoBaHue cepeepa B TO
COCTOAHME, B KOTOPOM OHO ByAeT SKCNAyaTMPOBaTbCA, TO ECTb OTKNHOUYUTL BCE BPEMEHHbIE
ycTpoicTea (dnew-kaptbl, USB-HDD v T.M.), OTKNIOYUTbL BCE BPEMEHHbIE, BUPTYa/ibHblE UM
Hencnonb3yemble ceTeBble KapTbl, HacTpouTb MAC-aapeca v T.0.

Bonee noapobHo c noHATMEM UHID moxHO o3HakomuTbeA B pasaene "UHID (HardwarelD)
cepsepa.

[na cospaHuna danna request.licx cneayet B KOHCOM yNpaBAEHUA OTKPbITb CEKLMIO 3anpoc
AUYeH3uU 1 3anoNHUTb B NOABUBLUEMCA OKHE COOTBETCTBYHOLWME N0A, 3aTEM HaXKaTb KHOMKY
CoxpaHumeo.
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L) HacTpoika - Microolap EtherSensor PCAP Edition — O %

Hactpoika  [NpoWsB0AMTENEHOCTE Ouarnoctika  OBHosneHwA ?
[
= 0P @ 8y

MpOHIE0AHTENEHOCTE ;i} HacTpokka ﬁ AHarHoCTHES @ CEHOBNEHHA

=

& CTO4HMKM METAREHHEX ~
i KOHTPOMNEPE! AOMEHOE

&4 DNS-cepsepbl

"4 DNSBL-cepsepel

@ Nork ayTeHTUDMKaLIM

3anpoc NHUUEHZMH

CosaaHre diaina 3anpoca NMMUEHSMK B COOTBETCTEMM C BeIDPaHHeIM COCTaBOM MOAYNER Sensor.

3

£~ AreHTHI Sensor 3anpec ANLEHIKM
b AHEIINS AaHHEIX v 0basaTenbHbIE NaPaMeT Pbl MHLEHSHA -
¥ MNpeasapuTensHan GUNETPALIA P

ﬂ NeTerTHpoBaHie cobbimii
[~ % 3aBepwaolan dUNETPaLMA
[locTEBKE PESYNLTATOS

Mo KoHTpakTa
KOHTEKTHaA MHBOPMAELIA

d DESKTOP-AD4QNLC v
1 ARCHIVING 1A cercopa
IE DLP Muuensuar
22 SIEM HaWMEHOBEHME OPraHW3aLMM-TMUEHSMATE (Ha KoTopyto GyaeT ohopMAATLCA NMLEHIMS).
=, SANDEOX
STATS
GROUP-npadini Moaymv nuueHsmm
OBluue HaCTRO#icH AOCTaEKH BiiBEpuTe MoaynN, KOTOPbIE HEOBXND AMMO BKIIOUHTE B SAMPALIMBAEMYID TMLIEHSMIO:
- MoACMCTEME HYPHANMPOBaHWS (WM) BeG-nouta -

(SN) CouaneHeie cetm

(EM) Email

(IM) MrHoBeHHEE CooBlLEHMA
(FT) Nepegaya dainos

(CV) Nowek pabote

1/ HypHane! cofibimii
e iy CTETHCTIKE
T YoangHHet aocTyn

i B~ RAPT npodwanu
=% Muuersvposarne

= (WR) Yrerme sxoaawein seGnodTel hd
& | TMueHzns
B 3anpoc nuueHzImM
-5 Nokamsauna BelaenuTe BoE OTHEHUTE BCE CONPEHUTE

----- 4-:} PegakTop
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Puc.71. dopma 3anpoca NMUEeH3nN.

®aiin 3anpoca MMUEH3UN BYAEeT COXPaHEH B AUPEKTOPUIO MHCTANNALUN C UMeHeMm request.licx.

O6sa3aTenbHble NapameTpbl INLEH3UM

JInyeHsunar

HavmeHoBaHMWe opraHM3aunmn-anLeH3maTa (Ha KoTopyto 6yaeT obopmMAATLCA NLEH3MUA).

KoHTaKTHaa nHpopmauuma

KoHTakTHasa nHdopmaums ana ceasm ¢ npeactasutenem anmueHsmnata (PHN0O, e-mail, Tenedpon).

No KoHTpaKra

OcHoBaHuWe ANA NpefoCcTaBAEHUA NNLEH3MN: CCbI/IKa HAa HOMEP KOHTPaKTa Uau aorosopa. Ecam
MUEeH3nA npeaocTaBaseTcs 6e3 goroBopa, HanpUmep ANs TeCTUPOBAHUA, HEOBXOANMMO yKasaTb
[aTy 3aBeplieHnsa TectTupoBaHua (Hanpumep, "TectuposaHue EtherSensor no 01.12.2011").

[aTta OKOHYaHUA NOANUCKMU Ha obHoBNEHMA

O6bl4HO 3TO AaTa, 40 KOTOPOW Npou3BeeHa oniaTa no A0roBopy UAWU AONOAHUTENbHOMY
cornaleHuto (Bpems CyTOK He y4uTbIiBaeTCs).
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beta-nnueH3una

Bbibepute "[a", ecnn B npouecce 06HOBNAEHUS NMNLLEH3NA A0/XKHA Pa3peLllaTbh YCTaHOBKY
HoBenwwunx 6eta-Bepcuit EtherSensor. Ecam BbibpaHo "HeT", TO 06HOBAEHWNA BKAOYAOT TO/IbKO
CTabunbHble Bepcuu.

Uma ceHcopa

HavmeHoBaHMe ceHcopa (pu3myeckon ctaHumm). Mcnonbsyetca, 4Tobbl OTIMYATL PasHble
aksemnnspbl EtherSensor B npegenax ogHol opraHmsaumnm. Cloga MOXKHO BBECTU MMA XOCTA UM
Kakoe-Mbo yc/IoBHOE HaMMEHOBAHWE CEeHCoPa, O4HO3HAYHO ero ngeHTMdMUmnpyloLee B
npesenax opraHn3auumn-amueHsmnaTa.

Moaynu nmueHsum

Mopaynu EtherSensor, noanexatline NMUEH3UPOBAHUIO.

Mocne HaxaTma KHOMKN CoXpaHUmMb B KOPHEBOW AMPEKTOPUM ycTaHOBKM EtherSensor 6yaeTt co3gaH
¢dann request.licx. Ero cnegyet otnpaBuTb nocTaBmKky EtherSensor ana co3gaHuA Ha ero ocHose
Hosoro ¢panna nnueHsuu license.licx.

Kak npuo6pectn Microolap EtherSensor
Ona nonyyeHmna kommepyeckoro npegnoxkeHna ot OO0 MuKpoonan TEKHONAOAKMC HANULLNTE HA
sales@microolap.ru.

Mpuobpectn y napTHEpPOB: https://www.microolap.ru/partners/.
KynnTb OHMalH Ha caiite www.microolap.ru.

13.2. UHID (HardwarelD) cpeapbl BbiNnONHEHUA

Kaxaas nnueHsna Microolap EtherSensor (paiin license.licx) npusAsbiBaeTca K 060pya0BaHUIO
cepsepa EtherSensor, gna Kotopoit oHa NnpegHa3sHa4veHa. ITa NpMBA3Ka genaetca yepes T.H. UHID —
CneunanbHblii Kog, YHUKaNbHbIN ON5 Kaxaon cuctemol n Habopa obopyaosaHua (Unique Hardware
IDentifier). UHID pobasnsetca B pann-amueH3unio, n 3atem EtherSensor nposepseTt cootseTcTBUE
UHID cuctembl u UHID B daiine nnueHsnu.

Ecan UHID B ¢daiine nmueHsnmn He cootBetcTByeT Tekyuemy UHID cuctemsl, To EtherSensor
aBTOMATUYECKN MEPEXOLUT B LEMO-PEKNM.

Mpu BbluncneHnn Tekywero UHID yunTbIBaETCA CMMCOK CETEBbIX KAPT CUCTEMbI M CMUCOK YCTPONCTB
XpaHEeHUA CUCTeMbl. ITO 03Ha4aeT, YTO NPU N3MEHEHWNM CMIUCKA CETEBbIX KapT UM CNNCKA YCTPOMCTB
XpaHeHUsA cuctembl Tekylwmin UHID TaKKe MOMKET U3MEHUTbCA.

Ana ncknroveHnsa npobnem c nsmeHeHnem UHID B npouecce skcnayaTaumm nepes co3gaHnem
¢danna request.licx Heobxoammo npmeecTu Bcé obopyaosaHue cepsepa EtherSensor B To
COCTOSIHME, B KOTOPOM OHO ByAEeT 3KCNAYyaTUPOBATLCA: OTKNOYNTb BCE BPEMEHHbIE YCTPOIMCTBA
(dnew-kaptbl, USB-HDD v T.Mn.), OTKNOYUTL BCE BPEMEHHbIE, BUPTYa/ibHbIE UM HEUCTNONb3YEMbIe
ceTeBble KapTbl, HacTpouTb MAC-agpeca v T.0.
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B npouecce akcnayaTtaumm EtherSensor Bbl MoXKeTe BpeMeHHO NOAKNH0YATL YCTPOMCTBA XPaHEHMUA
(dnew-kapra, nepeHocHolt HDD u T.n.). EtherSensor oTcnexXnBaeT TakMe CUTyaLMn U NPOAOKaET
paboTaTb KOPPEKTHO C NLLEH3NOHHBIM Paliiom faXKe HECMOTPA Ha BpemeHHYt cmeHy UHID.

OfHaKo npu 3an/laHUPOBAHHOM 3aMeHe unn aobasneHnm obopyaosaHua nsmeHeHums 8 UHID moryt
CTaTb MNOCTOAHHbIMW. B 3TOM cUTyaumnmn HeobxoaMMOo 3aHOBO creHepupoBaTb dann request.licx, n
OTNPaBMUTb €ro Ha agapec support@microolap.ru c o6vACHEHMEM TOro, KaKoe MMeHHO 0bopyaoBaHMe
nameHmnocb. OnepaTop noctasLwmKa EtherSensor npoBepuT gaHHble U USMEHUT INL,EH3UIO, YTODbI
OHa cooTBeTcTBOBana Hosomy UHID cepsepa EtherSensor.

MNposepuTtb cootBeTcTBUE UHID cepsepa u UHID 13 nnueH3nm moXHO B KOHCO/IN yNpaB/ieHUA

(ytmnuTa sensor_console.exe).

= O @ &8

&4 Hactpoiika - Microolap EtherSensor PCAP Edition - O X

WEHM HacTpoika  MpowsBoawTensHocTe  AwarHocTuka  OBHOBREHMA ?
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+ﬂ NeTeKTHpoBaH1e cobbIm1iA
- % 3aBeplWalowan hunbTpaLps
=4 [oCTaEKa PESYNLTATOE
- ARCHIVING
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-5 SIEM
-] SANDBOX
+ STATS
GROUP-mpodini
OBLME HECTPONKK AOCTSBKM
-4 TIOACUCTEMA KYPHANMPOBEHMA
et f A ypHank! cobbiTuHi
Ll CTaTHCTIHKE
- Y nanéHHent ocTyn
- RAPI npoduni

=M. NMyueHsMposaHue

-
=] 3anpoc MMUEHZMK
=% Nokanusalma

4’;}- Penaktop

-~

E"mE JNuuenzus

COCTEE NALEHIMOHEIX MOAYNER ANA AaHHOMD 3K3eMinApa NO Sensor. [1A KOMWPOBSHWA 4aHHEIX
T = NUEHzMM B Bydep obMEHE KNMKHUTE NPEE0RA KHOMKDA MEILM,
Pl

CocTae nnueHzum Sensor
HomMep AMueH3MK
ID mueHsmn (LCID)
NMuugHsKHaT
KoHTakT
Wma ceHcopa
UHID
Wma npoaykTa
BeTta-nuueH3MA
Moanka<a Ha ofHosneHA

MapTHEP-NOCT ABLLMK

Mogynw € AaTel no A4aty

Beponn: [ £ Cease: [ [~ ‘& Coucern: W n e

Puc.72. Uupopmauua 06 UHID cepeepa un UHID nnueH3nmn B KOHCONM yNpPaBAEHUA.

13.3. PaboTta c cucremoit A"MUEeH3npoBaHUA

HeBO3MOXKHO BbINMCaTb NLLEH3UIO A0 MOMEHTa YCTaHOBKM EtherSensor Ha cepBep, Tak Kak ana
reHepauumn IMUEH3UN CUCTEME SIMLLEH3MPOBAHUA HEOHXOAUMbI AaHHbIE O Cpe/ie BbIMNO/HEHUS.
JInueHsnn npueAasaHbl K 060pya0BaHMIO CEPBEPA U HA Apyrux naaTdopmax paboTaTb HE AOMKHDbI.
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Mocne MHCTaNNALMK co3aanTe 3anpPoC Ha IMLEH3MIO B KOHCOAW YyNpaBAeHUA. 3anpoc COXpaHAeTcA B
Buae ¢daiina request.licx B KOPHEBOM ANPEKTOPUM MHCTANNALUMK U COLEPHKNUT AaHHbIe O cepBepe, Ha
KoTopbIn ycTaHoBneH EtherSensor. bonee nogpobHo o reHepaumn danna request.licx MoXKHO y3HaTb
B pasgene "JINLueH3NOoHHbIN dann".

Ha ocHoBaHMK gaHHOro 3anpoca noctaslwmk EtherSensor BbigaeT TOT MAM MHON TUN ANLEH3UKU. DTOT
dann moxet bbITb NepegaH no email MAN Ha cbeMHOM HocuTene.

FeHepauunsa NMLUeH3un TpebyeT noaTBepPXKAEHMA NocTaBlmMKa EtherSensor gns Toro, 4To6bI
KOHEYHbI No/b30BaTelb CMOF MONYYUTh ee. [loNydeHre NoATBEPKAEHUA 3aHUMAET He MeHee TPEX
Yacos.

CnepyeT NOMHUTb, YTO OT COCTOAAHWUSA IMLLEH3UM HAMNPAMYLO 3aBUCUT paboTa cuctemsl
obHoBNeHuA EtherSensor. C UcTeKwWwen NMueH3nelt 06HOBNEHUA NONYYUTb HEBO3MOXKHO. OT
AAHHbIX IMLEH3UN 3aBUCUT, KOrAa M Kakne obHoBneHus nonyyumt EtherSensor.

Ons wrtatHon pabotbl Microolap EtherSensor Tpebyetca aocTyn ero cepsepa ycTaHOBKM K Cnykbe
obHoBNeHMI. Ecnn TaKkoro AocTyna HeT, TO KoppeKTHaA paborta EtherSensor He rapaHTUpyeTca U
noafepyKa He npeaocTaBiAeTcs.

beTta-nnuyeHsuun

Cncrtema NMuUEeH3NpPOBaHUA NO3BONAET ONpPeaeInTb HEKOTOPbIE INLEH3UM KaK beTa-nnueH3nu.
WHcTannaumm c beta-anueH3namm nony4atoT 06HOBAEHUA A0 TOro, Kak OHM ByayT BbinyLieHbl ANA
BCEX MPOYUX MHCTANNALMMN. ITO NO3BONAET UMETbL TECTOBbIE MHCTANNALUM NPOAYKTA ANA U3YYEHUA
HOBbIX BEPCUN.

13.4. Nocne npuobpeteHUA NMLEH3UMU

Bbl npnobpenn nnueHsum Ha Microolap EtherSensor.

Kaxkgaa nmueHsna no3BoaseT MCnonb3oBaTtb EtherSensor Ha O4HOM KOMMNblOTEPE NN BVIpTyaJ'IbHOIZ
MalWwnHe.

Kaxpan AvueH3nsa nmeeT NpUBA3KY K KOHKPETHOMY annapaTHOMY obecneyeHuto U He MOXKeT BbiTb
MCMNONb30BaHa HA APYroM KomnMbloTepe.
MoKanyicra, BbINONHUTE CieayroLmMe MHCTPYKLMK ANA NOATOTOBKM K 3anycky EtherSensor:

1. CkavanTe noaxoasawmii (nnatdopma x86 nnm x64) anctpnbytms EtherSensor no ccbisike,
npegocTtaBneHHon OO0 MuKpoonan TeKHoNoAXKMC.

2. MomecTnTe CKauyaHHbIM apxXMB Ha KOMMbIOTEP, NpeaHa3HaYeHHbIM ana 3anycka EtherSensor.
3. KIMKHUMTE NpaBoi KHOMKOM MbILWKKN HA apxuBe u BbibepuTe Properties.

4. Ecnm Ha BKkNaake General npucyTctByeT pa3aen Security, noctaBbTe ranoyky B nose Unblock n
HaxkmunTe OK. Ecnm pasgen Security n none Unblock oTcyTcTBYIOT, HUKaKMX AeNCTBUIA He
TpebyeTcs, 3aKpoinTe OKHO Properties.
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5. PacnakyiTe apxus 1 3anyctute ¢paiin ethersensor_pcap_setup_x64_v6.1_ru-ru.exe.

6. Cneayiite MHCTPYKLMAM NO YCTaHOBKeE.
Ana nonyyeHna danna nMueH3nm cneayowme 4eMCcTBUA AONKHbI ObiTb BbIMOAHEHbI Ha KaXKaA0Mm
KOMNbloTepe, rae naaHupyeTca yctaHoBuTb EtherSensor:

1. U3 meHto Start 3anycTute KoHconb ynpasnaeHusa EtherSensor (sensor_console.exe).

2. OTkporTe BKNaaKy Hacmpolika, pa3aen /luyeHauposaHue, noapasaen 3anpoc AuyeH3uu.

3. 3anonHuTe Gopmy B NPaBOM HaCTU OKHA U HaxXmute CoOXpaHumeo.

4. daiin request.licx 6yaet co3aaH 1 coxpaHEH B AUPEKTOPUN MHCTannaummn EtherSensor.

5. Noxkanyiicta, npuwamMTe Ham 3ToT Gann No 3NEKTPOHHOM NoYTe Ha agpec
support@microolap.ru, 4Tobbl Mbl co3A4aTb 414 Bac dalia NNLEH3INMN.

6. Mbl Bbilwnem Bam dann license.licx, Kotopbli Heob6xoaMMo ByaeT NONOKNUTb B AUPEKTOPUIO
nMHcTannauumn EtherSensor.

7. FotoBOo. Tenepb Bbl MOXETE UCMNONb30BaTh 3apPerMcTpMpoBaHHyto Bepcuio EtherSensor!

IT0 03HA4aeT, YTo B TeYEHUE Neprmoaa NoANMCKM Ha 0O6HOBNEHMA BEPCUI Bbl MOXKETE CKaumMBaTb U
yCTaHBAMBATL nocsiegHune Bepcumn Microolap EtherSensor ¢ Hawero caiTa, U Nony4eHHbIn dpaiin
NmueHsum byaet paboTaTb C HOBbIMW BEPCUAMM NPOAYKTA.

Kpome TOro, ecnu Bbl He 3a6y,u,eTe BK/IIOYUNTb aBTOMaTUHECKOE O6HOBJ'IEHVI€, HOBblE€ BEPCUN 6y,CI,YT
yCTaHaB/IMBaTbCA 6e3 HeO6XO,CI|VIMOCTVI BaWero y4acrtuma.

NOMANYUCTA, HE NbITAUTECb OTKPbITb MM NEPEMMEHOBATb ®ANN TULEEH3UN!

MocneaHas nHbopmauma n obHosneHusa: https://www.microolap.ru/support/.

13.5. /lnyeH3noHHoe cornaweHume

BHUMAHWE! BHMMaTeNbHO 03HAaKOMbTECh C YCA0BUAMM INLLEH3MOHHOrO COrnalleHna nepeg,
Hayanom paboTbl ¢ NporpammHbIM obecneyeHnem.

HakaTne Bamun KHOMKM NOATBEPXKAEHMA COrIacuA B OKHE COrnacus C IMLEH3UOHHbIM
cor/laleHmnem npu ycTaHoOBKe NPorpamMmmHOro obecneyeHna Uam UCcnosb3oBaHUE YCTaHAB/IMBAEMOrO
nporpaMmHoro obecnevyeHmnsa o3HavyaeT Bawe 6e30roBopoyHoe cornacme C yCA0BMAMM HACTOALLErO
JINLEH3MOHHOrOo cornaweHuna. Ecam Bbl He cornacHbl € YCNOBUAMM HACTOALLErO IMLLEH3UMOHHOIO
cornalweHus, Bbl JONKHbI NpepBaTb YCTaHOBKY W/MIM UCNOAb30BaHWE NMPOrPaMMHOro
obecneyeHus.

JInyeH3noHHoe cornawieHume

HacTtosllee nonb30oBaTe/IbCKOE IMLLEH3MOHHOE cornalueHue (aanee - CornalieHune) asnsercs
[loroBopom nprcoeanHeHna mexay O6ecTBo ¢ orpaHUYEeHHOMU OTBETCTBEHHOCTbI0 MuKpoonan
TekHoNoAXMUC (Oanee - MpaBoobnagatens) n Bamu, GU3MUYECKUM UAN IOPUANYECKUM NULLOM
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(nanee - Monb3osaTtenb), NPaBOMEPHO BAAAEIOLWMM IK3EMNAAPOM MPOrPamMHOro Komrnaekca
Microolap EtherSensor (ganee - Cuctema).

1. Onpepenenun

1.1. NO - o6bo3HaYaeT, Kak BMecTe, Tak U No oTAeNbHOCTH, CnucTemy, CONpoBOAMUTENbHbIE
MmaTtepuanbl, lokymeHTauma K Cucteme, 4ONoONHUTENIbHO 3aKa3aHHble 06HoBAeHUA CucTeMbI,
npaBoobnagatenem KoTopbix aasetTca Obw,ecTso ¢ orpaHUYEHHO OTBETCTBEHHOCTbIO
Mukpoonan TeKHONOAXKHUC.

1.2. Nonb3oBaTtenb (Bbl) - "ML, KOTOpOE ycTaHaBAMBAET UAKU ucnonb3yet MO oT cBoero Anua
nnn npasomepHo Bnageet konuvel MO. Ecam MO 6b110 3arpy»KeHo nam npnobpeteHo OT UMEHM
IO PUANYECKOTO IMLA, TO Noa TepMuHOM lNonb3osaTtens (Bbl) Aanee noapasymesaeTca
topuamyeckoe nmuo, ana kotoporo MO 6bino 3arpyKeHo namM NnpuobpeTeHo U KOTOPOe NopPyYrao
oTaenbHoMy GM3NYECKOMY LY NPUHATL AAaHHOE COornalleHne oT CBOero anua.

1.3. NMapTHepbI - OpraHn3aLmu, ocywectTsaatoLWwme pacnpoctpaHeHue MO Ha OCHOBaHUM
porosopa c Npasoobnagatenem.

1.4. JoKymeHTauma K Cucteme - conpoBoguTe/ibHble NeYaTHble U UHble MaTepuansl,
PykoBoacTso Monb3oBaTens, PykoBoacTso AGMMUHUCTPATOPa, CIPABOYHUK, dalia cnpaBKu U
QHaNOrMYHbIE UM COMPOBOAMTENIbHbIE MNEYATHbIE U INEKTPOHHbIE AOKYMEHTbI B OTHOLEHUM
Cuctembl, NnpaBoobnaaatenem Kotopbix aBnsetcs O6L,ecTBo C orpaHUYEeHHOM
oTBeTCTBEHHOCTbI0O MUKpoonan TeKHON0AKMUC.

2. NpepocTtaBneHne AULEH3INN

2.1. MNpaBoobnagaTenb npegocTaBaAseT Bam HEUCKAIOUYNUTENbHYIO IMLEH3UIO HA MCNOJ/Ib30BaHUe
MO B pamKax PYHKLMOHANbHOCTU, ONUCAHHOM B [JOKymeHTauum K Cucteme, npu ycnoBum
cobnoaeHna Bamum Bcex TEXHUYECKUX TpeboBaHUI, onncaHHbIX B JokymeHTaumm K Cucteme, a
TaKKe BCeX OrpaHUYEHUN N YCAOBUI MCNONb30BaHMA CUCTEMbI, YKa3aHHbIX B HACTOALLEM
CornaweHunun.

2.2. B cayyae ecaum Bbl nonyynaum, 3arpysmam u/mam yctaHosmam MO, npegHasHaveHHoe Ans
03HAKOMUTENbHbIX Lienei, Bbl umeeTe NpaBo Mcnonb3oBaTb MO TONbKO B LeNAX 03HAKOMIEHUA
M TONIbKO B Te4EeHMEe OAHOro 03HAaKOMMUTENIbHOrO NepMoaa, eCv He NPONMCaHOo MHAYe, HauYMHanA C
AaTbl HayabHOM ycTaHoBKM 0. llob6oe ncnonbsosaHue MO ana gpyrux uenen nam no
3aBepLIeHMN 03HAKOMUTENbHOrO NepMoaa 3anpeLeHo.

2.3. Ecam Bbl ucnonb3ayete MO pasHbix Bepcuit nnum sepcmun MO ana pasHbIX A3bIKOB, ecn Bbl
nony4mnnm NO Ha HECKONbKUX HOCUTENAX, eCAn Bbl MHbIM cNOcOB6OM NOAYYNAM HECKOIbKO KONUIA
MO wan nonyunnm MNO B cocTaBe NakeTa APYroro NporpammHoOro obecneyeHus, To obuiee
KONMYEeCcTBO BalLumx KOMNbIOTEPOB, Ha KOTOPbIX YCTAHOB/IEHbI U/UN NCNONbL3YIOTCA BCE BEPCUU
Cuctembl, AONXKHO COOTBETCTBOBATb KOIMYECTBY IMLEH3UMN, NONYYEHHbIX OT [paBoobnagatens.

2.4. Bbl UMmeeTe NpaBo M3rotoBMTb Konuto MO npu ycnoBmmK, 4To 3Ta KONWUA NpeaHa3HAYeHa
TONbKO A1 apXMBHbIX LEefeil 1 gaa 3ameHbl NPaBOMEPHO NPUOBPETEHHOrO 3K3eMnasapa B
Cy4anx, Korga OpurMHan yTepaH, yHUUTOXKEH UAW CTan HENPUTOAEH ANA UCMNONb30BaHMA. Takas
KONuns He MOXKeT 6bITb MCNONb30BaHa ANA UHbIX Lienei U f0NKHA BbiTb YHUUTOXKEHA B C/ly4yae,
ecnun BnageHune aksemnaapom MO nepectaHeT 6bITb MPAaBOMEPHbIM.

2.5. llobaa npaBomepHana nepeaaya npas B OTHOWEHUM Nonb3oBaHMsA MO BO3MOMXKHA TONbKO
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npu YyCNOBUW NPUCOEAUHEHUA K HACTOALLEMY COrlalleHnto 1 ¢ npeasapuTeibHOro cornacmsa
Mpasoobnagatens nam ero ynonHomoveHHoro MapTHepa. Mpu aTom, NnpaBonpeemHmK
MNonb3oBaTena B OTHOWEHMUU NCNoNb30BaHUA MO CTAaHOBUTCA 3aKOHHbIM MPaBonpeeMHUKOM
Monb3oBaTena B OTHOWEHMU NUCnonb3oBaHMA MO ToAbLKO NpU YCAOBUU MOAHOMO 3aMeLLeHuUA
Monb3oBaTena Mo HacToALLEeMY COrNaLLIEeHUIo.

2.6. Bbl camocToATeNIbHO HeceTe OTBETCTBEHHOCTb M obecneymBaeTe CO6I'IIOAGHM€ nPUMEHNMOro
9KCNOPTHOINo M MMMOPTHOIo 3aKOHOAATENNbCTBA, @ TAKXKe NPUMEHUNMbIX TOProBbiX CaHKLLMﬁ n
3M6apro B OTHOWEHNU nepenadun npas n NCnosib3oBaHUA no.

3. OrpaHunyeHus

3.1. Bbl He BnNpaBe AEKOMNUANPOBATL, AN3acceMbAnpoBaTb, MOAUPULUPOBATL UM BbINOAHATb
npon3BoaHble paboTbl, OCHOBaHHble Ha MO, LEeAMKOM UAM YAaCTUYHO, 32 UCKNHOUYEHUEM C/IYYaEeB,
NpeAyCMOTPEHHbIX 3aKOHOAaTeIbCTBOM.

3.2. 3anpewaeTtca caasaTb 10 B apeHAy, NpOKaT, BpeMeHHOe No/sb30BaHUe, yCcTynaTb
3aK/afblBaTb U NPOAAaBaTb TPETbMM NLLAM, @ TaK e pa3rnawaTtb pe3ynbTaTbl CTEHO0BbIX
ncnbiTaHnim Cuctemol.

3.3. Cuctema nnueH3npyeTca ToNbKo ana Bawer BHyTpeHHeW aeaTenbHOCTU. Bbl moxkeTe
YCTaHOBUTb M UCMNONb30BaTb CUCTEMY TONIbKO B Npesenax NoOMeLLEeHN M, KOTopbiMK Bbl Brageete
WK KOHTpoAnpyeTe.

3.4. 3anpelaetca nepegasatb NPaBo Ha Ucnosb3osaHue MO TpeTbUM LM 33 UCKIIOYEeHNEM
CNlyvan, yKasaHHoro B n. 2.5.

3.5. 3anpewaeTtca nepegasatb M NPeAOCTaBAATb AOCTYN K INLEH3MOHHOMY KAOYY TPETbUM
Muam B HapyLeHMe NOMOXKEHUN HacToAwero CornaweHunsa, 3a UCKAKYEHMEM CyYan,
yKasaHHoro B n.2.5 Hactoawero CornaweHus. JIMLEH3NOHHbIN KNtoY ABAAOTCA
KOHUuAeHUManbHoOM nHpopmaumei. NMpaBoobnagatenb ocTasaseT 3a coboi nNpaso
MCNoNb30BaTb CPeACcTBa A NPOBEPKU NOANMHHOCTM YCTaHOB/IEHHOrO y Bac AMLeH3noHHOro
KAtoua.

3.6. MpaBoobnagatenb UMeeT NpPaBo 3ab6/10KMPOBATL IMLLEH3NOHHbIW K/OY B C/ly4ae HapyleHun
Monb3oBaTenem ycnosumin Hactoauwero CornaweHums.

3.7. MNMpw ncnonb3osaHmnm Bamu MO, npegHasHa4YeHHOro 418 03HAaKOMUTE/IbHbIX Lesien, Bol He
MMmeeTe NpaBa nNepegasatb MMmetowminca y Bac asksemnnap MO TpeTbum AnLam.

3.8. Bbl He BnpaBe ncnonb3osaTb MO Ana N06bIX Lenen nam cnocobom orpaHMYeHHbIM UK
3anpeLeHHbIM NPMMEHMMbIM 3aKOHOAATENbCTBOM. Bbl camocToATeNbHO HeceTe
OTBETCTBEHHOCTb 3a HernpaBoMepHoe ucnonb3osaHue MO.

3.9. B cnyyae HapyweHunsa Bamu Kakoro-nnbo u3 ycnosuit gaHHoro CornaweHus
MNpaBoobnapgaTtenb BnpaBe npepsBaTtb Aenctemne CornaweHuna Ha ucnonb3oBaHume MO B ntoboe
Bpema 6e3 Bawero ysegomneHua n 6e3 soamelleHnsa ctoumocty MO mam ero yactu.

4, OrpaHquHHan rapaHTMA U OTKAa3 OT NpeaoCTaB/ieHUA rapaHmﬁ

4.1. NpaBoobnagatens rapaHTMpyeT paboty MO B COOTBETCTBMM C ONUCAHMEM, U3/OXKEHHDBIM B
JOKkymeHTaumun K Cucteme.

4.2. Bbl cornawaeTtech ¢ TeM, YTO HMKaKoe MO He cBo60AHO OT OWNBOK M Bam pekomeHayeTcA
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perynsapHo co3zaBaTb pe3epsBHble Konuu ceonx ¢alinos.

4.3. MNpaBoobagatens He rapaHTMpyeT pabotocnocobHocTb MO Npy HapyWeHUM yCIoBUN,
onucaHHbIX B [lokymeHTaunm K Cucteme, a Takxke B cydae HapyweHus Monb3oBatenem
ycnosuit Hactoawero CornateHus.

4.4. 3A UICKIFOYEHMEM YCTAHAB/IMBAEMOW B HACTOALLEM NYHKTE OFPAHUYEHHOW
FTAPAHTUWN, MPOTPAMMHOE OBECIMEYEHME NOCTABMIAETCA "KAK ECTb". MPABOOBJ/IALATE/1b
W EFO MAPTHEPbI HE AAKOT HUKAKWUX TAPAHTUIN HA EFO UCMOJIb30BAHUE TN
NPOU3BOANTENBHOCTb. 3A UICKNHOYEHWUEM FAPAHTUI, YCIOBUIA, NPEACTAB/IEHUN NN
NONIOMKEHMI, CTENEHb KOTOPBIX HE MOXET EbITb UCK/TFOYEHA MM OFPAHUYEHA
MPUMEHUMbIM 3AKOHOOATE/TIbCTBOM, NMPABOOBJTIALATE/Ib U ETO NAPTHEPbI HE OAKOT
HUKAKUX TAPAHTWUW, YCNOBWIA, NPEACTABJIEHUM U MOJTOXKEHUI (BbIPAYAEMbIX B
ABHOW U/ B NOAPA3YMEBAEMOW ®OPME) HA BCE, BK/THOYAA BE3 OTPAHUYEHWI
HEHAPYLWEHWE MPAB TPETbUX /1L, KOMMEPYECKOE KAYECTBO, MHTEIPALMIO UJTN
NPUrOAHOCTb AN1A ONPEAENEHHbIX LIENIEW. Bbl COT/TIALUAETECH C TEM, YTO Bbl HECETE
OTBETCTBEHHOCTb 3A BbIEOP MPOIPAMMHOIO OBECIMEYEHUA O/1A AOCTUKEHUA HYAKHbBIX
PE3Y/IbTATOB, 3A YCTAHOBKY 1 UCMNOJ1Ib3OBAHWE NMPOTPAMMHOIO OBECNEYEHWA, A
TAKXE 3A PE3Y/1IbTATbI, NOZTYYEHHbIE C EFO MOMOLWbIO.

5. OrpaHuYeHue OTBETCTBEHHOCTU

B MAKCUMA/IbHOW CTEMEHW, AONYCKAEMOW NPUMEHUMbIM 3AKOHOZATE/IbCTBOM,
NPABOOBNALATENb /UMW EFTO NAPTHEPbI HE HECYT OTBETCTBEHHOCTW 3A KAKME-NTUBO
YEbITKM U/WNN YIEPE (B TOM YUC/IE YEBITKW B CBA3M C HEAOMNOYYEHHOW
KOMMEPYECKOW NPUEBbINbIO, NPEPLIBAHUEM AEATE/IbHOCTU, YTPATON MHOOPMALINA
NN UHOM UMYLLEECTBEHHbIN YLLEPE), BOSHUKAIOLLME B CBA3M C MCNO/Ib3OBAHMEM UTN
HEBO3MOXHOCTbIO NCMOJIb3OBAHNA MPOTPAMMHOTIO OBECMEYEHWNA, AAKE ECNN
MPABOOBNAOATENDb N EFO NAPTHEPBI BbI/TM YBEAOM/TIEHBI O BO3MOXHOM
BO3HWKHOBEHWN TAKUX YBEbITKOB U/UNW YWEPBA. B NFOBOM C/TYYAE OTBETCTBEHHOCTb
NPABOOGB/IALATE/IA WU EFO MAPTHEPOB MO SIHOEOMY U3 NMONIOXKEHMA HACTOALLETO
COTNALLEHWA OTPAHUYMBAETCA CYMMOW, ®AKTUYECKN YNTAYEHHOM BAMU 3A
MPOTPAMMHOE OBECMNEYEHUE. HACTOALWWE OTPAHUYEHWA HE MOTYT BblTb MCK/TFOYEHDbI
NN OrPAHNYEHBI B COOTBETCTBUU C MPUMEHUMbIM MPABOM.

6. MporpammHbie NPoAYKTbI

6.1. TexHonorMa TpeTbUX NnL, KOTOpas MOXeT bbiTb LenecoobpasHa namM Heobxoanmma gnn
ncnonb3osaHuA B coctase MO onpeaeneHa B [lokymeHTaumnm K Cucteme. Takas TexHoNoruns
NIMLLEH3NPYETCA KOHEYHOMY NONb30BaTE/O HA YCNOBUAX IMLLEH3VUOHHONO COr/lalleHns TPeTbero
mua, onpegeneHHoro B JokymeHTaummn K Cucteme. Takoe MLEH3MOHHOE COrnaleHne TPeTbero
MUa A0MNOoHAET NONOXKeHUA HacToAwero CornaweHus.

6.2. Bxogawmue B coctaB CUCTEMbI MPOrpaMMHblIe MPOAYKTbl INLLEH3UPOBAHbI ANA
OrPaHMYEHHOro MCNONb30BAHMA TONILKO B cocTaBe Cuctemsl. [10 UCTEYEHUU CPOKA
JINLEH3MOHHOro ncnonb3oBaHua MO, Nnonb3oBaTesb 06A3aH NPEKPaTUTb Ucnosib3oBaHme MO un
YHUUTOXUTb BCE MMEIOLLMECA KoMK,

7. OTKpbITOoe (cB060AHOE) NporpammHoe obecneueHune

[aHHbIN NPOAYKT MOMKET COAepKaTb NPOrpaMMbl, KOTOpPblE NLEH3UpPYOTCA (MK
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cybamueHsnpytoTca) Monb3oBaTento B COOTBETCTBUM € 0buieaocTynHomi anueHsnen GNU nan
WMHbIMUW aHaNOTUYHbIMU ULEeH3nAMKM Open Source, KOTOpPble NOMMMO NPOYMX NPaB pa3peLlaroT
Nonb30BaTeN0 KONMPOBaTb, MOANDULMPOBATb, NepepacnpenenaTb onpeaeeHHble NPorpaMmmb
WMAN UX YaCTU U Nony4YaTb AOCTYN K ucxogHomy koay ("MO ¢ oTKpbITbIM UCXoAHbIM Kogom"). Ecan
TaKas NIMLEH3UA NpeaycMaTpMBaeT NpeaocTaBAeHne NCXOA4HOro Koaa Nosib30BaTeNaM, KOTOPbIM
npegoctasnsetca MO B ¢opmaTe NCNONHAEMOro A4BONYHOrO KoAa, UCXOAHbIM Koa, AenaeTca
AOCTYMHbIM NPU OCyLLLeCTBAeHUM 3anpoca MpaBoobnaaaTento UM CONPOBOXKAAETCA C
npoayKTom. Ecam Kakas-nmbo nanueHsns Ha MO ¢ OTKPbITbIM UCXOAHBIM KOAOM TpebyeT, YTob bl
MpaBoobnagatenb NpeaoCTaBAs/ NPaBa Ha UCMO/Ib30BaHME, KONMPOBaHWE UAN MOANDUKALMUIO
MO C OTKPbITbIM UCXOAHbIM KOAOM, BbIXOAALLME 32 PaMKU NPaB, NPeAoCcTaBAAeMblX HaCTOALLMM
CornaweHuem, Takme NpaBa MMET NPEUMYLLLECTBEHHYIO CU/Y HAA NPaBaMmn U OrPaHUYEHUAMM,
OroBOpPeHHbIMM B HacToseM CornalieHuu.

8. MpaBa Ha UHTENNEKTYaJIbHYI0 CO6CTBEHHOCTb

8.1. Bbl cornatwwaetech ¢ Tem, 4to MO, 4OKYMEHTaLKA, KaK 1 BCe Apyrne 06 beKTbl aBTOPCKOro
npaBa, a TaKXKe CUCTEMbI, MAen U meToapbl paboTbl, Apyras MHGopmaLma, KOTOpas COAEPKUTCA B
MO, ToBapHble 3HAKM ABNAOTCA 06 bEKTAMM MHTENNEKTYaIbHOM COOCTBEHHOCTH
MNpaBoobnagatena unu ero MaptHepos. [laHHoe CornaweHne He AaeT Bam HMKaKMX NpaB Ha
NCNoNb30BaHME 0O bEKTOB MHTE/IEKTYAIbHOM COOCTBEHHOCTH, BKIOYAA TOBAPHbIE 3HAKM U
3HaKn obcnyxmnBaHua MNpasoobnagatens nnm ero MNapTHepos, 3a UCKAOYEHMEM NpPaB,
npeaocTaBsieHHbIX HacToAWwMMm CornaleHnem.

8.2. Bbl cornaliaerecb € TeM, YTO UCXOAHbIM KOA, IMLEH3UOHHbIN Katod gns MO asastoTcA
cobcTBeHHOCTbIO MpaBoobnaaaTens UAN ero COOTBETCTBYHOLLMX KOHTPAreHToB.

8.3. Bbl He MOXKeTe yAanATb UAN U3MEHATb YBEAOMNEHUA 06 aBTOPCKMUX NpaBax U gpyrue
nponpueTapHble yBeaomaeHua Ha noboi konuu MNO.

9. KoHTaKkTHaa nHpopmauua Npasoobaagatens

0O6ww,ecTBO C OrpaHUYEHHOM OTBETCTBEHHOCTbIO MuUKpoonan TeKHONoAXKUC
TenedoH: +7 495 748 8105

Mpopgaxu: sales@microolap.ru

TexnogaepKKa: support@microolap.ru

Beb6-caiiT: https://www.microolap.ru
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